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H.121

Introduced by Representatives Marcotte of Coventry, Carroll of Bennington,
Graning of Jericho, Jerome of Brandon, Mulvaney-Stanak of
Burlington, Nicoll of Ludlow, Priestley of Bradford, Sammis of
Castleton, and White of Bethel

Referred to Committee on

Date:

Subject: Commerce and trade; consumer protection

Statement of purpose of bill as introduced: This bill proposes to afford data

privacy protections to Vermonters.

- —— :

An act relating to enhancing consumer privacy and the age-appropriate
design code

It is hereby enacted by the General Assembly of the State of Vermont:

§ 2430. DEFINITIONS
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me¥gurements or technical analysis of human body characteristics used by the

owner O licensee of the data to identify or authenticate the consumer,

including a“§ngerprint, retina or iris image, or other unique physical

representation oWdigital representation of biometric data.

(2)(A) “Brok®ed personal information” means one or more of the
following computerized®ata elements about a consumer, if categorized or
organized for dissemination % third parties:

(1) name;

(i) address;

(ii1) date of birth;

(iv) place of birth;

(v) mother’s maiden name;

(vi) unique-biometrie-date

O mace—o athe nHMae-phy an
a0 agC, O O ) Cd D cl D

representation-of biometrie-data biometric identifier;

(vii) name or address of a member of the consumer’s immedid¥g
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ideMgification number; or

(ix) other information that, alone or in combination with the other
informatior§old or licensed, would allow a reasonable person to identify the
consumer with Mgasonable certainty.

(B) “Brok®ed personal information” does not include publicly
available information tohe extent that it is related to a consumer’s business or
profession.

2)(3) “Business” means dgommercial entity, including a sole
proprietorship, partnership, corporatin, association, limited liability company,
or other group, however organized and wiether or not organized to operate at
a profit, including a financial institution orgalgzed, chartered, or holding a
license or authorization certificate under the laws%f this State, any other state,
the United States, or any other country, or the parent, §ffiliate, or subsidiary of
a financial institution, but does not include the State, a St} agency, any
political subdivision of the State, or a vendor acting solely onehalf of, and at
the direction of, the State.

3)(4) “Consumer” means an individual residing in this State.

(5)(A) “Data broker” means a business, or unit or units of a busifigss,
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buSfess does not have a direct relationship.

(B) Examples of a direct relationship with a business include if the
consumer 1%a past or present:

(1) gustomer, client, subscriber, user, or registered user of the
business’s goods oMgervices;

(i) emplo¥ge, contractor, or agent of the business;

(iii) investor ifgthe business; or

(iv) donor to the b¥giness.

(C) The following activit¥gs conducted by a business, and the
collection and sale or licensing of brok¥ged personal information incidental to
conducting these activities, do not qualify M business as a data broker:

(1) developing or maintaining thir8§party e-commerce or
application platforms;

(i1) providing 411 directory assistance or (gectory information
services, including name, address, and telephone number, & behalf of or as a
function of a telecommunications carrier;

(ii1) providing publicly available information related t84a
consumer’s business or profession; or

(iv) providing publicly available information via real-time or
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(i) a one-time or occasional sale of assets of a business as part of a
transfeMpf control of those assets that is not part of the ordinary conduct of the
business; o¥

(i1)Wa sale or license of data that is merely incidental to the
business.

S5)X6)(A) “Data§oker security breach” means an unauthorized
acquisition or a reasonableWelief of an unauthorized acquisition of more than
one element of brokered persoigl information maintained by a data broker
when the brokered personal inform#ion is not encrypted, redacted, or
protected by another method that rendfg the information unreadable or
unusable by an unauthorized person.

(B) “Data broker security breach” do® not include good faith but
unauthorized acquisition of brokered personal infoMgation by an employee or
agent of the data broker for a legitimate purpose of the®ata broker, provided
that the brokered personal information is not used for a puffose unrelated to
the data broker’s business or subject to further unauthorized diSglosure.

(C) In determining whether brokered personal informatiofghas been
acquired or is reasonably believed to have been acquired by a person out

valid authorization, a data broker may consider the following factors, amofiy
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ph¥%ical possession and control of a person without valid authorization, such
as a los§or stolen computer or other device containing brokered personal
informatio

(i1)Windications that the brokered personal information has been
downloaded or cop¥d;

(ii1) indica%ons that the brokered personal information was used
by an unauthorized person,%uch as fraudulent accounts opened or instances of
identity theft reported; or

(iv) that the brokered fgrsonal information has been made public.

6)(7) “Data collector” means a Bgrson who, for any purpose, whether
by automated collection or otherwise, hand¥gs, collects, disseminates, or
otherwise deals with personally identifiable inf§gmation, and includes the
State, State agencies, political subdivisions of the S§gte, public and private
universities, privately and publicly held corporations, [Rgited liability
companies, financial institutions, and retail operators.

A(8) “Encryption” means use of an algorithmic procesio transform
data into a form in which the data is rendered unreadable or unusabi¢ without
use of a confidential process or key.

8X9) “License” means a grant of access to, or distribution of, data B
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usc¥f the data, is not a license.

(M(10) “Login credentials” means a consumer’s user name or e-mail
address, in§ombination with a password or an answer to a security question,
that together p&gmit access to an online account.

H9H(11)(A) WPersonally identifiable information” means a consumer’s
first name or first initidgand last name in combination with one or more of the
following digital data elem¥ats, when the data elements are not encrypted,
redacted, or protected by anoth¥ method that renders them unreadable or
unusable by unauthorized persons:

(1) a Social Security numb&g;

(i1) a driver license or nondriv8g State identification card number,
individual taxpayer identification number, passjort number, military
identification card number, or other identification rgmber that originates from
a government identification document that is commonIfgused to verify identity
for a commercial transaction;

(ii1) a financial account number or credit or debit & d number, if
the number could be used without additional identifying informatidl, access
codes, or passwords;

(iv) apassword, personal identification number, or other acce
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epresentation-oMpiometrie-data a biometric identifier;

(vi) gendyc information; and
(vii)(I) healtfgecords or records of a wellness program or similar
program of health promotion 8 disease prevention;
(IT) a health care pMgfessional’s medical diagnosis or treatment
of the consumer; or
(III) a health insurance poli® number.
(B) “Personally identifiable informatidg” does not mean publicly
available information that is lawfully made availabl&o the general public
from federal, State, or local government records.

(12) “Personal information” means any information th% identifies,

relates to. describes, or is capable of being associated with a parti®alar

consumer, and includes personally identifiable information, brokered Mgrsonal

information, login credentials, and covered information. ‘“Personal

U dllVU cdll UC CIPICICU DIUAUly.
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vis#al, or electromagnetic information is recorded or preserved, regardless of
physic#form or characteristics.

H2)(W) “Redaction” means the rendering of data so that the data are
unreadable or Mg truncated so that no more than the last four digits of the
identification numBgr are accessible as part of the data.

H3(15)(A) “Selyrity breach” means unauthorized acquisition of
electronic data, or a reason®ple belief of an unauthorized acquisition of
electronic data, that compromiSgs the security, confidentiality, or integrity of a
consumer’s personally identifiable %gformation or login credentials maintained
by a data collector.

(B) “Security breach” does not inglude good faith but unauthorized
acquisition of personally identifiable informati®g or login credentials by an
employee or agent of the data collector for a legititgte purpose of the data
collector, provided that the personally identifiable infoMgation or login
credentials are not used for a purpose unrelated to the data §gllector’s business
or subject to further unauthorized disclosure.

(C) In determining whether personally identifiable inforn¥gtion or
login credentials have been acquired or is reasonably believed to have Bgen

acquired by a person without valid authorization, a data collector may cons¥ger
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an(ontrol of a person without valid authorization, such as a lost or stolen
compully or other device containing information;

ii) indications that the information has been downloaded or
copied;

(ii1) incations that the information was used by an unauthorized
person, such as fraudul§at accounts opened or instances of identity theft
reported; or

(iv) that the informigtion has been made public.

16) “Sell,” “selling,” “sale, %or “sold,” means selling, renting

releasing, disclosing, disseminating, m¥king available, transferring, or

otherwise communicating orally, in writind%or by electronic or other means

personal information by the business to anotheMbusiness or a third party for

monetary or other valuable consideration. This deMgition shall be interpreted

broadly.

§ 2432. GENERAL REQUIREMENTS FOR COLLECTION RND USE OF

DATA

(a) Application. A data collector that owns, licenses, maintains, or

possesses personal information is subject to enforcement of any law under Wis




10

11

12

13

14

15

16

17

18

19

20

21

BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 11 of 330

shdling of personal information shall be reasonably necessary and

proporMonate to achieve the purposes for which the personal information was

collected oMnrocessed or for another disclosed purpose that is compatible with

the context in Wihich the personal information was collected and not further

processed in a manWer that is incompatible with those purposes.

(c)_Secondary uses:

(1) A data collector Wat obtains personal information from a source

other than the consumer shall use that information for a purpose

inconsistent with the purpose for wlich it was initially collected nor may it use

that information for a purpose inconsist#gnt with any notice or consent involved

in the initial data collection.

(2) A data collector shall not retain pers®al information if it is unable

to determine the initial purpose. notice. or consent &escribed in subdivision (1)

of this subsection.

(d) Rights of consumers. Consumers shall have the rigls specified by rule

by the Attorney General with regard to their personal informat

(e) Do not track. On or after July 1. 2023, a data collector that Wrocesses

for purposes of targeted advertising, predictive analytics, tracking, or tfg sale

of personal information or that is a data broker shall allow consumers to
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andltics, tracking, or the sale of personal information through a user-selected

universWl opt-out mechanism that meets the technical specifications established

by the Atto%pey General.

SubchapWr 2. Seeurity Breach-Netice-Aet Data Security Breaches

% ok %

§ 2436. NOTICE OF RATA BROKER SECURITY BREACH

(a) Short title. This seClon shall be known as the Data Broker Security

Breach Notice Act.

(b) Notice of breach.

(1) _Except as otherwise provide®in subsection (d) of this section, any

data broker shall notify the consumer that fere has been a data broker security

breach following discovery or notification to ti# data broker of the breach.

Notice of the security breach shall be made in the st expedient time possible

and without unreasonable delay, but not later than 45 d%ws after the discovery

or notification, consistent with the legitimate needs of the [ enforcement

agency, as provided in subdivisions (3) and (4) of this subsecti®g, or with any

measures necessary to determine the scope of the security breach afgd restore

the reasonable integrity, security, and confidentiality of the data systent

(2) A data broker shall provide notice of a breach to the Attorney
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of We security breach and the date of discovery of the breach and shall provide

a prelitMinary description of the breach within 14 business days, consistent

with the leMitimate needs of the law enforcement agency, as provided in

subdivision (3 )%and subdivision (4) of this subsection (b), after the data

broker’s discoveryWf the security breach or when the data broker provides

notice to consumers pulguant to this section, whichever is sooner.

(i1) If the date§f the breach is unknown at the time notice is sent

to the Attorney General, the da% broker shall send the Attorney General the

date of the breach as soon as it is kown.

(ii1) Unless otherwise ordéked by a court of this State for good

cause shown, a notice provided under this Sgbdivision (2)(A) shall not be

disclosed to any person other than the authoriz®l agent or representative of the

Attorney General, a State’s Attorney, or another laWg enforcement officer

engaged in legitimate law enforcement activities witho® the consent of the

data broker.

(B)(1) When the data broker provides notice of the br8ch pursuant to

subdivision (1) of this subsection (b), the data broker shall notify tfg Attorney

General of the number of Vermont consumers affected, if known to theWata

broker, and shall provide a copy of the notice provided to consumers unde

UUULYV U U UUSC U U ).
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copik of the consumer notice, from which is redacted the type of brokered

person®k information that was subject to the breach, that the Attorney General

shall use fO%any public disclosure of the breach.

(3) The Wptice to a consumer required by this subsection shall be

delayed upon requdt of a law enforcement agency. A law enforcement

agency may request thddelay if it believes that notification may impede a law

enforcement investigation 8 a national or Homeland Security investigation or

jeopardize public safety or nati%al or Homeland Security interests. In the

event law enforcement makes the r@guest for a delay in a manner other than in

writing, the data broker shall documen®guch request contemporaneously in

writing and include the name of the law enWgrcement officer making the

request and the officer’s law enforcement agen®@y engaged in the investigation.

A law enforcement agency shall promptly notify thdata broker in writing

when the law enforcement agency no longer believes tfat notification may

impede a law enforcement investigation or a national or HOneland Security

investigation, or jeopardize public safety or national or HomelMd Security

interests. The data broker shall provide notice required by this secn without

unreasonable delay upon receipt of a written communication, which in®udes

facsimile or electronic communication, from the law enforcement agency

W UldwW 2 CU UC U UCIAyV.
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sub¥ection shall be clear and conspicuous. A notice to a consumer of a

securityibreach involving brokered personal information shall include a

description @ each of the following, if known to the data broker:

(A) th@&incident in general terms;

(B) the typ of brokered personal information that was subject to the

security breach;

(C) the general act®of the data broker to protect the brokered

personal information from furth&security breach;

(D) a telephone number, toRefree if available, that the consumer may

call for further information and assistanc®

(E) advice that directs the consumeMgo remain vigilant by reviewing

account statements and monitoring free credit repWts: and

F) the approximate date of the data broker Sgcurity breach.

(5) A data broker may provide notice of a security Bgeach involving

brokered personal information to a consumer by one or more & the following

methods:

(A) written notice mailed to the consumer’s residence;

(B) electronic notice, for those consumers for whom the data broMgr
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corumer is by electronic means, the electronic notice does not request or

contaitg hypertext link to a request that the consumer provide personal

informatiofk and the electronic notice conspicuously warns consumers not to

provide person® information in response to electronic communications

regarding security Bgeaches: or

(i1) the nof¥ge is consistent with the provisions regarding

electronic records and sign®ures for notices in 15 U.S.C. § 7001: or

(C) telephonic noticeMprovided that telephonic contact is made

directly with each affected consum® and not through a prerecorded message.

(c) Exception.

(1) Notice of a security breach pursufnt to subsection (b) of this section

1s not required if the data broker establishes thmisuse of brokered personal

information is not reasonably possible and the dataMgroker provides notice of

the determination that the misuse of the brokered perso%al information is not

reasonably possible pursuant to the requirements of this sugection. If the data

broker establishes that misuse of the brokered personal informdon is not

reasonably possible, the data broker shall provide notice of its deteMgination

that misuse of the brokered personal information is not reasonably posSible

and a detailed explanation for said determination to the Vermont Attorney
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exPhanation meet the definition of trade secret contained in 1 V.S.A. §

317(c)W).

(2) Mia data broker established that misuse of brokered personal

information walnot reasonably possible under subdivision (1) of this

subsection and sub%gquently obtains facts indicating that misuse of the

brokered personal infoMation has occurred or is occurring, the data broker

shall provide notice of the $curity breach pursuant to subsection (b) of this

section.

(d) Waiver. Any waiver of the Wovisions of this subchapter is contrary to

public policy and is void and unenforc&ble.

(e) Enforcement. The Attorney Genera%and State’s Attorney shall have

sole and full authority to investigate potential Vi@lations of this subchapter and

to enforce, prosecute, obtain, and impose remedies%or a violation of this

subchapter or any rules or regulations made pursuant tO&his chapter as the

Attorney General and State’s Attorney have under chapter &3 of this title. The

Attorney General may refer the matter to the State’s Attorney Mkan appropriate

case. The Superior Courts shall have jurisdiction over any enforceMgent matter

brought by the Attorney General or a State’s Attorney under this subsc®ion.

Subchapter 4. Document Safe Destruction Act
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As used in this section:

A “Business” means sole proprietorship, partnership, corporation,
associationfimited liability company, or other group, however organized and
whether or notgganized to operate at a profit, including a financial institution
organized, charterc@g or holding a license or authorization certificate under the
laws of this State, any &her state, the United States, or any other country, or
the parent, affiliate, or subsigiary of a financial institution, but in no case shall
it include the State, a State ageMgy, or any political subdivision of the State.
The term includes an entity that deSggoys records.

(2) “Customer” means an indivi®gal who provides personal information
to a business for the purpose of purchasing%y leasing a product or obtaining a

service from the business.
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(3)(A) “Record” means any material, regardless of the physical fOgn,
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trafgmitted.

(B) “Record” does not include publicly available directories
containing Ygformation an individual has voluntarily consented to have
publicly dissenfpated or listed, such as name, address, or telephone number.

(b) A business $gall take all reasonable steps to destroy or arrange for the
destruction of a custonMy’s records within its custody or control containing

persenal personally identiff§ble information that is no longer to be retained by

the business by shredding, eras¥gg, or otherwise modifying the persenal

personally identifiable information%a those records to make it unreadable or

indecipherable through any means for 8¢ purpose of:
(1) ensuring the security and confidSgtiality of customer persenal

personally identifiable information;

(2) protecting against any anticipated threatsWgr hazards to the security

or integrity of customer persenal personally identifiabl&information; and

(3) protecting against unauthorized access to or use & customer

persenal personally identifiable information that could result irfgubstantial

harm or inconvenience to any customer.
(c) An entity that is in the business of disposing of persena

personally identifiable information that conducts business in Vermont or
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perfpnal personally identifiable information by implementing and monitoring

complifgce with policies and procedures that protect against unauthorized

access to oryse of persenal personally identifiable information during or after

the collection afi transportation and disposing of such information.
(d) This section §ges not apply to any of the following:

(1) any bank, cred® union, or financial institution as defined under the
federal GrammeachBliey§aw Gramm-Leach-Bliley Act that is subject to
the regulation of the Office of th§Comptroller of the Currency, the Federal
Reserve, the National Credit Union Agministration, the Securities and
Exchange Commission, the Federal Depd§it Insurance Corporation, the Office
of Thrift Supervision of the U.S. Department%f the Treasury, or the
Department of Financial Regulation and is subjecfo the privacy and security
provisions of the GrammEeach-Bliley Gramm-Leach®liley Act, 15 U.S.C.
§ 6801 et seq.;

(2) any health insurer or health care facility that is subjt to and in
compliance with the standards for privacy of individually identifia%e health
information and the security standards for the protection of electronic Bgalth

information of the Health Insurance Portability and Accountability Act of
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witlythe Federal Credit Reporting Act, 15 U.S.C. § 1681 et seq., as amended.
(¢) Waforcement.

(1) WWth respect to all businesses subject to this section, other than a
person er-entityicensed or registered with the Department of Financial
Regulation under Ti#¢ 8 or this title, the Attorney General and State’s
Attorney shall have soleWgnd full authority to investigate potential violations of
this section; and to prosecutdgobtain, and impose remedies for a violation of
this section, or any rules adopted¥gursuant to this section, and to adopt rules
under this chapter, as the Attorney G8geral and State’s Attorney have under
chapter 63 of this title. The Superior Cotits shall have jurisdiction over any
enforcement matter brought by the Attorney &eneral or a State’s Attorney
under this subsection.

(2) With respect to a person er-entity licensed Ofregistered with the
Department of Financial Regulation under Title 8 or this thde to do business in
this State, the Department of Financial Regulation shall have §1 authority to
investigate potential violations of this chapter; and to prosecute, oB§in, and
impose remedies for a violation of this chapter, or any rules or regulati§as

made pursuant to this chapter, as the Department has under Title 8 and this
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§ Z846. DATA BROKERS; ANNUAL REGISTRATION

(a) Mpnually, on or before January 31 following a year in which a person
meets the d8inition of data broker as provided in section 2430 of this title, a
data broker sha

(1) register the Secretary of State;
(2) pay aregistratign fee of $100.00; and
(3) provide the followdgg information:

(A) the name and prim#y physical, e-mail, and Internet addresses of
the data broker;

(B) ifthe-data-brokerpermits tig method for a consumer to opt out
of the data broker’s collection of brokered pe¥gonal information, opt out of its
databases, or opt out of eertain sales of data:

(i) the method for requesting an opt-out;

(i1) If the opt-out applies to only certain activi§ges or sales, which
ones; and

(ii1) whether the data broker permits a consumer to au%gorize a

third party to perform the opt-out on the consumer’s behalf;

(C) astatementspeeifying the-data-coleetion,databases;-ersales
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(@)
@
d
d
u

B whereWge data broker has-actual-knowledge-thatit possesses the

brokered personal infortgtion of minors, a separate statement detailing the
data collection practices, dat8§pases, and sales activities;-and-ept-out-polictes
that are applicable to the brokerc§personal information of minors; and
(&)(D) any additional infor¥gation or explanation the data broker
chooses to provide concerning its data co¥ection practices.
(b) A data broker that fails to register purSgant to subsection (a) of this
section is liable to the State for:
(1) acivil penalty of $56-00 $100.00 for each MNy;noette-exceed-atotal
of-$10,000.00-foreach-year; it fails to register pursuant to%is section;
(2) an amount equal to the fees due under this section d¥ging the period
it failed to register pursuant to this section; and
(3) other penalties imposed by law.

(c) A data broker that omits required information from its registration sjall
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periilty of $1,000.00 per day for each day thereafter.

(d) Mydata broker that files materially incorrect information in its

registration:

(1) is liabMto the State for a civil penalty of $25.000.00; and

(2) if it fails toWgorrect the false information within five business days

after discovery or notificMgon of the incorrect information, an additional civil

penalty of $1.000.00 per day each day thereafter that it fails to correct the

information.
(e) The Attorney General may maif¥gin an action in the Civil Division of
the Superior Court to collect the penalties 1Myposed in this section and to seek

appropriate injunctive relief.

§ 2448. DATA BROKERS; ADDITIONAL DUTIES

(a) Individual opt-out.

(1) A consumer may request that a data broker do any of ti following:

(A) stop collecting the consumer’s data;

(B) delete all data in its possession about the consumer; or

(C ) SIUP SUTHITE UIC COTSUITIT Udla
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suMit such a request and shall comply with such a request from a consumer

within W0 days of receiving such a request.

(3) Mdata broker shall clearly and conspicuously describe the opt-out

procedure in it$annual registration and on its website.

(b) General opt®ut.

(1) A consumer Way request that all data brokers registered with the

State of Vermont honor an Wpt-out request by filing the request with the

Secretary of State.

(2) The Secretary of State siMll develop an online form to facilitate the

general opt-out by a consumer and shaMymaintain a Data Broker Opt-Out List

of consumers who have requested a generaWppt-out, with the specific type of

opt-out.

(3) The Data Broker Opt-Out List shall cont®n the minimum amount of

information necessary for a data broker to identify the Sgecific consumer

making the opt-out.

(4) Once every 31 days, any data broker registered with ¥ge State of

Vermont shall review the Data Broker Opt-Out List in order to confgly with

the opt-out requests contained therein.

(5) Data contained in the Data Broker Opt-Out List shall not be used¥or
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(1) A data broker shall maintain reasonable procedures designed to

ensure Wat the brokered personal information it discloses is used for a

legitimate #ad legal purpose.

(2) ThesWprocedures shall require that prospective users of the

information identifgthemselves, certify the purposes for which the

information is sought. Mad certify that the information shall be used for no

other purpose.

(3) A data broker shall mgke a reasonable effort to verify the identity of

a new prospective user and the useScertified by such prospective user prior to

furnishing such user brokered personalpformation.

(4) A data broker shall not furnish bMgkered personal information to any

person if it has reasonable grounds for believin®that the consumer report will

not be used for a legitimate and legal purpose.

d) Exemption. Nothing in this section applies to bgkered personal

information that is regulated as a consumer report pursuant®o the Fair Credit

Reporting Act, if the data broker is fully complying with the F¥g Credit

Reporting Act.

Subchapter 6. Biometric Information

§ 2449. PROTECTION OF BIOMETRIC INFORMATION
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firSyproviding clear and conspicuous notice, obtaining consent, and providing

a mech@nism to prevent the subsequent use of a biometric identifier.

(2)(AA A person who collects or retains biometric identifiers shall

establish a reteMion schedule and guidelines for permanently destroying

biometric identifieMgand biometric information when the initial purpose for

collecting or obtainingWuch identifiers or information has been satisfied or

within one year of the con er’s last interaction with the person, whichever

occurs first.

(B) Absent a valid warratgor subpoena issued by a court of

competent jurisdiction, a person who p@ssesses biometric identifiers or

biometric information shall comply with itSestablished retention schedule and

destruction guidelines.

(3) A person providing notice pursuant to sulidivision (1) or (5)(B) of

this subsection shall include:

(A) a description of the biometric identifiers bein%collected or

retained;

(B) the specific purpose and length of term for which a bMymetric

identifier or biometric information is being collected, stored, or used;

(C) the third parties to which the biometric identifier may be sold¥
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1

sulequent use of the biometric identifier.

(W A person who has collected or stored a consumer’s biometric

identifier My not use, sell, lease, or otherwise disclose the biometric identifier

to another pers@u for a specific purpose unless:

(A) const has been obtained from the consumer for the specific

purpose,

(B) it is necessaryo provide a product or service subscribed to,

requested, or expressly authoriZd by the consumer, and the person has

notified the consumer of:

(1) the purpose; and

(i1) any third parties to which Me identifier is disclosed to

effectuate that purpose:

C)(1) it is necessary to effect, administer¥gnforce, or complete a

financial transaction that the consumer requested. initid4d, or authorized;

(i1) the third party to whom the biometric idenWfier is disclosed

maintains confidentiality of the biometric identifier and does n® further

disclose the biometric identifier except as otherwise permitted undd this

subdivision (4); and

(ii1) the business has notified the consumer of any third partie

W C IUC C U USCU U C C ULcLC d DUl pPpOUSC, U
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or Mgurt order.

A A) Consent under subdivisions (1) or (4)(A) of this subsection (a)

shall be opt™n and may be accomplished in writing by indicating assent

through an elec®pnic form, through a recording of verbal assent, or in any

other way that is reMonably calculated to collect informed, confirmable

consent.

(B) Where biomet information is collected in a physical, offline

location and consent would be itMpossible to collect, consent is not necessary if

the person collecting the information%osts clear and conspicuous notice of the

collection at a location likely to be seen D& the consumer, provides notice on

its website, and complies with all other requiMyments of this section.

(6) A person who possesses a biometric iddgtifier of a consumer:

(A) shall take reasonable care to guard agaifg unauthorized access to

and acquisition of biometric identifiers that are in the posSssion or under the

control of the person;

(B) shall comply with the data security standard set forth%n section

2447 of this title; and

C) may retain the biometric identifier not longer than is reasonal
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sch¥dule specified under federal, state. or local law;

(i1) protect against or prevent actual or potential fraud, criminal

activity, cla¥s, security threats, or liability:; and

(ii1)Wprovide the services for which the biometric identifier was

collected or stored.

(7) A person who%ollects or stores a biometric identifier of a consumer

or obtains a biometric identifer of a consumer from a third party pursuant to

this section may not use or discl®e it in a manner that is materiall

inconsistent with the terms under whigh the biometric identifier was originall

provided without obtaining consent for tig new terms of use or disclosure.

8) Nothing in this section requires a p8son to provide notice and

obtain consent to collect, use, or retain a biometri®&identifier where:

(A) the biometric identifier will be used sol& to authenticate the

consumer for the purpose of securing the goods or serviceprovided by the

business;

(B) the biometric identifier will not be leased or sold to My third

party; and

(C) the biometric identifier will only be disclosed to a third party®or

C PUIrpous>C Ul C11ICCLUd 2 SUUULYV U ONA) VU UUSC U d), dllU
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bioWetric identifier and to not further disclose the biometric identifier.

(b) forcement.

(1)(A\ The Attorney General and State’s Attorney shall have authority

to investigate p&tential violations of this subchapter and to enforce, prosecute,

obtain, and imposc%emedies for a violation of this subchapter or any rules or

regulations made pursifnt to this chapter as the Attorney General and State’s

Attorney have under chapt® 63 of this title. The Attorney General may refer

the matter to the State’s Attorn®y in an appropriate case. The Superior Courts

shall have jurisdiction over any enfrcement matter brought by the Attorney

General or a State’s Attorney under thi%subsection.

B) In determining appropriate c1%il penalties, the courts shall

consider each instance in which a person violaf®s this subchapter with respect

to each consumer as a separate violation and shall Bgse civil penalties on the

seriousness of the violation, the size and sophisticationf the business

violating the subchapter, and the business’s history of resp&ting or failing to

respect the privacy of consumers, with maximum penalties impsed where

appropriate.

(C) A person who possesses a biometric identifier of a consuter that

was not acquired in accordance with the requirements of this subchapter as'
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$1M000.00 per day thereafter until the business has complied with this

subdivion (1)(c).

(2) Myconsumer aggrieved by a violation of this subchapter or rules

adopted under Wis subchapter may bring an action in Superior Court for the

consumer’s damag®, injunctive relief, punitive damages, and reasonable costs

and attorney’s fees. T court, in addition, may issue an award for the greater

of the consumer’s actual dMpages or $1,000.00 a negligent violation or

$5.000.00 for a willful or reck[Mgs violation.

¢) Exclusions. Nothing in thisMghapter expands or limits the authority of a

law enforcement officer acting within e scope of the officer’s authority,

including the authority of a State law enforement officer in executing lawful

searches and seizures.

Sec. 2. ATTORNEY GENERAL; DATA PRIVAC% STUDY

The Attorney General shall study the following queS§on and submit a

report to the General Assembly on or before December 1, 2823 concerning

how the term “public” has been interpreted in the context of pe#gonal

information and whether it is appropriate to exclude public informdion from

definitions of personal information.

Sec. 3. EFFECTIVE DATE
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CHAPTER 614. VERMONT DATA PRIVACY ACT

S 2415NDEFINITIONS

As used M this chapter:

(1) “AboMgon” has the same meaning as in section 2492 of this title.

(2)(A)  “AffiMgte” means a legal entity that shares common branding

with another legal entiM or controls, is controlled by, or is under common

control with another legal e

(B) As used in subdiv§on (A) of this subdivision (2), “control” or

“controlled” means.

(i) ownership of. or the pow® to vote, more than 50 percent of the

outstanding shares of any class of voting sectMgty of a company;

(ii) _control in any manner over the%glection of a majority of the

directors or of individuals exercising similar functionMor

(iii) __the power to exercise controlling ¥nfluence over the

management of a company.

(3)  “Authenticate” means to use reasonable means to det®gnine that a

request to exercise any of the rights afforded under subdivisions 24 Ra)(1)—

(5) of this title is being made by, or on behalf of, the consumer who is enMed

F— e OO ey WILIL TOSDC O LI1€ PeErSOondl ddiid d Uue.
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tecMgological processing of an individual’s unique biological, physical, or

physiol&ical characteristics that is linked or reasonably linkable to an

individual, ®cluding:

(A) irf®or retina scans;

(B) fingerpgints;

(C) facial or h'gd mapping, geometry, or templates;

(D) vein patterns;

(E) voice prints;

(F)_gait or personally iden™§ing physical movement or patterns;

(G) depictions, images, descrip®ons, or recordings; and

(H) data derived from any data in Mpdivision (G) of this subdivision

(4), to the extent that it would be reasonably pOsible to identify the specific

individual from whose biometric data the data has be®g derived.

(5) “Broker-dealer’ has the same meaning as in 9 WS.A. § 5102.

(6) ‘“Business associate”’ has the same meaning as in HRPAA.

(7) _“Child” has the same meaning as in COPPA.

(8)(4) “Consent’ means a clear affirmative act signifying a coMgumer’s

freely given, specific, informed, and unambiguous agreement to alloywghe

Pproce Y O PpErsoridl ddid reld Y LU LI OriSurrier.
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ele®gonic means, or any other unambiguous affirmative action.

C) “Consent’” does not include:

M acceptance of a general or broad terms of use or similar

document that OWgtains descriptions of personal data processing along with

other, unrelated infor®ation;

(ii) _hoverinMover, muting, pausing, or closing a given piece of

content; or

(iii) agreement obtain®g through the use of dark patterns.

(9)(4) “Consumer” means an iigvidual who is a resident of the State.

(B)  “Consumer” does not in%ude an individual acting in _a

commercial or emplovment context or as an _enMoyvee, owner, director, officer,

or contractor of a company, partnership, sole pr@rietorship, nonprofit, or

government agency whose communications or transactidgs with the controller

occur _solely within the context of that individual’s role "Wgh the company,

partnership, sole proprietorship, nonprofit, or government agency

(10) “Consumer health data’ means any personal data that a Mntroller

uses to identify a consumer’s physical or mental health condition or diaciMsis

UULITYZ 2Cridcr=-u Tl ricd ' UUld drid reproudu Ve Ur CAUU 'cu ' UUtlu.
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aloWe or jointly with others, determines the purpose and means of processing

consun®r health data.

(12) & Consumer reporting agency’’ has the same meaning as in the Fair

Credit Reportimg Act, 15 U.S.C. § 1681a(f);

(13) “ContMller” means a person who, alone or jointly with others,

determines the purposgnd means of processing personal data.

(14) “COPPA’” meMgs the Children’s Online Privacy Protection Act of

1998, 15 US.C. §6501-650% and any regulations, rules, guidance, and

exemptions promulgated pursuant W the act, as the act and regulations, rules,

guidance, and exemptions may be ameMged.

(15) “Covered entity” has the same Mgeaning as in HIPAA.

(16) “Credit union” has the same meang as in 8 V.S.A. § 30101.

(17) “Dark pattern”’ means a user interfa® designed or manipulated

with the substantial effect of subverting or impairing 1Mer autonomy, decision-

making, or choice and includes any practice the Federa®Jrade Commission

’

refers to as a ‘‘dark pattern.’

(18)  “Decisions that produce legal or similarly signifMant effects

concerning the consumer’ means decisions made by the controller th%& result

in_the provision or denial by the controller of financial or lending serviges
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serkces.

(X)) “De-identified data” means data that does not identify and cannot

reasonabh e used to infer information about, or otherwise be linked to, an

identified or id&tifiable individual, or a device linked to the individual, if the

controller that posMsses the data:

(A)(i1) takes Mgasonable measures to ensure that the data cannot be

used to re-identify an ideni¥ed or identifiable individual or be associated with

an individual or device that id8tifies or is linked or reasonably linkable to an

individual or household;

(ii) _for purposes of this sWbdivision (A), ‘reasonable measures”

shall include the de-identification requiMgnents set forth under 45 C.FR.

§ 164.514 (other requirements relating to us® and disclosures of protected

health information);

(B) publicly commits to process the data uly in _a de-identified

fashion and not attempt to re-identify the data; and

(C) contractually oblicates any recipients of the daWg to satisfy the

criteria set forth in subdivisions (4) and (B) of this subdivision (19

(20) “Financial institution”:

(A) as used in subdivision 2417(a)(12) of this title, has the S¥gne

Teariirng d U.0.C. §V UOUZ, drid
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meMging as in 8 V.S.A. § 11101.

(M) “Gender-affirming health care services’ has the same meaning as

inl V.S.A. R 50.

(22) “Wender-affirming  health data” means any personal data

concerning a past, Mgesent, or future effort made by a consumer to seek, or a

consumer’s receipt of. c@der-affirming health care services, including:

(A)  precise geoMgation data that is used for determining a

consumer’s _attempt to acquir® or receive gender-affirming health care

services;

(B) _efforts to research or Xtain gender-affirming health care

services, and

(C) _any gender-affirming health data Mgt is derived from nonhealth

information.

(23) “Genetic data” means any data, regardlesMof its format, that

results from the analysis of a biological sample of an indidual, or from

another source enabling equivalent information to be obtained, Mgd concerns

genetic material, including deoxyribonucleic acids (DNA), ribonucl®¢ acids

(RNA), genes, chromosomes, alleles, genomes, alterations or modificatioMg to
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sot¥ce, and any information extrapolated, derived, or inferred therefrom.

(N) “Geofence” means any technology that uses global positioning

coordinated cell tower connectivity, cellular data, radio frequency

identification, Wgreless fidelity technology data, or any other form of location

detection, or anMycombination of such coordinates, connectivity, data,

identification, or oth& form of location detection, to establish a virtual

boundary.

(25)  “Health care fackty”’ has the same meaning as in 18 V.S.A.

9§ 9432

(26) “Heightened risk of harM to a minor’ means processing the

personal data of a minor in_ a manner thdpresents a reasonably foreseeable

risk of:

(A) unfair or deceptive treatment of. or uMawful disparate impact on,

a minor;

(B) financial, physical, mental, emotional, or repMational injury to a

minor;

(C) unintended disclosure of the personal data of a minoMgor

(D) any physical or other intrusion upon the solitude or secli®on, or

the private affairs or concerns, of a minor if the intrusion would be offensi™g to

U redSoOridolie peryort.
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AcB®untability Act of 1996, Pub. L. No. 104-191, and any regulations

promul¥ated pursuant to the act, as may be amended.

(28) W&Identified or identifiable individual” means an individual who

can be readilydentified, directly or indirectly, including by reference to an

identifier such as Mgpame, an identification number, specific geolocation data,

or an online identifier.

(29) “Independent Myst company” has the same meaning as in 8 V.S.A.

¢ 2401.

(30) “Investment adviser’’ h® the same meaning as in 9 V.S.A. § 5102.

(31) “Mental health facility” m&ns any health care facility in which at

least 70 percent of the health care serviceSwprovided in the facility are mental

health services.

(32) “Nonpublic personal information’’ has¥he same meaning as in 15

US.C. § 6809.

(33)(4)  “Online service, product, or feature”’ Mgans any service,

product, or feature that is provided online, except as provide#in subdivision

(B) of this subdivision (33).

(B) “Online service, product, or feature’ does not include:

(i) _telecommunications service, as that term is defined in%ghe
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478 FR. § 54.400 (universal service support); or

(iii) the delivery or use of a physical product.

(34) W Patient identifving information” has the same meaning as in

42 C.FR. § 2. confidentiality of substance use disorder patient records).

(35) “Patiog safety work product” has the same meaning as in 42

C.ER. § 3.20 (patient Wety organizations and patient safety work product).

(36)(A) “Personal a&a’ means any information, including derived data

and unique identifiers, that is Mgked or reasonably linkable to an identified or

identifiable individual or to a Mgvice that identifies, is linked to, or is

reasonably linkable to one or more idMutified or identifiable individuals in a

household.

(B) “Personal data’ does not incluck de-identified data or publicly

available information.

(37)(4) “Precise _geolocation data”’ mea personal data that

accurately identifies within a radius of 1,850 feet a consuiMgr’s present or past

location or the present or past location of a device that links oMgs linkable to a

consumer or any data that is derived from a device that is used oMntended to

be used to locate a consumer within a radius of 1,850 feet by n%gans of

technology that includes a global positioning system that provides latitudeNgnd
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conunications or_any data generated by or connected to advanced utility

meterirg infrastructure systems or equipment for use by a utility.

(38) Q& “Process” or “processing” means any operation or set of

operations perMgrmed, whether by manual or automated means, on personal

data or on sets W personal data, such as the collection, use, storage,

disclosure, analysis, dgtion, or modification of personal data.

(39)  “Processor’ Means a person who processes personal data on

behalf of a controller.

(40) “Profiling” means any®rm of automated processing performed on

personal data to evaluate, analyze, oMpredict personal aspects related to an

identified or identifiable individual’s ec&omic situation, health, personal

preferences, interests, reliability, behavior, locd¥on, or movements.

(41)  “Protected health information” haWghe same meaning as in

HIPAA.

(42)  “Pseudonymous data’ means personal dMg that cannot be

attributed to a specific_individual without the use of additioMgl information,

provided the additional information is kept separately and isubject to

appropriate technical and organizational measures to ensure that the Mgrsonal

data is not attributed to an identified or identifiable individual.
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gomgrnment records; or

B) a controller has a reasonable basis to believe that the consumer

has lawfulM made available to the general public through widely distributed
media.
(44)  “QualMed service organization” has the same meaning as in 42

C.ER. § 2.11 (confider®ality of substance use disorder patient records).

“Reproductivegr sexual health care” has the same meaning as

(45)
“reproductive health care servi¥es” in 1 V.S.A. § 150(c)(1).

“Reproductive or sextMl health data’ means any personal data

(46)

concerning a past, present, or future Xort made by a consumer to seek, or a

consumer’s receipt of, reproductive or sexu® health care.

(47) _ “Reproductive or sexual health [&ility”’ means any health care

facility in which at least 70 percent of the heaMy care-related services or

products rendered or provided in the facility are repro®ctive or sexual health

care.

(48)(4)  “Sale of personal data” means the saleMrent, release,

disclosure, dissemination, provision, transfer, or other communicai®n, whether

oral, in writing, or by electronic or other means, of a consumer’s Mgrsonal

data by the controller to a third party for monetary or other valu&ble
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meqgs to advance a person’s commercial or economic interests, such as by

inducir®g another person to buy, rent, lease, join, subscribe to, provide, or

exchange Moducts, goods, property, information, or services, or enabling or

effecting, direc® or indirectly, a commercial transaction.

(C) “Sal®ef personal data’ does not include:

(i) the dis®osure of personal data to a processor that processes

the personal data on behalgf the controller;

(ii) the disclosure & personal data to a third party for purposes of

providing a product or service reqiMsted by the consumer;

(iii) the disclosure or traMgfer of personal data to an affiliate of

the controller;

(iv) the disclosure of personal datMgvhere the consumer directs the

controller to disclose the personal data or intenti®gally uses the controller to

interact with a third party;

(v) the disclosure of personal data that the cormer:

(1) _intentionally made available to the geneMg public via a

channel of mass media; and

(1l) did not restrict to a specific audience; or

(vi) the disclosure or transter of personal data to a third parMas
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thoWhird party assumes control of all or part of the controller’s assets.

(X) “Sensitive data’ means personal data that:

M reveals a consumer’s government-issued identifier. such as a

Social SecuritMgumber, passport number, state identification card, or driver’s

license number, thdWJs not required by law to be publicly displayed;

(B) reveals By consumer’s racial or ethnic origin, national origin,

citizenship or immigration¥tatus, religious or philosophical beliefs, or union

membership;

(C) reveals a consumer% sexual orientation, sex life, sexuality, or

status as transgender or nonbinary;

(D) reveals a consumer’s status d%a victim of a crime;

(E) is financial information, includin®&a consumer’s account number,

financial account log-in, financial account, debit Qgrd number, or credit card

number in_combination with any required security orWccess code, password,

or credentials allowing access to an account;

(F) is consumer health data;

(G) is personal data collected and analyzed concernir®y consumer

health data or personal data that describes or reveals a past, present, & future

mental or physical health condition, treatment, disability, or diagn®is
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or Magnosis;

'H) is biometric or genetic data;

1)Ns personal data collected from a known child;

(J) isWphotograph, film, video recording, or other similar medium

that shows the nake®or undergarment-clad private area of a consumer; or

(K) is precise qolocation data.

(50)(A) “Targeted adWgtising”’ means:

(i) _except as progded in subdivision (ii) of this subdivision

(50)(4), the targeting of an adveMgsement to a consumer based on the

consumer’s _activity with one or more biMgnesses, distinctly branded websites,

applications, or services, other than the conMgller, distinctly branded website,

application, or service with which the consumeMs intentionally interacting;

and

(ii) as used in section 2420 of this title, $he targeting of an

advertisement to _a _minor based on the minor’s activity W¥h one or more

businesses, distinctly branded websites, applications, or servic®& including

with the controller, distinctly branded website, application, or serMge with

which the minor is intentionally interacting.

D, UrZelecd daver 5% ‘Lo 19, d uuc.




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 47 of 330

adWgrtisement based on activities within a controller’s own commonly branded

websit®r online application,

i) an advertisement based on the context of a consumer’s current

search query, VRt to a website, or use of an online application;

(iii) _aMyadvertisement directed to a consumer in response to the

consumer’s request for®gformation or feedback; or

(iv) __ processtg personal data solely to measure or report

advertising frequency, perform®gce, or reach.

(51) “Third party”’ means dqerson, such as a public authority, agency,

or body, other than the consumer, cont®gller, or processor or an affiliate of the

processor or the controller.

(52) “Trade secret” has the same medWng as in section 4601 of this

title.

(53) “Victim services organization” means a noMgrofit organization that

is_established to provide services to victims or witnes¥gs of child abuse,

domestic violence, human trafficking, sexual assault, viokgnt felony, or

stalking.

¢ 2416. APPLICABILITY

(a) Except as provided in subsection (b) of this section, this chapter apMges

U U _persor 1 Ortidu Oou e d d Uile or_u _peryor 412 Pproduce
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theWeceding calendar year:

controlled or processed the personal data of not fewer than 6,500

consumers, Qcluding personal data controlled or processed solely for the

purpose of comp®gling a pavment transaction; or

(2) controlledWgr processed the personal data of not fewer than 3,250

consumers _and _derived Mgre than 20 percent of the person’s gross revenue

from the sale of personal data®

(b) Sections 2420, 2424, and W28 of this title, and the provisions of this

chapter concerning consumer healM data and consumer health data

controllers apply to a person that conduciWhusiness in this State or a person

that produces products or services that are tarc®ed to residents of this State.

¢ 2417. EXEMPTIONS

(a) This chapter does not apply to:

(1) a federal, State, tribal, or local government enti®g in the ordinary

course of its operation;

(2) _protected health information that a covered entity or usiness

associate processes in_accordance with, or documents that a covered enti®g or
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des%ibed in 45 C.ER. § 164.512 (disclosure of protected health information

withouMguthorization);

(4) iMprmation that identifies a consumer in connection with:

(A) adWyities that are subject to the Federal Policy for the Protection

of Human Subjects Xodified as 45 C.F.R. part 46 (HHS protection of human

subjects) and in variousWher federal regulations;

(B) research on hiMgan subjects undertaken in accordance with good

clinical practice guidelines Wsued by the International Council for

Harmonisation of Technical RequiMgnents for Pharmaceuticals for Human

Use;

(C) activities that are subject to theSgrotections provided in 21 C.F.R.

parts 50 (FDA clinical investigations protectioof human subjects) and 56

(FDA clinical investigations institutional review boar®); or

(D) research conducted in accordance with the Mguirements set forth

in_subdivisions (A) through (C) of this subdivision (a)(4)®r otherwise in

accordance with applicable law;

(5) patient identifving information that is collected and proMssed in

accordance with 42 C.ER. part 2 (confidentiality of substance use disORder
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paMgnt safety under 42 C.FR. part 3 (patient safety organizations and patient

safety Work product);

(7) ™Mormation or documents created for the purposes of the Healthcare

Quality ImproMgment Act of 1986, 42 U.S.C. § 11101-11152, and regulations

adopted to implem®gt that act;

(8) information%hat originates from, that is intermingled so as to be

indistinguishable from, or%at is treated in the same manner as information

described in subdivisions (2)%7) of this subsection that a covered entity,

business associate, or a qualifi®& service organization program creates,

collects, processes, uses, or maintains M the same manner as is required under

the laws, regulations, and guidelines descRped in subdivisions (2)—(7) of this

subsection;

(9) information processed or maintained so®ly in connection with, and

for the purpose of. enabling:

(A) an individual’s employment or application foMemployment;

(B) an individual’s ownership of, or function as a dMgctor or officer

of. a business entity;

(C) an individual’s contractual relationship with a business eXi

(D) an individual’s receipt of benefits from an employer, inclu®§ng
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(10) _any activity that involves collecting, maintaining, disclosing,

selling{¢ommunicating, or using information for the purpose of evaluating a

consumer W creditworthiness, credit _standing, credit capacity, character,

general reputaln, personal characteristics, or mode of living if done strictly

in_accordance witiMghe provisions of the Fair Credit Reporting Act, 15 U.S.C.

§ 1681-1681x, as may e amended, by:

(A) a consumer r®orting agency;

(B) a person who Wnishes information to a consumer reporting

agency under 15 U.S.C. § 1681s-2%esponsibilities of furnishers of information

to consumer reporting agencies); or

(C) a person who uses a consurgr report as provided in 15 U.S.C.

§ 1681b(a)(3) (permissible purposes of consun® reports);

(11) information collected, processed, soldMor disclosed under and in

accordance with the following laws and regulations.

(A) the Driver’s Privacy Protection Act of 199488 U.S.C. § 2721—

(B) the Family Educational Rights and Privacy Aci&20 U.S.C.

§ 12329, and regulations adopted to implement that act;

(C) the Airline Deregulation Act, Pub. L. No. 95-504, only toWhe
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AcMgreempt this chapter;

D) the Farm Credit Act, Pub. L. No. 92-181, as may be amended;

W federal policy under 21 U.S.C. § 830 (regulation of listed

chemicals and tain machines);

(12) nonpub¥ personal information that is processed by a financial

institution subject to th®&Gramm-Leach-Bliley Act, Pub. L. No. 106-102, and

regulations adopted to implMgent that act;

(13) information that orMgnates from, or is intermingled so as to be

indistinguishable from, informatiomydescribed in subdivision (12) of this

subsection _and that a controller or pMgessor collects, processes, uses, or

maintains in_the same manner as is requird¥k under the law and regulations

specified in subdivision (12) of this subsection;

(14) a financial institution, credit union, indpendent trust company,

broker-dealer. or investment adviser or a financial instituBon’s, credit union’s,

independent trust company’s, broker-dealer’s, or investment Mviser’s affiliate

or_subsidiary that is only and directly engaged in financial ®gtivities, as

described in 12 U.S.C. § 1843(k);

(15) a person regulated pursuant to part 3 of Title 8 (chapters 101-%5
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oth&wise engage in the business of entering into policies of insurance;

(M) a third-party administrator, as that term is defined in the Third

Party AdmiRgstrator Rule adopted pursuant to 18 V.S.A. § 9417

(17) pernal data of a victim or witness of child abuse, domestic

violence, human troMicking, sexual assault, violent felony, or stalking that a

victim services organizd¥pn collects, processes, or maintains in the course of

its operation;

(18) a nonprofit organizCgon that is established to detect and prevent

fraudulent acts in connection with inSrance; or

(19) noncommercial activity of:

(A) a publisher, editor, reporter, omother person who is connected

with or employved by a newspaper, magazine, pegdical, newsletter, pamphlet,

report, or other publication in general circulation;

(B) a radio or television station that holds a Xgense issued by the

Federal Communications Commission;

(C) a nonprofit organization that provides programmin®o radio or

television networks; or

(D) an entity that provides an information service, including a Mgess
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comply with the verifiable parental consent requirements of COPPA shall be

deemeMycompliant with any obligation to obtain parental consent pursuant to

this chapteMincluding pursuant to section 2420 of this title.

¢ 2418. CON. ER PERSONAL DATA RIGHTS

(a) A consumer¥hall have the right to.

(1) confirm wh®&her or not a controller is processing the consumer’s

personal data and access Me personal data, unless the confirmation or access

would require the controller toReveal a trade secret;

(2) obtain from a controller &fist of third parties, other than individuals,

to which the controller has transferredat the controller’s election, either the

consumer’s personal data or any personal ®ta;

(3) correct inaccuracies in _the consun®g’s personal data, taking into

account the nature of the personal data and the pRposes of the processing of

the consumer’s personal data;

(4) delete personal data provided by, or obtained ab®t, the consumer;

(5) obtain a copy of the consumer’s personal data PXgcessed by the

controller, in a portable and, to the extent technically feasible, re®&dily usable

format that allows the consumer to transmit the data to another cBgtroller

without hindrance, where the processing is carried out by automated mWgs
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(A) targeted advertising;

‘B) the sale of personal data; or

W. profiling in furtherance of solely automated decisions that

produce legal oRgimilarly significant effects concerning the consumer:

(b)(1) A consuiMgr may exercise rights under this section by submitting a

request to _a controller Wsing the method that the controller specifies in the

privacy notice under sectionR419 of this title.

(2) A controller shall no®Mgequire a consumer to create an _account for

the purpose described in subdivisiom1) of this subsection, but the controller

may require the consumer to use an accoMgt the consumer previously created.

(3) A parent or legal guardian may ex®cise rights under this section on

behalf of the parent’s child or on behalf of a chiM for whom the guardian has

legal responsibility. A guardian or conservator mayWxercise the rights under

this _section _on_behalf of a consumer that is subjec™o a guardianship,

conservatorship, or other protective arrangement.

(4)(4) A consumer may designate another person to%gct on the

consumer’s _behalf as the consumer’s authorized agent for the puMgose of

exercising the consumer’s _rights under subdivision (a)(4) or (a)(6) ofMhis
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int®&net link, browser setting, browser extension, global device setting, or other

technoMey that enables the consumer to exercise the consumer’s rights under

subdivisior®a)(4) or (a)(6) of this section.

(c) Except & otherwise provided in this chapter, a controller shall comply

with a request by®g consumer to exercise the consumer rights authorized

pursuant to this chapteXas follows.

(1)(4) A controller Wgall respond to the consumer without undue delay,

but not later than 45 days after®eceipt of the request.

(B) The controller may &gend the response period by 45 additional

davs when reasonably necessary, consi®ering the complexity and number of the

consumer’s requests, provided the contr8er informs the consumer of the

extension within the initial 45-day response Piod and of the reason for the

extension.

(2) _If a controller declines to take action reMgrding the consumer’s

request, the controller shall inform the consumer without Mgdue delay, but not

later than 45 davs after receipt of the request, of the justificati& for declining

to take action and instructions for how to appeal the decision.

(3)(4) Information provided in response to a consumer request ¥iall be

provided by a controller. free of charge, once per consumer during any¥2-
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or Mpetitive, the controller may charge the consumer a reasonable fee to cover

the adiMistrative costs of complying with the request or decline to act on the

request.

(C) TMg controller bears the burden of demonstrating the manifestly

unfounded, excessiv8 or repetitive nature of the request.

(4)(4) If a controXer is unable to authenticate a request to exercise any

of the rights afforded und® subdivisions (a)(1)—(5) of this section using

commercially reasonable efforts e controller shall not be required to comply

with a request to initiate an_action Myrsuant to this section and shall provide

notice to the consumer that the controlleMgs unable to authenticate the request

to exercise the right or rights until th®consumer provides additional

information _reasonably necessary to authenti®gte the consumer and the

consumer’s request to exercise the right or rights.

(B) A controller shall not be required to auMgnticate an opt-out

request, but a controller may deny an opt-out request if the®gontroller has a

good faith, reasonable, and documented belief that the request is [Mgudulent.

(C) If a controller denies an opt-out request because the C%troller

believes the request is fraudulent, the controller shall send a notice tMghe

perSort Wrio 1rmiidude e requc U U 5% 1e e Ortlroller _celieve e reyquc
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comgoller shall not comply with the request.

(W A controller that has obtained personal data about a consumer from

a_source Mer than the consumer shall be deemed in compliance with a

consumer’s reclest to delete the data pursuant to subdivision (a)(4) of this

section by:

(A) retaining%g record of the deletion request and the minimum data

necessary for the purpose W/ ensuring the consumer’s personal data remains

deleted from the controller’s r&ords and not using the retained data for any

other purpose pursuant to the provgons of this chapter; or

(B) opting the consumer outgf the processing of the personal data

for any purpose except for those exempte®pursuant to the provisions of this

chapter.

(6) A controller may not condition the ex&cise of a right under this

section through:

(A)  the use of anv false, fictitious, fraudiMgnt, or materially

misleading statement or representation; or

(B) the employment of any dark pattern.

(d) A controller shall establish a process by means of which a c®gsumer

may_appeal the controller’s refusal to take action on a request uMger
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comgoller’s refusal within which to appeal.

(W Be conspicuously available to the consumer:

(3) B similar to the manner in which a consumer must submit a request

under subsectiog (b) of this section.

(4) Require ¥ge controller to approve or deny the appeal within 45 days

after the date on whi the controller received the appeal and to notify the

consumer_in_writing of Me controller’s decision and the reasons for the

decision. If the controller deni® the appeal, the notice must provide or specify

information that enables the conMymer to contact the Attorney General to

submit a complaint.

¢ 2419. DUTIES OF CONTROLLERS

(a) A controller shall:

(1) specifv _in the privacy notice describo in subsection (d) of this

section the express purposes for which the contr®ler is collecting and

processing personal data;

(2) process personal data only:

(A) as reasonably necessary and proportionate to Wovide the

services for which the personal data was collected, consistent Wgh the

reasonable expectations of the consumer whose personal data is D&ng
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in Mich the personal data was collected; or

C) for a further disclosed purpose if the controller obtains the

consumer onsent;

(3)  esiMhlish, implement, and maintain reasonable administrative,

technical, and ph\§cal data security practices to protect the confidentiality,

integrity, and accessiOlity of personal data appropriate to the volume and

nature of the personal dataWgt issue; and

(4) provide an effective Wechanism for a consumer to revoke consent to

the controller’s processing of the 8nsumer’s personal data that is at least as

easy as the mechanism by which tMg consumer provided the consumer’s

consent and, upon revocation of the conseM cease to process the data as soon

as practicable, but not later than 15 days afterReceiving the request.

(b) A controller shall not:

(1) process personal data bevond what is reMgonably necessary and

proportionate to the processing purpose;

(2) process sensitive data about a consumer without [iMg obtaining the

consumer’s consent or._if the controller knows the consumer is a cMd, without

processing the sensitive data in accordance with COPPA;

(3)(4) except as provided in subdivision (B) of this subdivision
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ser¥ces on the basis of an individual’s actual or perceived race, color. sex,

sexual ¥ientation or gender identity, physical or mental disability, religion,

ancestry, orgational origin;

(B) suldivision (A) of this subdivision (3) shall not apply to:

(i) _a vate establishment, as that term is used in 42 U.S.C.

§ 2000a(e) (prohibitionNggainst discrimination or segregation in_places of

public accommodation);

(ii) _processing for e purpose of a controller’s or processor’s

self-testing to prevent or mitigate unMgvful discrimination; or

(iii) processing for the piuMgose of diversifying an applicant,

participant, or consumer pool.

(4) process a consumer’s personal data ¥r the purposes of targeted

advertising, of profiling the consumer in furtherance W decisions that produce

legal or similarly significant effects concerning the consiMger, or of selling the

consumer’s personal data without the consumer’s consent if Mg controller has

actual knowledge that, or willfully disregards whether, the consun® is at least

13 vears of age and not older than 16 vears of age; or

(5) discriminate or retaliate against a consumer who exercises a Mght
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inoxding by:

‘A) denving goods or services;

P& charging different prices or rates for goods or services, or

(C) Ppviding a different level of quality or selection of goods or

services to the con er.

(c) Subsections (a) %d (b) of this section shall not be construed to:

(1) require a contMller to provide a good or service that requires

personal data from a consuMger that the controller does not collect or

maintain; or

(2) prohibit a controller from &ering a different price, rate, level of

quality, or selection of goods or services 13 consumer, including an offer for

no fee or charge, in connection with a consum®’s voluntary participation in a

financial incentive program, such as a bona fid®Jovalty, rewards, premium

features, discount, or club card program, provided thdWthe controller may not

transfer personal data to a third party as part of the progrg unless:

(A) the transfer is necessary to enable the third pa¥y to provide a

benefit to which the consumer is entitled; or

(B)(i) the terms of the program clearly disclose that persoMgl data

will be transferred to the third party or to a category of third parties of WRich
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%)(l) A controller shall provide to consumers a reasonably accessible,

clear, M meaningful privacy notice that:

M lists the categories of personal data, including the categories of

sensitive data, ®at the controller processes,

(B) descMes the controller’s purposes for processing the personal

(C) describes ho% a consumer may exercise the consumer’s rights

under this chapter, including h® a consumer may appeal a controller’s denial

of a consumer’s request under sectM 2418 of this title;

(D) lists all categories of peMgonal data, including the categories of

sensitive data, that the controller shares wi%g third parties;

(E) describes all categories of third Mgrties with which the controller

shares personal data at a level of detail thaMgnables the consumer to

understand what type of entity each third party is andto the extent possible,

how each third party may process personal data;

(F) specifies an _e-mail address or other online meMod by which a

consumer can_contact the controller that the controller actively moRtors;

(G) identifies the controller. including any business nani% under

which the controller registered with the Secretary of State and any assiMged
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of Mgrsonal data in which the controller engages for the purposes of targeted

advertiMgg, sale of personal data to third parties, or profiling the consumer in

furtherancf decisions that produce legal or similarly significant effects

concerning the Q&nsumer, and a procedure by which the consumer may opt out

of this type of procegng; and

(1) describes Mg method or methods the controller has established for

a consumer to submit a requ®&t under subdivision 2418(b)(1) of this title.

(2) The privacy notice sXgll adhere to the accessibility and usability

guidelines recommended under 42 W S.C. chapter 126 (the Americans with

Disabilities Act) and 29 U.S.C. 794d (soion 508 of the Rehabilitation Act of

1973), including ensuring readability for ir&viduals with disabilities across

various screen_resolutions and devices and emMoyving design practices that

facilitate easy comprehension and navigation for all 1Mers.

(e) The method or methods under subdivision (d)(1)M of this section for

submitting a consumer’s request to a controller must:

(1) take into account the ways in which consumers nornMglly interact

with the controller, the need for security and reliability in commuMations

related to the request, and the controller’s ability to authenticate the identn
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coumer or an authorized agent may opt out from a controller’s processing of

the corumer’s personal data pursuant to subdivision 2418(a)(6) of this title

or,_solely he controller does not have a capacity needed for linking to a

webpage, provMe another method the consumer can use to opt out; and

(3) _allow Mconsumer or authorized agent to send a signal to the

controller that indicai® the consumer’s preference to opt out of the sale of

personal data or targetedWgdvertising pursuant to subdivision 2418(a)(6) of

this title by means of a platforMtechnology, or mechanism that:

(A) does not unfairly discyantage another controller;

(B) does not use a default s&ing but instead requires the consumer

or authorized agent to make an affirm®ve, voluntary, and unambiguous

choice to opt out;

(C) is consumer friendly and easy for an &erage consumer to use;

(D) is as consistent as possible with similar Watforms, technologies,

or mechanisms required under federal or state laws or regi®gtions,; and

(E) enables the controller to reasonably determMe whether the

consumer _has made a legitimate request pursuant to subsection 24%3(b) of this

title to opt out pursuant to subdivision 2418(a)(6) of this title.

(f) _If a consumer or authorized agent uses a method under subdivi%§on
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theMecision conflicts with a consumer’s voluntary participation in a bona fide

reward ¥¢lub card, or lovalty program or a program that provides premium

features or Wscounts in return for the consumer’s consent to the controller’s

processing of t/M consumer’s personal data, the controller may either comply

with the request to 8ot out or notify the consumer of the conflict and ask the

consumer to affirm thahe consumer intends to withdraw from the bona fide

reward, club card, or lovalMprogram or the program that provides premium

features or discounts. If the cOMgsumer affirms that the consumer intends to

withdraw, the controller shall comp ith the request to opt out.

¢ 2420. DUTIES OF CONTROLLERS TQ MINORS

(a)(1) A controller that offers anyv onlin®gervice, product, or feature to a

consumer whom _the controller actually knows¥r willfully disregards is a

minor _shall use reasonable care to avoid any heiMtened risk of harm to

minors caused by the online service, product, or feature.

(2) In any action brought pursuant to section 2427, the®g is a rebuttable

presumption_that a controller used reasonable care as requirc® under this

section if the controller complied with this section.

(b) Unless a controller has obtained consent in accordance with subse®gon

U d C ori, U Jritroticr 1% J/]Er Urty or e crv c, pDJrodu , Jr




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 67 of 330

disMggards is a minor shall not:

(M process a minor’s personal data for the purposes of:

AWytargeted advertising;

(B) th&sale of personal data; or

(C) profilMe in furtherance of any solely automated decisions that

produce legal or similar®g significant effects concerning the consumer;

(2) process a minor’s Wersonal data for any purpose other than:

(A) the processing pumgpse that the controller disclosed at the time

the controller collected the minor’s Mg sonal data; or

(B) a processing purpose th% is reasonably necessary for, and

compatible with, the processing purpose th® the controller disclosed at the

time the controller collected the minor’s personaMata; or

(3) process a minor’s personal data for loWger than is reasonably

necessary to provide the online service, product, or featurd

(4) use any system design feature, except for a service oMgpplication that

is used by and under the direction of an educational entity, toNggnificantly

increase, sustain, or extend a minor’s use of the online service, proWuct, or

eature, or
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thgontroller to provide the online service, product, or feature;

B) the controller only collects the minor’s precise geolocation data

for the tim&gecessary to provide the online service, product, or feature; and

(C) e controller provides to the minor a signal indicating that the

controller is colle®gng the minor’s precise geolocation data and makes the

signal available to th&gninor for the entire duration of the collection of the

minor’s precise geolocatioMdata.

(c) A controller shall not 8&cage in the activities described in subsection

(b) of this section unless the contro®er obtains.

(1) the minor’s consent; or

(2) _if the minor is a child, the corent of the minor’s parent or legal

guardian.

(d) A controller that offers any online servi®g product, or feature to a

consumer whom_that controller actually knows or W¥lfully disregards is a

minor shall not:

(1) employ any dark pattern; or

(2) except as provided in subsection (e) of this section, offM&any direct

messaging apparatus for use by a minor without providing readily a®essible

and easv-to-use safeguards to limit the ability of an adult to send unsoli®ged
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proXuct, or feature of which the predominant or exclusive function is.

(M e-mail; or

(2) Mgect messaging consisting of text, photographs, or videos that are

sent between deWces by electronic means, where messages are.

(A) shared¥getween the sender and the recipient;

(B) only visib/®&o the sender and the recipient; and

(C) not posted pubXgly.

¢ 2421. DUTIES OF PROCESS®QRS

(a) A processor shall adhere to 8&controller’s instructions and shall assist

the controller in meeting the controller'% oblications under this chapter. In

assisting the controller. the processor must:

(1) enable the controller to respond Mg requests from consumers

pursuant to subsection 2418(b) of this title by means Mgt:

(A) take into account how the processor process personal data and

the information available to the processor; and

(B) use appropriate technical and organizational meMgures to the

extent reasonably practicable;

(2) _adopt administrative, technical, and physical safeguards thaMgre
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theSgersonal data and the information available to the processor; and

(M. provide information reasonably necessary for the controller to

conduct an®ocument data protection assessments.

(b) Processtig by a processor must be governed by a contract between the

controller and the pMgcessor. The contract must:

(1) be valid and Mgding on both parties;

(2) set forth clear tructions for processing data, the nature and

purpose of the processing, the MMge of data that is subject to processing, and

the duration of the processing;

(3) specify the rights and obligati®gs of both parties with respect to the

subject matter of the contract;

(4) ensure that each person that processesMersonal data is subject to a

duty of confidentiality with respect to the personal da

(5) require the processor to delete the personaMdata or return the

personal data to the controller at the controller’s direction or®gt the end of the

provision of services, unless a law requires the processor to retaine personal

data;

(6) require the processor to make available to the controller, aMghe
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chgter;

(W require the processor to enter into a subcontract with a person the

processor &geages to assist with processing personal data on the controller’s

behalf and in tMg subcontract require the subcontractor to meet the processor’s

obligations concerMe personal data;

(8)(A) allow theXgontroller, the controller’s designee, or a qualified and

independent person the pro¥essor engages, in accordance with an appropriate

and accepted control standdg, framework, or procedure, to assess the

processor’s policies and technica d organizational measures for complying

with the processor’s obligations under Wis chapter;

(B) require the processor to coop®&ate with the assessment; and

(C) at the controller’s request, reporMghe results of the assessment to

the controller; and

(9) prohibit the processor from combining pers®gal data obtained from

the controller with personal data that the processor:

(A) receives from or on behalf of another controller oMperson; or

(B) collects from an individual.

(c) This section does not relieve a controller or processor from any®¥ability

that accrues under this chapter as a result of the controller’s or procesM’s
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is Mcontroller with respect to processing a set of personal data and is subject

to an Mtion under section 2427 of this title to punish a violation of this

chapter, if tWg person.:

(A) Mes not adhere to a controller’s instructions to process the

personal data; or

(B) begins atNgny point to determine the purposes and means for

processing the personal datMalone or in concert with another person.

(2) A determination undeMghis subsection is a fact-based determination

that must take account of the con®gxt in which a set of personal data is

processed.

(3) A processor that adheres to a contr@ler’s instructions with respect to

a specific processing of personal data remains a Pocessor.

¢ 2422. DUTIES OF PROCESSORS TO MINORS

(a) A processor shall adhere to the instructions of a coWroller and shall:

(1) assist the controller in meeting the controller’s Mications under

sections 2420 and 2424 of this title, taking into account:

(A) the nature of the processing;

(B) _the information available to the processor by appropXte
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assWt the controller in meeting its obligations; and

(W provide any information that is necessary to enable the controller to

conduct antkdocument data protection assessments pursuant to section 2424 of

this title.

(b) A contracbetween a controller and a processor must satisfy the

requirements in subsec®n 2421(b) of this title.

(c) Nothing in this se®8on shall be construed to relieve a controller or

processor from the liabilities iMposed on the controller or processor by virtue

of the controller’s or processor% role in the processing relationship as

described in sections 2420 and 2424 of%his title.

(d) Determining whether a person is &ting as a controller or processor

with respect to a specific processing of data s fact-based determination that

depends upon the context in which personal data Mfo be processed. A person

that is not limited in the person’s processing of pers®gal data pursuant to a

controller’s instructions, or that fails to adhere to th@instructions, is a

controller and not a processor with respect to a specific proceMgng of data. A

processor that continues to adhere to a controller’s instructions wisg respect to

a_specific processing of personal data remains a processor. If a pRgcessor

begins, alone or jointly with others, determining the purposes and means ogghe
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thiNitle.

0 24258DATA PROTECTION ASSESSMENTS FOR PROCESSING

AQITVITIES THAT PRESENT A HEIGHTENED RISK OF HARM

10 ANONSUMER

(a) A controlleMshall conduct and document a data protection assessment

for each of the controlMg’s processing activities that presents a heightened risk

of harm to a consumer, whiM, for the purposes of this section, includes:

(1) the processing of®ersonal data for the purposes of targeted

advertising;

(2) the sale of personal data;

(3) the processing of personal data¥r the purposes of profiling, where

the profiling presents a reasonably foreseeable ¥sk of:

(A) unfair or deceptive treatment of. or uMawful disparate impact on,

consumers,

(B) financial, physical, or reputational injury to isumers;

(C) a physical or other intrusion upon the solitude W seclusion, or

the private affairs or concerns, of consumers, where the intrusiog would be

offensive to a reasonable person; or

(D) other substantial injury to consumers. and
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thiMgection shall:

A) identify the categories of personal data processed, the purposes

for processMe the personal data, and whether the personal data is being

transferred to t/gd parties,; and

(B) ident™®y and weigh the benefits that may flow, directly and

indirectly, from the Mgcessing to the controller, the consumer, other

stakeholders, and the pubMg against the potential risks to the consumer

associated with the processin®M as _miticated by safecuards that can be

emploved by the controller to reduce¥e risks.

(2) The controller shall factor inMy any data protection assessment the

use of de-identified data and the reasonable Zgpectations of consumers, as well

as the context of the processing and the relations/Mg between the controller and

the consumer whose personal data will be processed.

(c)(1) The Attorney General may require that a controXer disclose any data

protection assessment that is relevant to an _investigation CWuducted by the

Attorney General pursuant to section 2427 of this title, and the cogroller shall

make the data protection assessment available to the Attorney General

(2) The Attorney General may evaluate the data protection assessMent
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exeMpt from disclosure and copving under the Public Records Act.

M To the extent any information contained in a data protection

assessment dmclosed to the Attornev General includes information subject to

attorney-client pMgilege or work product protection, the disclosure shall not

constitute a waiver of Mg privilege or protection.

(d) A single data prot®ion assessment may address a comparable set of

processing operations that pres®y a similar heightened risk of harm.

(e) If a controller conducts a daMprotection assessment for the purpose of

complying with _another applicable laMor regulation, the data protection

assessment shall be deemed to satisfy the Mgguirements established in this

section_if the data protection assessment is reasOably similar in scope and

effect to the data protection assessment that would Mherwise be conducted

pursuant to this section.

(1) Data protection assessment requirements shall apply % processing

activities created or generated after July 1, 2025, and are not retroacMye.

(g) A controller shall retain for at least five vears all data protd%&ion
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PRODUCTS, OR FEATURES OFFERED TO MINORS

(a) M controller that offers any online service, product, or feature to a

consumer Whom _the controller actually knows or willfully disregards is a

minor shall c&duct a data protection assessment for the online service

product or feature:

(1) in a manneMghat is consistent with the requirements established in

section 2423 of this title; aNg

(2) that addresses:

(A) the purpose of the onMge service, product, or feature;

(B) the categories of a minor% personal data that the online service,

product, or feature processes;

(C) the purposes for which the Mgntroller processes a minor’s

personal data with respect to the online service, pr®&uct, or feature; and

(D) any heightened risk of harm to a min®% that is a reasonably

foreseeable result of offering the online service, product, oMeature to a minor:

(b) A controller that conducts a data protection assess t pursuant to

subsection (a) of this section shall review the data protection as¢ssment as

necessary to account for any material change to the processing operions of

the online service, product, or feature that is the subject of the data proteMon
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sullection (a) of this section or a data protection assessment review pursuant

to sub¥gction (b) of this section and determines that the online service,

product, or¥gature that is the subject of the assessment poses a heightened risk

of harm to a Mgnor, the controller shall establish and implement a plan to

mitigate or elimind®g the heightened risk.

(d)(1) The Attorne¥aeneral may require that a controller disclose any data

protection assessment purs¥gnt to subsection (a) of this section that is relevant

to_an_investigation conductedWby the Attorney General pursuant to section

2427 of this title, and the controllMshall make the data protection assessment

available to the Attorney General.

(2) The Attornev General mayv eval®te the data protection assessment

for compliance with the responsibilities set foriin this chapter.

(3) _Data protection assessments shall bMonfidential and shall be

exempt from disclosure and copving under the Public Rords Act.

(4) To the extent any information contained in% data protection

assessment disclosed to the Attornev General includes infornMgion subject to

attorney-client privilege or work product protection, the disclosiMe shall not

constitute a waiver of the privilege or protection.

(e) A single data protection assessment may address a comparable s8
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complying with _another applicable law or regulation, the data protection

assessgnt shall be deemed to satisfy the requirements established in this

section if Me data protection assessment is reasonably similar in scope and

effect to the d®a protection assessment that would otherwise be conducted

pursuant to this se§on.

(¢) Data protectidg assessment requirements shall apply to processing

activities created or generdd after July 1, 2025, and are not retroactive.

(h) A controller that cond¥ts a data protection assessment pursuant to

subsection (a) of this section shd¥ maintain documentation concerning the

data protection assessment for the long :

(1) three vears after the date on whN the processing operations cease;

(2) the date the controller ceases offering th®&online service, product, or

feature.

¢ 2425. DE-IDENTIFIED OR PSEUDONYMOUS DATA

(a) A controller in possession of de-identified data shall:

(1) follow industry best-practices to ensure that the data caMgot be used

to re-identify an identified or identifiable individual or be associatedWith an

individual or device that identifies or is linked or reasonably linkable tBan
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attMgpting to re-identify the data; and

contractually obligate any recipients of the de-identified data to

comply withe provisions of this chapter.

(b) This sectt®4 does not prohibit a controller from attempting to re-identify

de-identified data so for the purpose of testing the controller’s methods for

de-identifying data.

(c) This chapter shall not W construed to require a controller or processor

(1) re-identifv de-identified data®or

(2)  maintain data in identifiable Mgm, or collect, obtain, retain, or

access any data or technology, in order to asso®ate a consumer with personal

data in order to authenticate the consumer’s requestunder subsection 2418(b)

of this title; or

(3) _comply with an authenticated consumer righ% request if the

controller:

(4) is not reasonably capable of associating the requestNyith the

personal data or it would be unreasonably burdensome for the controll® to
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spMfic consumer who is the subject of the personal data or associate the

person® data with other personal data about the same specific consumer; and

h does not sell or otherwise voluntarily disclose the personal data

to any third paMg, except as otherwise permitted in this section.

(d) The rights Morded under subdivisions 2418(a)(1)—(5) of this title shall

not_apply to pseudonWgious data in cases where the controller is able to

demonstrate that any infoRgation necessary to identifv the consumer is kept

separately and is subject to eff&tive technical and organizational controls that

prevent the controller from accessiMg the information.

(e) A controller that discloses oMgtransfers pseudonymous data or de-

identified data shall exercise reasonable oWgrsight to monitor compliance with

any contractual commitments to which the pseMgonyvmous data or de-identified

data is subject and shall take appropriate steps W address any breaches of

those contractual commitments.

¢ 2426. CONSTRUCTION OF DUTIES OF CONTROLLERS AND

PROCESSORS

(a) _This chapter shall not be construed to restrict a Wgntroller’s,

processor’s, or consumer health data controller’s ability to.

(1) _comply with federal, state, or municipal laws, ordinances%or
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subWoena, or summons by federal, state, municipal, or other governmental

authori®gs;

(3) OMgperate with law enforcement agencies concerning conduct or

activity that th&controller, processor, or consumer health data controller

reasonably and in ¢ faith believes may violate federal, state, or municipal

laws, ordinances, or reguMgions;

(4) carry out obligatioMg under a contract under subsection 2421(b) of

this title for a federal or State ageMgy or local unit of government;

(5) investigate, establish, exerciNg prepare for. or defend legal claims;

(6) provide a product or service spP¥fically requested by the consumer

to whom the personal data pertains;

(7) _perform under a contract to which a con er is a party, including

fulfilling the terms of a written warranty;

(8) take steps at the request of a consumer prior % entering into a

contract;

(9) take immediate steps to protect an interest that is essenti% for the

life or phvsical safety of the consumer or another individual, and wher®the
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phMgcal security incident, including an intrusion or trespass, medical alert, or

ire ald%n;

(11) revent, detect, protect against, or respond to identity theft, fraud,

harassment, m®&cious or deceptive activity, or any criminal activity targeted at

or involving the colgroller or processor or its services, preserve the integrity or

security of systems, or¥nvestigate, report, or prosecute those responsible for

the action;

(12)  assist _another Wgntroller, processor. consumer health data

controller, or third party with any Mghe obligations under this chapter; or

(13) process personal data for Mgasons of public interest in the area of

public health, community health, or popul®gon health, but solely to the extent

that the processing is.

(A) subject to suitable and specific measWes to safeguard the rights

of the consumer whose personal data is being processc®% and

(B) under _the responsibility of a profeSonal subject to

confidentiality obligations under federal, state, or local law.

(b) The obligations imposed on controllers, processors, or con er health

data controllers under this chapter shall not restrict a controller’s, pro®&gssor’s,

or consumer _health data controller’s ability to collect, use, or retain dator
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serfces, or technology;

(M effectuate a product recall; or

(3) 18ntifv and repair technical errors that impair existing or intended

functionality.

(c)(1) The obliNgtions imposed on controllers, processors, or consumer

health data controllers Mgder this chapter shall not apply where compliance by

the controller, processor. or Wonsumer _health data controller with this chapter

would violate an evidentiary priege under the laws of this State.

(2)  This chapter shall notpe construed to prevent a controller

processor,_or _consumer_health data cor¥goller from providing personal data

concerning a consumer to a person covered Wy _an_evidentiary privilege under

the laws of the State as part of a privileged comnWgication.

(d)(1) A controller, processor, or consumer he®th data controller that

discloses personal data to a processor or third-party contMller pursuant to this

chapter shall not be deemed to have violated this chapter if e processor or

third-party controller that receives and processes the personal ®gta violates

this chapter, provided, at the time the disclosing controller, proc®&sor, or

consumer _health data controller disclosed the personal data, the disclng
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thi%chapter:

(W A third-party controller or processor receiving personal data from a

controller, Wocessor, or consumer_health data controller in compliance with

this chapter is%got in violation of this chapter for the transgressions of the

controller, processM or consumer health data controller from which the third-

party controller or pro®gssor receives the personal data.

(e) This chapter shall n% be construed to:

(1) impose any obligatio on a controller. processor. or consumer health

data controller that adversely aff&ts the rights or freedoms of any person,

including the rights of any person:

(A) to freedom of speech or freMom of the press guaranteed in the

First Amendment to the U.S. Constitution; or

(B) under 12 V.S.A. S 1615; or

(2) apply to any person’s processing of person® data in the course of

the person’s purely personal or household activities.

(f)(1) Personal data processed by a controller or consuMer health data

controller pursuant to this section may be processed to the exi®t that the

processing is:

(A)(i) reasonably necessary and proportionate to the purposes [Mged
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lisi& in this section; and

B) adequate, relevant, and limited to what is necessary in relation to

the specificurposes listed in this section.

(2)(4) P&sonal data collected, used, or retained pursuant to subsection

(b) of this section Rall, where applicable, take into account the nature and

purpose or purposes of e collection, use, or retention.

(B) Personal data ®llected, used, or retained pursuant to subsection

(b) of this section shall be subje®&to reasonable administrative, technical, and

phvsical measures to protect the coMidentiality, integrity, and accessibility of

the personal data and to reduce reas®gably foreseeable risks of harm to

consumers relating to the collection, use, or M&ention of personal data.

(¢) If a controller or consumer health data &ntroller processes personal

data pursuant to _an _exemption in_this section, thcontroller or consumer

health data controller bears the burden of demonstratin®&that the processing

qualifies for the exemption and complies with the requireme®s in subsection

(f) of this section.

(h) _Processing personal data for the purposes expressly identific%in this

section shall not solely make a legal entity a controller or consumer h®glth




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 87 of 330

ATTORNEY GENERAL'S POWERS

(a)(MW A person who violates this chapter or rules adopted pursuant to this

chapter coMgmits an _unfair and deceptive act in commerce in violation of

section 2453 oMghis title.

(2) If a consumer who is harmed by a Wglation of this chapter or rules

adopted pursuant to this chapter notifies the comMgoller or processor of the

violation _and the controller or processor fails to curéhe violation within 60

davs following receipt of the notice of violation, the con er may bring an

action in Superior Court for:

(A) the greater of $1,000.00 or actual damages;

(B) injunctive relief:

(C) punitive damages in the case of an intentional violation; or

[ rTEUSONdule U Uridd dLLorriey CCD.




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 88 of 330

violgtion of any provision of this chapter, issue a notice of violation to the

controMgr or consumer health data controller if the Attorney General

determinesWaat a cure is possible.

(2) ThMAttorney General may, in determining whether to grant a

controller, process®& or consumer _health data controller the opportunity to

cure_an_alleged violMon described in subdivision (1) of this subsection,

consider:

(A) the number of vioWgtions,

(B) the size and complex¥ of the controller, processor, or consumer

health data controller;

(C) the nature and extent oMathe controller’s, processor’s, or

consumer health data controller’s processing a®&ivities;

(D) the substantial likelihood of injury to%e public;

(E) the safety of persons or property;

(F) whether the alleged violation was likely c8ysed by human or

technical error; and

(G) the sensitivity of the data.

(c) Annually, on or before February 1, the Attorney General shall 8bmit a

report to the General Assembly disclosing:
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(3) the number of violations that were cured during the available cure

period Wnd

(4) Wy other matter the Attorney General deems relevant for the

purposes of the ¥egport.

¢ 2428. CONFID TALITY OF CONSUMER HEALTH DATA

Except as provided iMgsubsections 2417(a) and (b) of this title and section

2426 of this title, no person Xall:

(1) provide any employee®gr contractor with access to consumer health

data unless the employvee or contrac is subject to a contractual or statutory

duty of confidentiality;

(2) provide any processor with accesSto consumer health data unless

the person and processor comply with section 24 % of this title;

(3) use a geofence to establish a virtual bour®ary that is within 1,850

feet of any health care facility, mental health facility, or r&roductive or sexual

health facility for the purpose of identifving, tracking, colleciMge data from, or

sending any notification to a consumer regarding the consumeMg consumer

health data; or

(4) sell or offer to sell consumer health data without first obtaininMhe
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STUDY

(a) Khe Attorney General and the Agency of Commerce and Community

DevelopmeMg shall implement a comprehensive public education, outreach,

and_assistance Wrogram_for controllers and processors, as those terms are

defined in 9 V.S.A. M415. The program shall focus on:

(1) the requiremeMs and obligations of controllers and processors under

the Vermont Data Privacy A%

(2) data protection assessMgnts under 9 V.S.A. § 2421;

(3) enhanced protections thatNgpply to children, minors, sensitive data,

or consumer health data, as those terms g defined in 9 V.S.A. § 2415;

(4) _a controller’s obligations to laM enforcement agencies and the

Attorney General’s office;

(5) methods for conducting data inventories; amg

(6) any other matters the Attorney General or the %gency of Commerce

and Community Development deems appropriate.

(b) The Attorney General and the Agency of Commerce anMCommunity

Development shall provide guidance to controllers for establishg data

privacy notices and opt-out mechanisms, which may be in_the for
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DeWlopment shall implement a comprehensive public education, outreach,

and as¥stance program for consumers, as that term is defined in 9 V.S.A.

§ 2415. TMg program shall focus on:

(1) the Mghts afforded consumers under the Vermont Data Privacy Act,

including:

(A) the metho¥s available for exercising data privacy rights; and

(B) the opt-out m&hanism available to consumers;

(2) the obligations contr@lers have to consumers;

(3) different treatment of c/Mdren, minors, and other consumers under

the act, including the different consenMygnechanisms in place for children and

other consumers;

(4) understanding a privacy notice provi%ed under the act;

(5) the different enforcement mechanism$available under the act,

including the consumer’s private right of action; and

(6) any other matters the Attorney General or the Mgency of Commerce

and Community Development deems appropriate.

(d) The Attorney General and the Agency of Commerce and% ommunity

Development shall cooperate with states with comparable data Srivacy

regimes to develop any outreach, assistance, and education programs, ore

appropriaie.
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efiMtiveness of the implementation of the act and submit a report to the House

CommMee on Commerce and Economic Development and the Senate

Committeegn Economic Development, Housing and General Affairs with its

findings and rM&gommendations, including any proposed draft legislation to

address issues that%ave arisen since implementation.

Sec. 3. 9 V.S.A. chaptoR0?2 is amended to read:
CHAPTER 62. PROYECTION OF PERSONAL INFORMATION
Subchap®g 1. General Provisions
§ 2430. DEFINITIONS
As used in this chapter:

(1) “Biometric data’ shall have thegme meaning as in section 2415 of

this title.

(2)(A) “Brokered personal information” Wgans one or more of the
following computerized data elements about a cons®uer, if categorized or
organized for dissemination to third parties:

(i) name;
(ii) address;
(iii) date of birth;

(iv) place of birth;
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+ &% biometric data;

(vii) e or address of a member of the consumer’s immediate
family or household;

(viii)  SociaMgSecurity number or other government-issued
identification number, or

(ix) other information'%gat, alone or in combination with the other
information sold or licensed, would aMgw a reasonable person to identify the
consumer with reasonable certainty.

(B)  “Brokered personal informati®” does not include publicly
available information to the extent that it is relat® to a consumer’s business
or profession.

2(3) “Business” means a controller, a consumer h&/th data controller,
or a commercial entity, including a sole proprietorshi partnership,
corporation, association, limited liability company, or other grolg, however
organized and whether or not organized to operate at a profit, incBling a

financial institution organized, chartered, or holding a license or authorizon
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insution, but does not include the State, a State agency, any political
subdivi§on of the State, or a vendor acting solely on behalf of, and at the
direction oMgthe State.

3H4) “Qnsumer” means an individual residing-in-this-State who is a

resident of the Sta® or an individual who is in the State at the time a data

broker collects the inddual’s data.

(5)  “Consumer heMgh data controller” has the same meaning as in

section 2415 of this title.

(6) “Controller” has the saiMg meaning as in section 2415 of this title.

“4H7)(A) “Data broker” medWg a business, or unit or units of a
business, separately or together, that knowmMgly collects and sells or licenses to
third parties the brokered personal informatioRof a consumer with whom the
business does not have a direct relationship.

(B) Examples of a direct relationship with Mpusiness include if the
consumer is a past or present:
(i) customer, client, subscriber, user, or registeMgd user of the
business’s goods or services;
(ii) employee, contractor, or agent of the business;

(iii) investor in the business, or
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cogction and sale or licensing of brokered personal information incidental to
conduig these activities, do not qualify the business as a data broker:
developing or maintaining third-party e-commerce or
application pld¥prms;
(ii) pMiding 411 directory assistance or directory information
services, including na®g, address, and telephone number, on behalf of or as a
function of a telecommunic¥ions carrier;
(iii)  providing Wyblicly available information related to a
consumer’s business or profession, ¥
(iv)  providing publicly Mgailable information via real-time or
near-real-time alert services for health or s¥ety purposes.
(D) The phrase “sells or licenses” dog not include:
(i) a one-time or occasional sale of aX¥gts of a business as part of
a transfer of control of those assets that is not part of¥e ordinary conduct of
the business, or
(ii) a sale or license of data that is merely iMgidental to the
business.
)8)(4)  “Data broker security breach” means an unaiMgorized
acquisition or a reasonable belief of an unauthorized acquisition of more ®gan
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prokgcted by another method that renders the information unreadable or
unusab®g by an unauthorized person.

(BW. “Data broker security breach” does not include good faith but
unauthorized d&guisition of brokered personal information by an employee or
agent of the data Dpker for a legitimate purpose of the data broker, provided
that the brokered pers®al information is not used for a purpose unrelated to
the data broker’s business & subject to further unauthorized disclosure.

(C) In determining vWgether brokered personal information has been
acquired or is reasonably believed¥p have been acquired by a person without
valid authorization, a data broker maXgonsider the following factors, among
others:

(i) indications that the brokeredWgersonal information is in the
physical possession and control of a person withol valid authorization, such
as a lost or stolen computer or other device contagng brokered personal
information;

(ii) indications that the brokered personal inforMgtion has been
downloaded or copied;

(iii) indications that the brokered personal information Wgs used

by an unauthorized person, such as fraudulent accounts opened or instanc® of
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6)(9) “Data collector” means a person who, for any purpose, whether
by aut®gated collection or otherwise, handles, collects, disseminates, or
otherwise Mgals with personally identifiable information, and includes the
State, State ag®cies, political subdivisions of the State, public and private
universities, prival®y and publicly held corporations, limited liability
companies, financial ins¥gutions, and retail operators.

A(10) “Encryption Wgeans use of an algorithmic process to transform
data into a form in which the da®g is rendered unreadable or unusable without
use of a confidential process or key.

8)}(11) “License” means a grant Maccess to, or distribution of, data by
one person to another in exchange for consWeration. A use of data for the
sole benefit of the data provider, where the dafprovider maintains control
over the use of the data, is not a license.

H(12) “Login credentials” means a consumer’s Yger name or e-mail
address, in combination with a password or an answer to a Xgurity question,
that together permit access to an online account.

@) (13)(A) “Personally identifiable information” means a coMgumer’s
first name or first initial and last name in combination with one or more oghe

U Udid clecrricr WIrLEr e ddld clerrier ure rio Cr ypled,
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untgable by unauthorized persons:

(i) a Social Security number;

i) a driver license or nondriver State identification card number,
individual ta¥gayer identification number, passport number, military
identification cardWmber, or other identification number that originates from
a government identific84on document that is commonly used to verify identity
for a commercial transacti®g;

(iii) a financial aount number or credit or debit card number, if
the number could be used withouRgdditional identifying information, access
codes, or passwords;

(iv) a password, personal idMification number, or other access

code for a financial account;
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representationof biometric data;

(vi) genetic information, and

(vii)(I) health records or records of a wellness program or simar
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of Mg consumer, or
(I11) a health insurance policy number.

(BN, “Personally identifiable information” does not mean publicly
available infoMgation that is lawfully made available to the general public
from federal, Stategr local government records.

) (14) “Recd” means any material on which written, drawn,
spoken, visual, or electr®gagnetic information is recorded or preserved,
regardless of physical form or &aracteristics.

“@2)(15) “Redaction” meanWthe rendering of data so that the data are
unreadable or are truncated so that #ogot more than the last four digits of the
identification number are accessible as par®of the data.

“3)(16)(4)  “Security breach” mearMy unauthorized acquisition of
electronic data, or a reasonable belief of an Mgauthorized acquisition of
electronic data, that compromises the security, confideRiality, or integrity of a
consumer’s personally identifiable information or login cr&entials maintained
by a data collector.

(B) “Security breach” does not include good faith but Mguthorized
acquisition of personally identifiable information or login credentiaBRby an

employee or agent of the data collector for a legitimate purpose of the &ta
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buXNgess or subject to further unauthorized disclosure.

(C) In determining whether personally identifiable information or
login cred®ials have been acquired or is reasonably believed to have been
acquired by Mgperson without valid authorization, a data collector may
consider the followdgg factors, among others:

(i) indica®gns that the information is in the physical possession
and control of a person out valid authorization, such as a lost or stolen
computer or other device contdging information,

(ii) indications that Wge information has been downloaded or
copied;

(iii) indications that the inforgtion was used by an unauthorized
person, such as fraudulent accounts openedpr instances of identity theft
reported, or

(iv) that the information has been made pi&ic.

% sk ok

Subchapter 2. Seewrity-Breach-NoticeAet Data Securitgreaches

% sk ok

¢ 2436. NOTICE OF DATA BROKER SECURITY BREACH

(a) Short title. This section shall be known as the Data Broker Sec™i
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(1) Except as otherwise provided in subsection (c) of this section, any

data bMgker shall notify the consumer that there has been a data broker

security br&ch following discovery or notification to the data broker of the

breach. Notice ¥ the security breach shall be made in the most expedient time

possible and withoiMunreasonable delay, but not later than 45 days after the

discovery or notificatio consistent with the legitimate needs of the law

enforcement agency, as proved in subdivisions (3) and (4) of this subsection,

or with any measures necessary®Q determine the scope of the security breach

and restore the reasonable integrityMsecurity, and confidentiality of the data

system.

(2) A data broker shall provide noMge of a breach to the Attorney

General as follows:

(A)(i) The data broker shall notifv the AttorMgy General of the date of

the security breach and the date of discovery of the breacMand shall provide a

preliminary description of the breach within 14 business dav#&consistent with

the legitimate needs of the law enforcement agency, as provided in%ubdivisions

(3) and (4) of this subsection (b), after the data broker’s discoveMy of the

security breach or when the data broker provides notice to consumers pursRant
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to e Attorney General, the data broker shall send the Attorney General the

date ofMhe breach as soon as it is known.

ii) Unless otherwise ordered by a court of this State for good

cause shown, & notice provided under this subdivision (2)(A) shall not be

disclosed to any poRgon other than the authorized agent or representative of the

Attorney General, a Mate's Attorney, or another law enforcement officer

engaged in legitimate lavenforcement activities without the consent of the

data broker.

(B)(i) When the data bro®g provides notice of the breach pursuant to

subdivision (1) of this subsection (b). M¢ data broker shall notify the Attorney

General of the number of Vermont consuMgers_affected, if known to the data

broker,_and shall provide a copy of the notiC&provided to consumers under

subdivision (1) of this subsection (b).

(ii) The data broker may send to the Ati®ney General a second

copy _of the consumer notice, from which is redacted tMg tvpe of brokered

personal information that was subject to the breach, that the Mgorney General

shall use for any public disclosure of the breach.

(3)  The notice to a consumer required by this subsection %all be

delayved upon request of a law enforcement agency. A law enforcement ac®gc

Ty  TEquUuc e _uclay Uelieve 19 19, ULLOT Ty LUAAAY. uw
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eoNardize public safety or national or Homeland Security interests. In the

event [ enforcement makes the request for a delay in a manner other than in

writing, th& data broker shall document the request contemporaneously in

writing and inC%de the name of the law enforcement officer making the request

and the officer’s [Mg enforcement agency engaged in the investigation. A law

enforcement agency sh&l promptly notify the data broker in writing when the

law enforcement agency nOWonger believes that notification may impede a law

enforcement investigation or a Xational or Homeland Security investigation, or

jeopardize public safety or nationd&or Homeland Security interests. The data

broker shall provide notice required by%is section without unreasonable delay

upon_receipt _of a written communicai®gn, which includes facsimile or

electronic communication, from the law enfoMement agency withdrawing its

request for delay.

(4) The notice to a consumer required in Mbdivision (1) of this

subsection _shall be clear and conspicuous. A notice & a consumer of a

security breach involving brokered personal information ¥gall include a

description of each of the following, if known to the data broker:

(A) the incident in general terms;

(B) the tvpe of brokered personal information that was subject tRghe

cCur V Ured
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peMonal information from further security breach;

D) a telephone number, toll-free if available, that the consumer may

call for fur¥er information and assistance;

(E) dWyice that directs the consumer to remain vigilant by reviewing

account statementsWgnd monitoring free credit reports; and

(F) the approXmate date of the data broker security breach.

(5) A data broker My provide notice of a security breach involving

brokered personal information% a consumer by two or more of the following

methods:

(A) written notice mailed to tMg consumer’s residence;

(B) electronic notice, for those cC&sumers for whom the data broker

has a valid e-mail address, if-

(i) the data broker’s primary method¥f communication with the

consumer _is by electronic means, the electronic notMg does not request or

contain_a_hypertext link to a request that the consum® provide personal

information, and the electronic notice conspicuously warns c®sumers not to

provide personal information in response to electronic conMgunications

regarding security breaches; or

(ii) _ the notice is consistent with the provisions regar®ng
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dir&tly with each affected consumer and not through a prerecorded message;

or

W notice by publication in a newspaper of statewide circulation in

the event the d®ga broker cannot effectuate notice by any other means.

(c) Exception.

(1) Notice of a S&urity breach pursuant to subsection (b) of this section

is not required if the data Wgoker establishes that misuse of brokered personal

information is not reasonably Wossible and the data broker provides notice of

the determination that the misuse W the brokered personal information is not

reasonably possible pursuant to the reqMgrements of this subsection. If the data

broker establishes that misuse of the brXered personal information is not

reasonably possible, the data broker shall proWde notice of its determination

that misuse of the brokered personal information¥s not reasonably possible

and _a detailed explanation for said determination (M&the Vermont Attorney

General. The data broker may designate its notice and det®led explanation to

the Vermont Attorney General as a trade secret if the noti% and detailed

explanation _meet the definition of trade secret contained 1 V.S.A.

9 317(c)(9).

(2) _If a data broker established that misuse of brokered pers@al
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broered personal information has occurred or is occurring, the data broker

shall pXgvide notice of the security breach pursuant to subsection (b) of this

section.

(d) WaiverSdny waiver of the provisions of this subchapter is contrary to

public policy and 1%oid and unenforceable.

(e) Enforcement.

(1) With respect to 8&controller or processor other than a controller or

processor licensed or registeré® with the Department of Financial Regulation

under title 8 or this title, the AttorMgy General and State’s Attorney shall have

sole and full authority to investicate p®ential violations of this chapter and to

enforce, prosecute, obtain, and impose ren®dies for a violation of this chapter

or_any rules or regulations adopted pursuant¥o this chapter as the Attorney

General and State’s Attorney have under chapter O& of this title. The Attorney

General may refer the matter to the State’s Attorney W an _appropriate case.

The Superior Courts shall have jurisdiction over any Wuforcement matter

brought by the Attorney General or a State’s Attorney under th¥ subsection.

(2)  With respect to a controller or processor that is ¥censed or

registered with the Department of Financial Regulation under title Ror this

title, the Department of Financial Regulation shall have the full authori® to
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regWations adopted pursuant to this chapter, as the Department has under title

8 or thizitle or any other applicable law or regulation.

% sk ok

Subchapter 5. Data Brokers

$ 2446. DATA BROKERS: ANNUAL REGISTRATION

(a) Annually, on or ¥gfore January 31 following a year in which a person
meets the definition of data¥oker as provided in section 2430 of this title, a
data broker shall:

(1) register with the SecretaryQ{ State;
(2) pay a registration fee of $100.08: and
(3) provide the following information:
(A) the name and primary physical, Qmnail, and Internet internet
addresses of the data broker;
(B) ifthe-data-brokerpermits the method for a c&sumer to opt out of
the data broker’s collection of brokered personal informatig opt out of its

databases, or opt out of eertain sales of data=
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) where the data broke e-that-it possesses the

brokered personal information of min&gs, a separate statement detailing the
data collection practices, databases, and Ngles activities-and-opt-out-policies
that are applicable to the brokered personal infgmation of minors, and
€6)(D) any additional information or Mplanation the data broker
chooses to provide concerning its data collection pract®gs.
(b) A data broker that fails to register pursuant to stsection (a) of this
section is liable to the State for:
(1) a civil penalty of $50-00 3125.00 for each day—notto-eRged-atota

of 340-000-00-for-eachyear it fails to register pursuant to this section;

(2) an amount equal to the fees due under this section during the pSKod
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A data broker that omits required information from its registration shall

file anWgnendment to include the omitted information within five business days

following Mgtification of the omission and is liable to the State for a civil

penalty of $1,080.00 per day for each day thereafter.

(d) A data Bpker that files materially incorrect information in_its

registration:

(1) is liable to the SMge for a civil penalty of $25,000.00; and

(2) if it fails to correcte false information within five business days

after discovery or notification of tMg incorrect information, an additional civil

penalty of $1,000.00 per day for each Ry thereafter that it fails to correct the

information.

(e) The Attorney General may maintain aMgction in the Civil Division of
the Superior Court to collect the penalties impose®gn this section and to seek

appropriate injunctive relief.

¢ 2448. DATA BROKERS; ADDITIONAL DUTIES

(a) Individual opt-out.

(1) A consumer may request that a data broker do any of the foll&ving:

(A) stop collecting the consumer’s data;

D, UCLClC U Uil d U C U/l 4oou e Jrisurricr, or
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(2) Notwithstanding subsections 2418(c)—(d) of this title, a data broker

shall eXablish a simple procedure for consumers to submit a request and, shall

comply witk a request from a consumer within 10 days after receiving the

request.

(3) A data Mpker shall clearly and conspicuously describe the opt-out

procedure in its annuagegistration and on its website.

(b) General opt-out.

(1) A consumer may rMuest that all data brokers registered with the

State of Vermont honor an opt-Ot request by filing the request with the

Secretary of State.

(2) On or before January 1, 2026, %ge Secretary of State shall develop

an_online form to facilitate the general op™gut by a consumer and shall

maintain_a Data Broker Opt-Out List of consuiMgrs who have requested a

general opt-out, with the specific type of opt-out.

(3) The Data Broker Opt-Out List shall contain the Winimum amount of

information _necessary for a data broker to identify the sp¥ific consumer

making the opt-out.

(4) Once every 31 days, anv data broker registered with the Wate of

Vermont shall review the Data Broker Opt-Out List in order to comply witMghe

opLl-0ou requc Orildilricd 'ecreitr
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or' Wy purpose other than to effectuate a consumer’s opt-out request.

(& The Secretary of State shall implement and maintain reasonable

security progedures and practices to protect a consumer’s information under

the Data Brok® Opt-Out List from unauthorized use, disclosure, access,

destruction, or mod¥cation, including administrative, physical, and technical

safeguards appropriate W the nature of the information and the purposes for

which the information will b&used.

(7) _The Secretary of StatMghall not charge a consumer to make an opt-

out request.

(8) The Data Broker Opt-Out Lis%shall include an accessible deletion

mechanism that supports the ability of an augorized agent to act on behalf of

a consumer.

(c) Credentialing.

(1) A data broker shall maintain reasonable prOgedures designed to

ensure that the brokered personal information it discloseMa is used for a

legitimate and legal purpose.

(2)  These procedures shall require that prospective userMof the

information identify themselves, certify the purposes for which the inform®gon
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a na prospective user and the uses certified by the prospective user prior to

furnishing%ge user brokered personal information.

(4) broker shall not furnish brokered personal information to any

person if it has MgsoMgble grounds for believing that the consumer report will

not be used for a leg

(d) _Exemption. 2/ My his section applies to brokered personal

information that is:

(1) regulated as a cons™g

Reporting Act, 15 U.S.C. § 1681—168 j Mg broker is fully complying

with the Act; or

Sec. 4. EFFECTIVE DATE

9/ 9/ UNnE CJJCCl U ury 1, 20U

Sec. 1. 9 V.S.A. chapter 614 is added to read:

CHAPTER 614. VERMONT DATA PRIVACY ACT

¢ 2415. DEFINITIONS
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witk another legal entity or controls, is controlled by, or is under common

controMyith another legal entity.

[

P& As used in subdivision (A) of this subdivision (1), ‘“control” or

“controlled” nRans.

(i) _owMgrship of, or the power to vote, more than 50 percent of the

outstanding shares of M class of voting security of a company;

(ii) _control inNgny manner over the election of a majority of the

directors or of individuals exer®sing similar functions; or

(iii) __the power toNexercise controlling influence over the

management of a company.

(2) “Authenticate” means to use re@onable means to determine that a

request to exercise any of the rights afforded Wnder subdivisions 2418(a)(1)—

(5) of this title is being made by, or on behalf of, Me consumer who is entitled

to exercise the consumer rights with respect to the pers®&al data at issue.

(3)(4)  “Biometric_data’ means personal data Rnerated from the

technological processing of an_individual’s unique biologic®%, physical, or

physiological characteristics that is linked or reasonably [infgble to an

individual, including:

(i) _iris or retina scans;
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(iv) vein patterns;

(v) voice prints; and

W) gait or personally identifving physical movement or patterns.

(B) “BMymetric data’ does not include.

(i) a digMgl or physical photograph;

(ii) an audio W video recording; or

(iii) _any data cetMgated from a digital or physical photograph, or

an_audio or video recording, umess such data is generated to identify a

specific individual.

(4) “Broker-dealer’ has the same m®&gning as in 9 V.S.A. § 5102.

(5) “Business associate”’ has the same m&ning as in HIPAA.

(6) “Child” has the same meaning as in COPR.

(7)(4) “Consent’ means a clear affirmative act sMifying a consumer’s

freely given, specific, informed, and unambiguous agreen®gnt to allow the

processing of personal data relating to the consumer.

(B)  “Consent” may include a written statement, inc/Ming by

electronic means, or any other unambiguous affirmative action.
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do ent that contains descriptions of personal data processing along with

other, elated information;

K:/) hovering over. muting, pausing, or closing a given piece of

content; or

(iii) _agMement obtained through the use of dark patterns.

(8)(4) “ConsumW’ means an _individual who is a resident of the State

and who is an adult.

(B)  “Consumer” do% not include an individual acting in a

commercial or employment context Mgas an_employee, owner, director, officer,

or_contractor of a _company, partnersh®, sole proprietorship, nonprofit, or

government agency whose communications M transactions with the controller

occur _solely within the context of that individig!’s role with the company,

partnership, sole proprietorship, nonprofit, or governMgnt agency.

(9) “Consumer health data’” means any personal Mgta that a controller

uses to identifv a consumer’s physical or mental health condiMgn or diagnosis,

including gender-affirming health data and reproductive or sexual®gealth data.

(10)  “Consumer health data controller” means any controMgr that,

alone or jointly with others, determines the purpose and means of proceX§ng
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CrXit Reporting Act, 15 U.S.C. § 1681a(});

(N “Controller” means a person who, alone or jointly with others,

determines Wge purpose and means of processing personal data.

(13) “COMPPA” means the Children’s Online Privacy Protection Act of

1998, 15 U.S.C. $%501-6506, and any regulations, rules, guidance, and

exemptions promulgatedpursuant to the act, as the act and regulations, rules,

guidance, and exemptions m# be amended.

(14) “Covered entity” has¥e same meaning as in HIPAA.

(15) “Credit union” has the s&ge meaning as in 8 V.S.A. § 30101.

(16)  “Decisions that produce Mgal or similarly significant effects

concerning the consumer’ means decisions Made by the controller that result

in_the provision or denial by the controller of Mgancial or lending services,

housing, insurance, education enrollment or oppoXunity, criminal justice,

employment opportunities, health care services, or access% essential goods or

services.

(17) “De-identified data’” means data that does not identifWand cannot

reasonably be used to infer information about, or otherwise be link®{ to, an

identified or identifiable individual, or a device linked to the individual, iNthe

Oritrotier tridl pPJo C C e udld.
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usedto re-identify an identified or identifiable individual or be associated with

an indiWdual or device that identifies or is linked or reasonably linkable to an

individual M household;

(ii) Yor purposes of this subdivision (A), “reasonable measures”

shall include the Mg-identification requirements set forth under 45 C.FR.

§ 164.514 (other requiMnents relating to uses and disclosures of protected

health information);

(B) publicly commits% process the data only in a de-identified

fashion and not attempt to re-identifMghe data; and

(C) contractually obligates anWrecipients of the data to satisfy the

criteria set forth in subdivisions (A) and (B) M&this subdivision (17).

(18) “Educational institution” has the sdWge meaning as “‘educational

agency or institution” in 20 U.S.C. § 1232¢ (familygducational and privacy

rights);

(19) “Financial institution”:

(A) as used in subdivision 2417(a)(12) of this title, IMs the same

meaning as in 15 U.S.C. § 6809; and

(B) as used in subdivision 2417(a)(14) of this title, has the e
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in NJ.S.A. § 150.

(X “Gender-affirming health data” means any personal data

concerning % past, present, or future effort made by a consumer to seek, or a

consumer’s rect of. gender-affirming health care services, including:

(A) precWe geolocation data that is used for determining a

consumer’s _attempt toWacquire or receive gender-affirming health care

services;

(B) _efforts to reseaMr or obtain gender-affirming health care

services, and

(C) _any gender-affirming healMydata that is derived from nonhealth

information.

(22) “Genetic data’ means any data, r&ardless of its format, that

results from the analysis of a biological sample oRan individual, or from

another source enabling equivalent information to be ob¥Wgined, and concerns

genetic material, including deoxyribonucleic acids (DNA), Mbonucleic acids

(RNA), genes, chromosomes, alleles, genomes, alterations or moMdications to

DNA or RNA, single nucleotide polvmorphisms (SNPs), epigenetic Warkers,

uninterpreted data that results from analysis of the biological sample or Ker
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colinates, cell tower connectivity, cellular data, radio frequency

identifi®gtion, wireless fidelity technology data, or any other form of location

detection, W& any combination of such coordinates, connectivity, data,

identification, & other form of location detection, to establish a virtual

boundary.

(24) “Health car&omponent’’ has the same meaning as in HIPAA.

(25)  “Health care &¢ility” has the same meaning as in 18 V.S.A.

¢ 9432

(26) “HIPAA>” means tMg Health Insurance Portability and

Accountability Act of 1996, Pub. L. Wo. 104-191, and any regulations

promulgated pursuant to the act, as may be algended.

(27) “Hybrid entity” has the same meanin®as in HIPAA.

(28) “Identified or identifiable individual” Mgans an individual who

can _be readily identified, directly or indirectly, includin® by reference to an

identifier such as a name, an identification number, specific Mgolocation data,

or an online identifier.

(29) “Independent trust company” has the same meaning as in® V.S.A.

¢ 2401.
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led% 70 percent of the health care services provided in the facility are mental

health grvices.

(32) &Nonpublic personal information” has the same meaning as in

15 US.C. ¢ 65%.

(33)  “Patid identifving information” has the same meaning as in

42 C.FR. § 2.11 (confintiality of substance use disorder patient records).

(34) “Patient safetwork product” has the same meaning as in 42

C.ER. § 3.20 (patient safety or&gnizations and patient safety work product).

(35)(A) “Personal data’” ms any information, including derived data

and unique identifiers, that is linked oMgeasonably linkable to an identified or

identifiable individual or to a device Mt identifies, is linked to, or is

reasonably linkable to one or more identifiedNr identifiable individuals in a

household.

(B) “Personal data’ does not include de-id®gtified data or publicly

available information.

(36)(4) ‘“Precise geolocation data’ means personal dMa derived from

technology that accurately identifies within a radius of 1,850 feet dMgonsumer’s

present or past location or the present or past location of a device tha™gnks or

is linkable to a consumer or any data that is derived from a device that is ®ged
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latMyde and longitude coordinates.

B)  “Precise geolocation data’ does not include the content of

communicalons or_any data _generated by or connected to advanced utility

metering infrasMycture systems or equipment for use by a utility.

(37)  “Proc&s” or “processing” means any operation or set of

operations performed, Maether by manual or automated means, on personal

data or on_sets of persoMgl data, such as the collection, use, storage,

disclosure, analysis, deletion, orWgodification of personal data.

(38)  “Processor’ means a Werson who processes personal data on

behalf of a controller.

(39) “Profiling” means any form of aiMgmated processing performed on

personal data to evaluate, analyze, or predict p&sonal aspects related to an

identified or identifiable individual’s economic siMgation, health, personal

preferences, interests, reliability, behavior, location, or mMgements.

(40) _ “Protected health information” has the samMgneaning as in

HIPAA.

(41)  “Pseudonymous data’ means personal data that cdWot be

attributed to a specific_individual without the use of additional informa®on
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daM is not attributed to an identified or identifiable individual.

(X “Publicly available information” means information that:

M is lawfully made available through federal, state, or local

government redds or widely distributed media; or

(B) a comgroller has a reasonable basis to believe a consumer has

lawfully made availabl®&to the general public.

(43)  “Qualified seXice organization’’ has the same meaning as in

42 C.ER. § 2.11 (confidentialiMof substance use disorder patient records);

(44) _“Reproductive or sexi®gl health care” has the same meaning as

“reproductive health care services” in XV.S.A. § 150(c)(1).

(45) “Reproductive or sexual heal®g data’ means any personal data

concerning a past, present, or future effort me by a consumer to seek, or a

consumer’s receipt of, reproductive or sexual healtMgcare.

(46) “Reproductive or sexual health facility’ Sgeans any health care

facility in which at least 70 percent of the health careMelated services or

products rendered or provided in the facility are reproductive & sexual health

care.

(47)(A) _“Sale of personal data”’ means the exchange of a coMumer’s

personal data by the controller to a third party for monetary or other valu®ple
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(i) _the disclosure of personal data to a processor that processes

the pers&al data on behalf of the controller;

&) the disclosure of personal data to a third party for purposes of

providing a prodXgt or service requested by the consumer;

(iii) the¥sclosure or transfer of personal data to an affiliate of

the controller;

(iv) the disclosur®gf personal data where the consumer directs the

controller to disclose the persona®data or intentionally uses the controller to

interact with a third party;

(v) the disclosure of personal (Wa that the consumer:

(1) _intentionally made availabM to the general public via a

channel of mass media; and

(1l) did not restrict to a specific audience®or

(vi) the disclosure or transter of personal data Ma third party as

an _asset that is part of a merger, acquisition, bankruptcy or otheWgransaction,

or a proposed merger, acquisition, bankruptcy, or other transaction, % which

the third party assumes control of all or part of the controller’s assets.
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So&al Security number, passport number, state identification card, or driver’s

licensegumber; that is not required by law to be publicly displayed;

[

P& reveals a consumer’s racial or ethnic origin, national origin,

citizenship or nmigration status, religious or philosophical beliefs, union

membership, or poXical affiliation;

(C) reveals Mconsumer’s sexual orientation, sex life, sexuality, or

status as transgender or nowbinary;

(D) reveals a consum®’s status as a victim of a crime;

(E) is financial informaiMgn, including a consumer’s tax return and

account number. financial account ¥g-in, financial account, debit card

number, or credit card number in combin®ion with any required security or

access code, password, or credentials allowing®ccess to an account;

(F) is consumer health data;

(G) is personal data collected and analyze% concerning consumer

health data or personal data that describes or reveals a pa%. present, or future

mental or physical health condition, treatment, disabilin’or diagnosis,

including pregnancy or menstrual cycle, to the extent the personaXdata is not

used by the controller to identify a specific consumer’s physical oMynental

health condition or diagnosis;
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thalshows the naked or undergarment-clad private area of a consumer; or

J) is precise geolocation data.

(49)(M._“Tarcgeted advertising” means displaying an advertisement to a

consumer wher&he advertisement is selected based on personal data obtained

or inferred from thoconsumer’s activities over time and across nonaffiliated

internet websites or onlMge applications to predict the consumer’s preferences

or interests.

(B) “Targeted advertisg” does not include:

(i) an advertisement ba¥d on activities within a controller’s own

websites or online applications;

(ii) an advertisement based on t/Mg context of a consumer’s current

search query, visit to a website, or use of an onlin®&application;

(iii) _an advertisement directed to a conMymer in _response to the

consumer’s request for information or feedback; or

(iv) __ processing personal data solely to meMgure or report

advertising frequency, performance, or reach.

(50) “Third party” means a person, such as a public authorityNggenc

or body, other than the consumer, controller, or processor or an affiliate oXghe
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it/

(X)) “Victim services organization” means a nonprofit organization that

is_establisiMd to provide services to victims or witnesses of child abuse,

domestic violeMge, human trafficking, sexual assault, violent felonv, or

stalking.

¢ 2416. APPLICABILI

(a) Except as provided irgubsection (b) of this section, this chapter applies

to _a person that conducts busiMgss in this State or a person that produces

products or services that are tarceteo residents of this State and that during

the preceding calendar year:

(1) controlled or processed the persorgl data of not fewer than 25,000

consumers, excluding personal data controlled¥r processed solely for the

purpose of completing a payvment transaction; or

(2) derived more than 50 percent of the person’s gMgss revenue from the

sale of personal data.

(b) Sections 2420 and 2426 of this title, and the provisions o&his chapter

concerning consumer health data and consumer health data controll®s apply

to _a person that conducts business in this State or a person that prod%gces
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&) This chapter does not apply to:

(M, a federal, State, tribal, or local government entity in the ordinary

course of itNgperation;

(2) a c&ered entity that is not a hybrid entity, any health care

component of a hybRg entity, or a business associate;

(3) information Wsed only for public health activities and purposes

described in 45 C.FR. § 108512 (disclosure of protected health information

without authorization);

(4) information that identifies Wconsumer in connection with:

(A) activities that are subject ihe Federal Policy for the Protection

of Human Subjects, codified as 45 C.F.R. p&& 46 (HHS protection of human

subjects) and in various other federal regulations"

(B) research on human subjects undertaken® accordance with good

clinical practice guidelines _issued by the InterndMonal Council for

Harmonisation of Technical Requirements for Pharmaceut®als for Human

Use;

(C) activities that are subject to the protections provided in % C.F.R.

parts 50 (FDA clinical investigations protection of human subjects) an® 56
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in Nubdivisions (A) through (C) of this subdivision (a)(4) or otherwise in

accord®ce with applicable law;

(5) Matient identifving information that is collected and processed in

accordance witg 42 C.F.R. part 2 (confidentiality of substance use disorder

patient records);

(6) patient safetMgvork product that is created for purposes of improving

patient safety under 42 C.RR. part 3 (patient safety organizations and patient

safety work product);

(7)_information or documen®created for the purposes of the Healthcare

Quality Improvement Act of 1986, 42%/J.S.C. § 11101-11152, and regulations

adopted to implement that act;

(8) information that originates from, & is intermingled so as to be

indistinguishable from, information described in Mbdivisions (3)—(7) of this

subsection that a covered entity, business associate,¥or a_qualified service

organization program creates, collects, processes, uses, & maintains in the

same _manner_as_is_required under the laws, regulations, Wnd guidelines

described in subdivisions (3)—(7) of this subsection;

(9) information processed or maintained solely in connection , and

for the purpose of. enabling:
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N\ Dusiness entity;

C) an individual’s contractual relationship with a business entity;

My an_individual’s receipt of benefits from an _employer, including

benefits for the dividual’s dependents or beneficiaries; or

(E) notice W an emergency to persons that an individual specifies;

(10) any activiM that involves collecting, maintaining, disclosing,

selling, communicating, or Ming information for the purpose of evaluating a

consumer’s _creditworthiness, edit  standing, credit _capacity, character,

general reputation, personal characNyistics, or mode of living if done strictly

in_accordance with the provisions of the¥air Credit Reporting Act, 15 U.S.C.

§ 1681-1681x, as may be amended, by:

(A) a consumer reporting agency;

(B) a person who furnishes information W a consumer reporting

agency under 15 U.S.C. § 1681s-2 (responsibilities of furiMghers of information

to consumer reporting agencies); or

(C) a person who uses a consumer report as provided %g 15 U.S.C.

§ 1681b(a)(3) (permissible purposes of consumer reports);

(11) information collected, processed, sold, or disclosed under ar¥ in
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B) the Airline Deregulation Act, Pub. L. No. 95-504, only to the

extent thatWgn _air carrier collects information related to prices, routes, or

services, and o to the extent that the provisions of the Airline Deregulation

Act preempt this chWter;

(C) the Farm ®edit Act, Pub. L. No. 92-181, as may be amended; or

(D) federal polid under 21 U.S.C. § 830 (regulation of listed

chemicals and certain machines ¥

(12) nonpublic personal infoMpnation that is processed by a financial

institution_or data subject to the Gram each-Bliley Act, Pub. L. No. 106-

102, and regulations adopted to implement t/Mg act;

(13) information that originates from, ors intermingled so as to be

indistinguishable from, information described in Wbdivision (12) of this

subsection _and that a controller or processor collectsMprocesses, uses, or

maintains in_the same manner as _is required under the lawagnd regulations

specified in subdivision (12) of this subsection;

(14) a financial institution, credit union, independent trust pany,

’

broker-dealer. or investment adviser or a financial institution’s, credit uni®g’s
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desXibed in 12 U.S.C. § 1843(k);

(M) a person regulated pursuant to part 3 of Title 8 (chapters 101-165)

other than%g person_that, alone or in combination with another person,

establishes anMgmaintains a self-insurance program and that does not

otherwise engage inWhe business of entering into policies of insurance;

(16) a third-parM administrator, as that term is defined in the Third

Party Administrator Rule ad®&pted pursuant to 18 V.S.A. § 9417;

(17) a nonprofit organizcon that is established to detect and prevent

fraudulent acts in connection with inSrance;

(18) a public service company s®pject to the rules and orders of the

Vermont Public Utility Commission regar¥ng data sharing and service

quality;

(19) an educational institution subject to the F&nily Educational Rights

and Privacy Act, 20 U.S.C. § 1232¢, and regulations d¥opted to implement

that act;

(20) personal data of a victim or witness of child abi¥¢, domestic

violence, human trafficking, sexual assault, violent felony, or stalkiiMg that a

victim services organization collects, processes, or maintains in the cour¥
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ordMgizations to facilitate provision of health care services; or

(X) noncommercial activity of:

M a publisher, editor, reporter. or other person who is connected

with or emploV&d by a newspaper, magazine, periodical, newsletter, pamphlet,

report, or other puBgcation in general circulation;

(B) a radio & television station that holds a license issued by the

Federal Communications Mgmmission;

(C) a nonprofit orgaMzation that provides programming to radio or

television networks; or

(D) an entity that provides aRginformation service, including a press

association or wire service.

(b) _Controllers, processors, and consum®& health data controllers that

comply with the verifiable parental consent requidgments of COPPA shall be

deemed compliant with any obligation to obtain parefal consent pursuant to

this chapter, including pursuant to section 2420 of this title?

¢ 2418. CONSUMER PERSONAL DATA RIGHTS

(a) A consumer shall have the right to.

(1) confirm whether or not a controller is processing the corMgmer’s

personal data and access the personal data, unless the confirmation or acess
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to Which the controller has transferred, at the controller’s election, either the

consu ’s personal data or any personal data;

(3) Mrect inaccuracies in the consumer’s personal data, taking into

account the naiXe of the personal data and the purposes of the processing of

the consumer’s pers&al data;

(4) delete persondata provided by, or obtained about, the consumer;

(5) obtain a copy oMghe consumer’s personal data processed by the

controller, in a portable and, to%he extent technically feasible, readily usable

format that allows the consumer tOWransmit the data to another controller

without hindrance, where the processinds carried out by automated means,

provided such controller shall not be required®o reveal any trade secret; and

(6) opt out of the processing of the personddata for purposes of:

(A) targeted advertising;

(B) the sale of personal data; or

(C) profiling in furtherance of solely automate® decisions that

produce legal or similarly significant effects concerning the consumer:

(b)(1) A consumer may exercise rights under this section by subMtting a

request to _a controller using the method that the controller specifies itghe
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thMgurpose described in subdivision (1) of this subsection, but the controller

may re@yire the consumer to use an account the consumer previously created.

(3) Aguardian or conservator may exercise the rights under this section

on behalf of a &nsumer that is subject to a guardianship, conservatorship, or

other protective arMgngement.

(4)(4) A consMner may designate another person to act on the

consumer’s _behalf as theNonsumer’s authorized agent for the purpose of

exercising the consumer’s rioWs under subdivision (a)(4) or (a)(6) of this

section.

(B) The consumer may desigigte an authorized agent by means of an

internet link, browser setting, browser exteMgion, global device setting, or other

technology that enables the consumer to exerc¥e the consumer’s rights under

subdivision (a)(4) or (a)(6) of this section.

(c) Except as otherwise provided in this chapter, d%ontroller shall comply

with a request by a consumer to exercise the consumW rights authorized

pursuant to this chapter as follows.

(1)(4) A controller shall respond to the consumer without Mgdue delay,

but not later than 60 days after receipt of the request.

(B) The controller may extend the response period by 45 additi®al
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ext&sion within the initial 60-day response period and of the reason for the

extensing.

(2) X a controller declines to take action regarding the consumer’s

request, the coMgroller shall inform the consumer without undue delay, but not

later than 45 davs Mter receipt of the request, of the justification for declining

to take action and instMtions for how to appeal the decision.

(3)(4) Information Mpvided in response to a consumer request shall be

provided by a controller. free ¢ charge, once per consumer during any 12-

month period.

(B) If requests from a consuiMgr are manifestly unfounded, excessive,

or repetitive, the controller may charge theSgonsumer a reasonable fee to cover

the administrative costs of complying with theSequest or decline to act on the

request.

(C) The controller bears the burden of demMstrating the manifestly

unfounded, excessive, or repetitive nature of the request.

(4)(4) If a controller is unable to authenticate a requesMo exercise any

of the rights afforded under subdivisions (a)(1)—(5) of this s&ion using

commercially reasonable efforts, the controller shall not be required tMgomply

with a request to initiate an_action pursuant to this section and shall proXde
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infOgnation reasonably necessary to authenticate the consumer and the

consum®g’s request to exercise the right or rights.

(B A controller shall not be required to authenticate an opt-out

request, but a cOtroller may deny an opt-out request if the controller has a

good faith, reasonabMy and documented belief that the request is fraudulent.

(C) If a contro®gr denies an opt-out request because the controller

believes the request is fraudMent, the controller shall send a notice to the

person who made the request discMging that the controller believes the request

is fraudulent, why the controller belieV& the request is fraudulent, and that the

controller shall not comply with the requesi®

(5) A controller that has obtained persorMy data about a consumer from

a_source other than the consumer shall be deen®d in compliance with a

consumer’s request to delete the data pursuant to sub®gvision (a)(4) of this

section by:

(A) retaining a record of the deletion request and the Mpimum data

necessary for the purpose of ensuring the consumer’s personal datMgemains

deleted from the controller’s records and not using the retained data foMgn
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forNgny purpose except for those exempted pursuant to the provisions of this

chapte?

(6) Mcontroller may not condition the exercise of a right under this

section through

(A)  the Wse of anv false, fictitious, fraudulent, or materially

misleading statement or'Wepresentation; or

(B) the employmenWof anyv dark pattern.

(d) A controller shall estabMgh a process by means of which a consumer

may _appeal the controller’s refus® to take action on a request under

subsection (b) of this section. The contro¥er’s process must:

(1) Allow a reasonable period of tim&after the consumer receives the

controller’s refusal within which to appeal.

(2) Be conspicuously available to the consumen

(3) Be similar to the manner in which a consumer Must submit a request

under subsection (b) of this section.

(4) Require the controller to approve or deny the appeal wMin 45 days

after the date on which the controller received the appeal and to ify the

consumer_in_writing of the controller’s decision and the reasons for&he
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suMgit a complaint.

0 2419NDUTIES OF CONTROLLERS

(a) A cogroller shall:

(1) specMy in the privacy notice described in subsection (d) of this

section the expresMpurposes for which the controller is collecting and

processing personal dat®

(2) process personal Mga only:

(A) as reasonably neceSgary and proportionate to achieve a disclosed

purpose_for which the personal Mgta was collected, consistent with the

reasonable expectations of the consuMgr whose personal data is being

processed;

(B) for another disclosed purpose that Mycompatible with the context

in which the personal data was collected; or

(C) for a further disclosed purpose if the c®gtroller obtains the

consumer’s consent;

(3) establish, implement, and maintain reasonable aMginistrative,

technical, and physical data security practices to protect the confid®tiality,

integrity, and accessibility of personal data appropriate to the volume¥gnd
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thXgontroller’s processing of the consumer’s personal data that is at least as

easy d% the mechanism by which the consumer provided the consumer’s

consent an® upon revocation of the consent, cease to process the data as soon

as practicable, Qut not later than 60 days after receiving the request.

(b) A controlleMghall not:

(1) process pernal data bevond what is reasonably necessary and

proportionate to the proces¥ng purpose;

(2) process sensitive da®g about a consumer without first obtaining the

consumer’s consent or._if the contr®ler knows the consumer is a child, without

processing the sensitive data in accord®gce with COPPA;

(3)(A) except as provided in subd¥ision (B) of this subdivision (3),

process a_consumer’s personal data in a makger that discriminates against

individuals or otherwise makes unavailable the e3al enjoyment of goods or

services on the basis of an individual’s actual or peMgeived race, color. sex,

sexual orientation or gender identity, physical or mentalNgisability, religion,

ancestry, or national origin;

(B) subdivision (A) of this subdivision (3) shall not apply¥:

(i) _a private establishment, as that term is used in 4U.S.C.

§ 2000a(e) (prohibition against discrimination or segregation in place
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selXesting to prevent or mitigate unlawful discrimination; or

(iii) processing for the purpose of diversifving an applicant,

participant, W _consumer pool.

(4) proceSg a consumer’s personal data for the purposes of targeted

advertising, of profilMg the consumer in furtherance of decisions that produce

legal or similarly significRt effects concerning the consumer, or of selling the

consumer’s _personal data wMout the consumer’s consent if the controller

knows that the consumer is at leasM{ 3 vears of age and not older than 16 years

of age; or

(5) discriminate or retaliate againsMg consumer who exercises a right

provided to the consumer under this chapter®or refuses to consent to the

collection or processing of personal data for a seMgrate product or service,

including by:

(4) denying goods or services;

(B) charging different prices or rates for goods or servicks; or

(C) providing a different level of quality or selection of ¥gods or

services to the consumer.
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per¥onal data from a consumer that the controller does not collect or

maintalg, or

(2) Wohibit a controller from offering a different price, rate, level of

quality, or sele®ion of goods or services to a consumer, including an offer for

no fee or charge, iMyonnection with a consumer’s voluntary participation in a

financial incentive profgam, such as a bona fide loyalty, rewards, premium

features, discount, or club 8&rd program.

(d)(1) A controller shall Movide to consumers a reasonably accessible,

clear, and meaningful privacy notidthat:

(A) lists the categories of peRonal data, including the categories of

sensitive data, that the controller processe

(B) describes the controller’s purpo¥es for processing the personal

(C) describes how a consumer may exercis&the consumer’s rights

under this chapter, including how a consumer may appeal 8controller’s denial

of a consumer’s request under section 2418 of this title;

(D) lists all categories of personal data, including the MWegories of

sensitive data, that the controller shares with third parties;

(E) describes all categories of third parties with which the contr®er
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hoWyeach third party may process personal data;

F) specifies an e-mail address or other online method by which a

consumer W1 contact the controller that the controller actively monitors;

(G) Wgentifies the controller. including any business name under

which the controll®& registered with the Secretary of State and any assumed

business name that theontroller uses in this State;

(H) provides a cBar and conspicuous description of any processing

of personal data in which the Qontroller engages for the purposes of targeted

advertising, sale of personal data M third parties, or profiling the consumer in

furtherance of decisions that produc@&legal or similarly significant effects

concerning the consumer, and a procedurey which the consumer may opt out

of this type of processing; and

(1) describes the method or methods the C&troller has established for

a consumer to submit a request under subdivision 2415%)(1) of this title.

(2) The privacy notice shall adhere to the accessRility and usability

guidelines recommended under 42 U.S.C. chapter 126 (the Wmericans with

Disabilities Act) and 29 U.S.C. 794d (section 508 of the RehabiliMgion Act of

1973), including ensuring readability for individuals with disabilitieacross

various screen_resolutions and devices and employing design practices ¥gat
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suMgitting a consumer’s request to a controller must:

(M, take into account the ways in which consumers normally interact

with the cOroller. the need for security and reliability in communications

related to the re8uest, and the controller’s ability to authenticate the identity of

the consumer that es the request;

(2)  provide a &ar and conspicuous link to a website where the

consumer or an authorized Mgent may opt out from a controller’s processing of

the consumer’s personal data pRgsuant to subdivision 2418(a)(6) of this title

or,_solely if the controller does notave a capacity needed for linking to a

webpage, provide another method the coMgumer can use to opt out; and

(3) allow a consumer or authorizelagent to send a signal to the

controller that indicates the consumer’s prefereMge to opt out of the sale of

personal data or targeted advertising pursuant to SWbdivision 2418(a)(6) of

this title by means of a platform, technology, or mechanisMthat:

(A) does not unfairly disadvantage another controll%

(B) does not use a default setting but instead requires Mg consumer

or_authorized agent to make an_affirmative, voluntarv, and unamgiguous

choice to opt out;
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or Mechanisms required under federal or state laws or regulations,; and

E)  enables the controller to reasonably determine whether the

consumer h% made a legitimate request pursuant to subsection 2418(b) of this

title to opt out Pgsuant to subdivision 2418(a)(6) of this title.

(1) _If a consung or authorized agent uses a method under subdivision

(d)(1)() of this secti to opt out of a controller’s processing of the

consumer’s personal data pXgsuant to subdivision 2418(a)(6) of this title and

the decision conflicts with a conSmer’s voluntary participation in a bona fide

reward, club card, or loyalty procr®n or a program that provides premium

features or discounts in return for the cqsumer’s consent to the controller’s

processing of the consumer’s personal data, ¥qe controller may either comply

with the request to opt out or notify the consum® of the conflict and ask the

consumer to affirm that the consumer intends to witMdraw from the bona fide

reward, club card, or lovalty program or the program t/Ng provides premium

features or discounts. If the consumer affirms that the conMymer intends to

withdraw, the controller shall comply with the request to opt out.

¢ 2420. DUTIES OF CONTROLLERS TO MINORS

(a) A minor who is a resident of Vermont shall have the same righMg as

provided (U U OriSurnier _urtdcr uoutry o < U — U d C.
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prosded under subsection (a) of this section in the same manner as provided

to a coMgumer under subsection 2415(b) of this title.

(2) Agarent or legal guardian may exercise rights under this section on

behalf of the pdnt’s child or on behalf of a child for whom the guardian has

legal responsibility. Rl cuardian or conservator may exercise the rights under

this section on behalff a consumer that is subject to a guardianship,

conservatorship, or other pr3¥ective arrangement.

(c) Except as otherwise provMed in this chapter. a controller shall comply

with a request by a minor who is a r&ident of Vermont in the same manner as

provided under subsection 2418(c) of thiMitle and shall establish a process for

appeal in the same manner as provided undeMgubsection 2418(d) of this title.

(d) A controller shall not discriminate or rei®Miate against a known minor

who is a resident of Vermont who exercises a right prd&ided to the minor under

this chapter, including by:

(1) denving goods or services;

(2) charging different prices or rates for goods or services, 8

(3) providing a different level of quality or selection of goods orgervices

to the minor.
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pe¥onal data from a minor that the controller does not collect or maintain; or

(N prohibit a controller from offering a different price, rate, level of

quality, or$election of goods or services to a minor, including an offer for no

fee or charceMgn connection with a minor’s voluntary participation in a

financial incentiveSprogram, such as a bona fide lovalty, rewards, premium

features, discount, or cb card program.

(1) A controller shall i process the personal data of a known minor for

the purpose of targeted advertidg.

¢ 2421. DUTIES OF PROCESSO

(a) A processor shall adhere to a ®gntroller’s instructions and shall assist

the controller in meeting the controller’sblications under this chapter. In

assisting the controller. the processor must:

(1) enable the controller to respond tMrequests from consumers

pursuant to subsection 2418(b) of this title by means th¥{:

(A) take into account how the processor processo&personal data and

the information available to the processor; and

(B) use appropriate technical and organizational mea¥res to the

extent reasonably practicable; and

(2) _adopt administrative, technical, and physical safeguards thaMgre
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theSgersonal data and the information available to the processor:

(b) Rrocessing by a processor must be governed by a contract between the

controller dR the processor. The contract must:

(1) be vaXgd and binding on both parties;

(2) set fortiMclear instructions for processing data, the nature and

purpose of the processiMg, the tvpe of data that is subject to processing, and

the duration of the processi

(3) specify the rights andWbligations of both parties with respect to the

subject matter of the contract;

(4) ensure that each person that PRgcesses personal data is subject to a

duty of confidentiality with respect to the perNnal data;

(5) require the processor to delete the Wersonal data or return the

personal data to the controller at the controller’s dir®gtion or at the end of the

provision of services, unless a law requires the processor M retain the personal

data;

(6) require the processor to make available to the coniMgller, at the

controller’s request, all information the controller needs to verify Wat the

processor _has complied with all obligations the processor has under%his

ORI AL
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proRessor engages to assist with processing personal data on the controller’s

behalf &d in the subcontract require the subcontractor to meet the processor’s

obligationMgoncerning personal data; and

(8)(4) aRow the controller, the controller’s designee, or a qualified and

independent persoMghe processor engages, in accordance with an appropriate

and _accepted controMystandard, framework, or procedure, to assess the

processor’s policies and tc@hnical and organizational measures for complying

with the processor’s obligationSunder this chapter;

(B) require the processor® cooperate with the assessment; and

(C) at the controller’s requesW report the results of the assessment to

the controller.

(c) This section does not relieve a controllor processor from any liability

that accrues under this chapter as a result of thMontroller’s or processor’s

actions in processing personal data.

(d)(1) For purposes of determining obligations under (Mg chapter, a person

is a controller with respect to processing a set of personal daMyand is subject

to_an_action under section 2425 of this title to punish a viol®on of this

chapter, if the person.:

(A) does not adhere to a controller’s instructions to process¥he
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proXessing the personal data, alone or in concert with another person.

(M A determination under this subsection is a fact-based determination

that must Mge account of the context in which a set of personal data is

processed.

(3) A process& that adheres to a controller’s instructions with respect to

a specific processing of grsonal data remains a processor.

¢ 2422. DUTIES OF PROCKSSORS TO MINORS

(a) A processor shall adher&to the instructions of a controller and shall

assist the controller in meeting the c8&troller’s obligations under section 2420

of this title, taking into account:

(1) the nature of the processing;

(2) the information available to the proceSor by appropriate technical

and organizational measures; and

(3) whether the assistance is reasonably practica®e and necessary to

assist the controller in meeting its obligations.

(b) A contract between a controller and a processor musWsatisfy the

requirements in subsection 2421(b) of this title.

(c) Nothing in this section shall be construed to relieve a controll® or
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desXibed in section 2420 of this title.

(d) Wetermining whether a person is acting as a controller or processor

with respec®o a specific processing of data is a fact-based determination that

depends upon tMg context in which personal data is to be processed. A person

that is not limited Mythe person’s processing of personal data pursuant to a

controller’s instructionM or that fails to adhere to the instructions, is a

controller and not a process®& with respect to a specific processing of data. A

processor that continues to adhe®g to a controller’s instructions with respect to

a specific processing of personal dMa remains a processor. If a processor

begins, alone or jointly with others, deteMgining the purposes and means of the

processing of personal data, the processor ™ga controller with respect to the

processing and may be subject to an enforcemenMgction under section 2425 of

this title.

¢ 2423. DE-IDENTIFIED OR PSEUDONYMOUS DATA

(a) A controller in possession of de-identified data shall:

(1) take reasonable measures to ensure that the data cann® be used to

re-identify _an identified or identifiable individual or be associatedWyith an

individual or device that identifies or is linked or reasonably linkable (& an
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attMgpting to re-identify the data; and

contractually obligate any recipients of the de-identified data to

comply withe provisions of this chapter.

(b) This secti® does not prohibit a controller from attempting to re-identify

de-identified data soM{y for the purpose of testing the controller’s methods for

de-identifying data.

(c) This chapter shall not We construed to require a controller or processor

(1) re-identifv de-identified data®or

(2) maintain _data in_identifiable &m, or collect, obtain, retain, or

access any data or technology, in order to asso®ate a consumer with personal

data in order to authenticate the consumer’s requesMunder subsection 2418(b)

of this title; or

(3) _comply with an authenticated consumer righ% request if the

controller:

(4) is not reasonably capable of associating the requestNith the

personal data or it would be unreasonably burdensome for the controll® to
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spMfic consumer who is the subject of the personal data or associate the

person® data with other personal data about the same specific consumer; and

does not sell or otherwise voluntarily disclose the personal data

to any third paMy, except as otherwise permitted in this section.

(d) The rights Morded under subdivisions 2418(a)(1)—(5) of this title shall

not_apply to pseudonWgious data in cases where the controller is able to

demonstrate that any infoRgation necessary to identifv the consumer is kept

separately and is subject to eff&tive technical and organizational controls that

prevent the controller from accessiMg the information.

(e) A controller that discloses oMgtransfers pseudonymous data or de-

identified data shall exercise reasonable oWgrsight to monitor compliance with

any contractual commitments to which the pseMgonyvmous data or de-identified

data is subject and shall take appropriate steps W address any breaches of

those contractual commitments.

¢ 2424. CONSTRUCTION OF DUTIES OF CONTROLLERS AND

PROCESSORS

(a) _This chapter shall not be construed to restrict a Wgntroller’s,

processor’s, or consumer health data controller’s ability to.

(1) _comply with federal, state, or municipal laws, ordinances¥or
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subWpena, or summons by federal, state, municipal, or other governmental

authori®gs;

(3) OMgperate with law enforcement agencies concerning conduct or

activity that th&controller, processor, or consumer health data controller

reasonably and in ¢Od faith believes may violate federal, state, or municipal

laws, ordinances, or reguMgions;

(4) carry out obligatioMg under a contract under subsection 2421(b) of

this title for a federal, State, tribal®r local government entity;

(5) investigate, establish, exerciSN prepare for. or defend legal claims;

(6) provide a product or service spe¥fically requested by the consumer

to whom the personal data pertains;

(7) _perform under a contract to which a con er is a party, including

fulfilling the terms of a written warranty;

(8) take steps at the request of a consumer prior 8% entering into a

contract;

(9) take immediate steps to protect an interest that is essentidk for the

life or phvsical safety of the consumer or another individual, and wher®the
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phWgcal security incident, including an intrusion or trespass, medical alert, or

ire aldWgn;

(11) revent, detect, protect against, or respond to identity theft, fraud,

harassment, m&icious or deceptive activity, or any criminal activity targeted at

or involving the colgroller or processor or its services, preserve the integrity or

security of systems, or¥nvestigate, report, or prosecute those responsible for

the action;

(12)  assist _another Wgntroller, processor. consumer health data

controller, or third party with any Mghe obligations under this chapter; or

(13) process personal data for Masons of public interest in the area of

public health, community health, or popul®gon health, but solely to the extent

that the processing is.

(A) subject to suitable and specific measWes to safeguard the rights

of the consumer whose personal data is being processc®% and

(B) under _the responsibility of a profeSonal subject to

confidentiality obligations under federal, state, or local law.

(b) The obligations imposed on controllers, processors, or con er health

data controllers under this chapter shall not restrict a controller’s, pro®gssor’s,

or consumer _health data controller’s ability to collect, use, or retain datior
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serXces, or technology;

(M effectuate a product recall; or

(3) 1%ntifv and repair technical errors that impair existing or intended

functionality.

(c)(1) The obliNgtions imposed on controllers, processors, or consumer

health data controllers Mgder this chapter shall not apply where compliance by

the controller, processor. or Wonsumer _health data controller with this chapter

would violate an evidentiary pri‘dege under the laws of this State.

(2)  This chapter shall notpe construed to prevent a controller

processor,_or _consumer_health data coroller from providing personal data

concerning a consumer to a person covered Wy an evidentiary privilege under

the laws of the State as part of a privileged commWgication.

(d)(1) A controller, processor, or consumer he®th data controller that

discloses personal data to a processor or third-party cont™ller pursuant to this

chapter shall not be deemed to have violated this chapter if %e processor or

third-party controller that receives and processes the personal ®gta violates

this chapter, provided, at the time the disclosing controller, proc®&sor, or

consumer_health data controller disclosed the personal data, the disclONng
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thixchapter:

(N A third-party controller or processor receiving personal data from a

controller, Wocessor, or consumer_health data controller in compliance with

this chapter is%got in violation of this chapter for the transgressions of the

controller, processO or consumer health data controller from which the third-

party controller or pro®gssor receives the personal data.

(e) This chapter shall n% be construed to:

(1) impose any obligatio on a controller. processor. or consumer health

data controller that adversely afi&ts the rights or freedoms of any person,

including the rights of any person:

(A) to freedom of speech or freMom of the press guaranteed in the

First Amendment to the U.S. Constitution; or

(B) under 12 V.S.A. S 1615; or

(2) apply to any person’s processing of person® data in the course of

the person’s purely personal or household activities.

(f)(1) Personal data processed by a controller or consuMer health data

controller pursuant to this section may be processed to the exi®t that the

processing is:

(A) reasonably necessary and proportionate to the purposes list in
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thpecific purposes listed in this section.

(M (A) Personal data collected, used, or retained pursuant to subsection

(b) of thisSection shall, where applicable, take into account the nature and

purpose or purkgses of the collection, use, or retention.

(B) PersOWgal data collected, used, or retained pursuant to subsection

(b) of this section shalNpe subject to reasonable administrative, technical, and

physical measures to prot the confidentiality, integrity, and accessibility of

the personal data and to reMyce reasonably foreseeable risks of harm to

consumers relating to the collectioMyuse, or retention of personal data.

(¢) If a controller or consumer hW/th data controller processes personal

data pursuant to an _exemption in this s&tion, the controller or consumer

health data controller bears the burden of deMgonstrating that the processing

qualifies for the exemption and complies with thMgequirements in subsection

(f) of this section.

(h) _Processing personal data for the purposes expresMy identified in this

section shall not solely make a legal entity a controller or Mgnsumer health

data controller with respect to the processing.

¢ 2425. ENFORCEMENT: ATTORNEY GENERAL'S POWERS

(a) The Attorney General shall have exclusive authority to enj&ce
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violgtion of any provision of this chapter, issue a notice of violation to the

controMgr or consumer health data controller if the Attorney General

determines%at a cure is possible.

(2) ThMAttorney General may, in determining whether to grant a

controller, process®& or consumer health data controller the opportunity to

cure_an_alleged violMon described in subdivision (1) of this subsection,

consider:

(A) the number of vioWgtions,

(B) the size and complex¥ of the controller, processor, or consumer

health data controller;

(C) the nature and extent ofMthe controller’s, processor’s, or

consumer health data controller’s processing a®&ivities;

(D) the substantial likelihood of injury to%e public;

(E) the safety of persons or property;

(F) _whether the alleged violation was likely c8sed by human or

technical error; and

(G) the sensitivity of the data.

(c) Annually, on or before February 1, the Attorney General shall %bmit a

report to the General Assembly disclosing:




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 159 of 330

(3) the number of violations that were cured during the available cure

period Xgnd

(4) Wgnyv other matter the Attorney General deems relevant for the

purposes of th¥eport.

(d) This chapt® shall not be construed as providing the basis for, or be

subject to, a private ri%t of action for violations of this chapter or any other

law.

(e) A violation of the requiMgnents of this chapter shall constitute an unfair

and deceptive act in commerce inNiolation of section 2453 of this title and

shall be enforced solely by the Attorrgy General, provided that a consumer

private right of action under subsection 2M1(b) of this title shall not apply to

the violation.

¢ 2426. CONFIDENTIALITY OF CONSUMER HRJLTH DATA

Except as provided in subsections 2417(a) and (b)®f this title and section

2424 of this title, no person shall:

(1) provide any employee or contractor with access to nsumer health

data unless the employvee or contractor is subject to a contractualy statutory

duty of confidentiality;

(2) provide any processor with access to consumer health data urRess
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feeMyof any health care facility, including any mental health facility or

reprodi¥gtive or sexual health facility, for the purpose of identifying, tracking,

collecting Mgta from, or sending any notification to a consumer regarding the

consumer’s coumer health data; or

(4) sell or oer to sell consumer health data without first obtaining the

consumer’s consent.

Sec. 2. 3V.S.A. § 5023 is Myended to read:

$35023. ARTIFICIAL INTELLNGENCE AND DATA PRIVACY

ADVISORY COUNCIL
(a)(1) Advisory Council. There \established the Artificial Intelligence

and Data Privacy Advisory Council to:

(A) provide advice and counsel to Wge Director of the Division of
Artificial Intelligence with-regard-te on the Divisioks responsibilities to review
all aspects of artificial intelligence systems developed¥mployed, or procured
in State government-,

(B) The—€Councit- in consultation with the Director § the Division,
shatt-also engage in public outreach and education on artificial ini&ligence;

(C) provide advice and counsel to the Attorney General in 8grrying

out the Attorney General’s enforcement responsibilities under the VeriRont
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reCynmendations for improving data privacy in Vermont, including:

(i) development of education and outreach to consumers and

businesses W the Vermont Data Privacy Act; and

11 recommendations for improving the scope of health-care

exemptions under Mg Vermont Data Privacy Act, including based on.

(1) res®rch on the effects on the health care industry of the

health-related data-level enptions under the Oregon Consumer Privacy Act;

(II) economic Malysis of compliance costs for the health care

industry; and

(IIl) _an _analysis of h®&lth-related entities excluded from the

health-care exemptions under 9 V.S.A. § 2MJ (a)(2)—(8).

(2)(4)  The Advisory Council shallgeport its findings and any

recommendations under subdivision (1)(D) of this Wbsection (a) to the Senate

Committees on Economic Development, Housing amMg General Affairs, on

Health _and Welfare, and on Judiciary and the HoMe Committees on

Commerce and Economic Development, on Health Care, and W Judiciary on

or before January 15, 20235.

(B) The Advisory Council shall have the authority to Bgablish

subcommittees _to carry out the purposes of subdivision (1)(D) of Wis

HoSC Ot (d).
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.........

(1) Members. The Advisory Council shall be composed of the following

membe

(AN, the Secretary of Digital Services or designee;

(B) MWge Secretary of Commerce and Community Development or
designee;

(C) the Commgsioner of Public Safety or designee;

(D) the Executiv@Director of the American Civil Liberties Union of
Vermont or designee;

(E) one member who is ®g expert in constitutional and legal rights,
appointed by the Chief Justice of the Sthreme Court;

(F) one member with experiencqin the field of ethics and human
rights, appointed by the Governor,

(G) one member who is an academic Ma postsecondary institute,
appointed by the Vermont Academy of Science and Endgeering;

(H) the Commissioner of Health or designee;

(I) the Executive Director of Racial Equity or design e

(J) the Attorney General or designee;

(K) the Secretary of Human Services or designee;

(L) one member representing Vermont small businesses, appointc%b
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Comgmittee on Committees.

Chair. Members of the Advisory Council shall elect by majority vote
the Chair Xthe Advisory Council. Members of the Advisory Council shall be
appointed on & before August 1, 2022 in order to prepare as they deem
necessary for the eXgablishment of the Advisory Council, including the election

of the Chair of the AdV®pory Council, except that the members appointed under

subdivisions (K)—(M) of sidivision (1) of this subsection shall be appointed

on or before August 1, 2024.

(3) Qualifications. MembeMyshall be drawn from diverse backgrounds
and, to the extent possible, have experi®8ce with artificial intelligence.

(c) Meetings. The Advisory Council sMgll meet at the call of the Chair as
follows:

(1) on or before January 31, 2024, not moreNgan 12 times; and
(2) on or after February 1, 2024, not more than Ronthly.

(d) Quorum. A majority of members shall constitud a quorum of the
Advisory Council. Once a quorum has been established, the v¥g¢ of a majority
of the members present at the time of the vote shall be an act of Mg Advisory
Council.

(e) Assistance. The Advisory Council shall have the administrative¥gnd
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emMpyees of the State of Vermont and who are not otherwise compensated or
reimbuMgd for their attendance shall be entitled to compensation and expenses
as provided®g 32 V.S.A. § 1010.

(g) Consultqion. The In its advice and counsel to the Director of the

Division of ArtificidRIntelligence, the Advisory Council shall consult with any

relevant national bodi® on artificial intelligence, including the National
Artificial Intelligence Advis8&y Committee established by the Department of

Commerce, and its applicability Vermont. In its advice and counsel to the

Attorney General, the Advisoryv uncil shall consult with enforcement

authorities in states with comparable corMgrehensive data privacy regimes.
(h) Repeal. This section shall be repealecgn June 30, 2027.

(i) Limitation. The advice and counsel of ti Advisory Council shall not

limit the discretionary authority of the Attorney GeneMyl to enforce the Vermont

Data Privacy Act.

Sec. 3. 9 V.S.A. chapter 62 is amended to read:
CHAPTER 62. PROTECTION OF PERSONAL INFORMMJON

Subchapter 1. General Provisions

$ 2430. DEFINITIONS
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thigtle.

XA1) “Brokered personal information” means one or more of the
following cOgputerized data elements about a consumer, if categorized or
organized for disN\gmination to third parties:

(i) namey

(ii) address;

(iii) date of birth,
(iv) place of birth;

(v) mother’s maiden namey

(Vl) uniqre—biometric—datagenerated O TS T
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representationof biometric data;

(vii) name or address of a member of the consumeMg immediate

family or household;

(viii)  Social Security number or other government-is¥ged
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inf&mation sold or licensed, would allow a reasonable person to identify the
consun®y with reasonable certainty.

(BN, “Brokered personal information” does not include publicly

available inforRgation to-the-extent-that-it-isrelated—to-a—consuner-s—business

er-profession as thdterm is defined in section 2415 of this title.

2H(3) “Businessmeans a controller, a consumer health data controller,

a_processor, _or_a commgrcial entity, including a sole proprietorship,

partnership, corporation, ass&iation, limited liability company, or other
group, however organized and who¥er or not organized to operate at a profit,
including a financial institution organ¥ed, chartered, or holding a license or
authorization certificate under the laws Q¢ this State, any other state, the
United States, or any other country, or the palt, affiliate, or subsidiary of a
financial institution, but does not include the ¥ate, a State agency, any
political subdivision of the State, or a vendor acting soly on behalf of, and at
the direction of, the State.

3(4) “Consumer” means an individual vesiding—inthiNState who is a

resident of the State or an individual who is in the State at the ¥me a data

broker collects the individual’s data.

(5)  “Consumer health data controller” has the same meaning M in
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“4H7)(A) “Data broker” means a business, or unit or units of a
busines\separately or together, that knowingly collects and sells or licenses to
third partieéghe brokered personal information of a consumer with whom the
business does n& have a direct relationship.

(B) ExamMes of a direct relationship with a business include if the
consumer is a past or pr&gent:

(i) customer, CRgnt, subscriber, user, or registered user of the
business’s goods or services;

(ii) employee, contractoMpr agent of the business;

(iii) investor in the business¥gr

(iv) donor to the business.

(C) The following activities conducgd by a business, and the
collection and sale or licensing of brokered personal¥gformation incidental to
conducting these activities, do not qualify the business as ®data broker:

(i)  developing or maintaining third-party ¥g-commerce or
application platforms;
(ii) providing 411 directory assistance or directory inf&mnation

services, including name, address, and telephone number, on behalf of or%g a



BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 168 of 330

coMgumer’s business or profession; or

(iv)  providing publicly available information via real-time or
near-real-t®ge alert services for health or safety purposes.

(D) ™ phrase “sells or licenses” does not include:

(i) a oRg-time or occasional sale of assets of a business as part of
a transfer of control ofghose assets that is not part of the ordinary conduct of
the business, er

(ii) a sale or liggse of data that is merely incidental to the
business; or

(iii)  the disclosure of Mokered personal information that a

consumer intentionally made available to %ee general public via a channel of

mass media and did not restrict to a specific ailence.

)8)(4)  “Data broker security breach¥ means an unauthorized
acquisition or a reasonable belief of an unauthorized &quisition of more than
one element of brokered personal information maintaine® by a data broker
when the brokered personal information is not encrypte®y redacted, or
protected by another method that renders the information unM®adable or
unusable by an unauthorized person.

(B) “Data broker security breach” does not include good faitiMut
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thaWghe brokered personal information is not used for a purpose unrelated to
the dat@broker’s business or subject to further unauthorized disclosure.

(O\, In determining whether brokered personal information has been
acquired or is Rgasonably believed to have been acquired by a person without
valid authorizatiomya data broker may consider the following factors, among
others:

(i) indicationWghat the brokered personal information is in the
physical possession and contrdgof a person without valid authorization, such
as a lost or stolen computer or &her device containing brokered personal
information;

(ii) indications that the brok®gd personal information has been
downloaded or copied;

(iii) indications that the brokered perMgnal information was used
by an unauthorized person, such as fraudulent account§opened or instances of
identity theft reported; or

(iv) that the brokered personal information has be® made public.

€6)(9) “Data collector” means a person who, for any purp®e, whether
by automated collection or otherwise, handles, collects, dissemin®es, or
otherwise deals with personally identifiable information, and includesWghe
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coMganies, financial institutions, and retail operators.

M(10) “Encryption” means use of an algorithmic process to transform
data into a¥prm in which the data is rendered unreadable or unusable without
use of a confid®tial process or key.

8)}(11) “Lic@gse” means a grant of access to, or distribution of, data by
one person to another¥§ exchange for consideration. A use of data for the
sole benefit of the data pMgvider, where the data provider maintains control
over the use of the data, is not 8license.

H(12) “Login credentials Wneans a consumer’s user name or e-mail
address, in combination with a passwokl or an answer to a security question,
that together permit access to an online acqunt.

) (13)(A) “Personally identifiable infgmation” means a consumer’s
first name or first initial and last name in combind®n with one or more of the
following digital data elements, when the data eleni®ts are not encrypted,
redacted, or protected by another method that renders Mggm unreadable or
unusable by unauthorized persons:

(i) a Social Security number;
(ii) a driver license or nondriver State identification cardWgmber,

individual taxpayer identification number, passport number, milMgry



H.121

BILL AS PASSED BY THE HOUSE AND SENATE
Page 171 of 330

2023

for®g commercial transaction,

(iii) a financial account number or credit or debit card number, if

the numbeMcould be used without additional identifying information, access

codes, or passWgrds;

(iv) aRassword, personal identification number, or other access

code for a financial ac@&unt;
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representationof biometric data;

(vi) genetic information, and

(vii)(I) health records or records of a Wellness program or similar
program of health promotion or disease prevention;

(I1) a health care professional’s medical di®¥gnosis or treatment

of the consumer, or
(I11) a health insurance policy number.

(B) “Personally identifiable information” does not mean Wublicly

available information that is lawfully made available to the general piRlic
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HH(15) “Record” means any material on which written, drawn,
spokenWyisual, or electromagnetic information is recorded or preserved,
regardless Mphysical form or characteristics.

H2)(16) QRedaction” means the rendering of data so that the data are
unreadable or are tMgicated so that #e not more than the last four digits of the
identification number ar&accessible as part of the data.

@3H17)(4)  “SecurMy breach” means unauthorized acquisition of
electronic data, or a reasonallg belief of an unauthorized acquisition of
electronic data, that compromises th&security, confidentiality, or integrity of a
consumer’s personally identifiable inforimgtion or login credentials maintained
by a data collector.

(B) “Security breach” does not includ®good faith but unauthorized
acquisition of personally identifiable information oMgogin credentials by an
employee or agent of the data collector for a legitimatdurpose of the data
collector, provided that the personally identifiable inforMgtion or login
credentials are not used for a purpose unrelated to the datMycollector’s
business or subject to further unauthorized disclosure.

(C) In determining whether personally identifiable informatioRor
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comgder the following factors, among others:

(i) indications that the information is in the physical possession
and controRof a person without valid authorization, such as a lost or stolen
computer or otRgr device containing information,

(ii) iMications that the information has been downloaded or
copied;

(iii) indicatioMthat the information was used by an unauthorized
person, such as fraudulent d¥ounts opened or instances of identity theft
reported, or

(iv) that the information h® been made public.

% sk ok

Subchapter 2. Seeurity-Breach-Notice A8 Data Security Breaches
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¢ 2436. NOTICE OF DATA BROKER SECURITY BRNdCH

(a) Short title. This section shall be known as the D&a Broker Security

Breach Notice Act.

(b) Notice of breach.

(1) Except as otherwise provided in subsection (c) of this seciqgn, any

data broker shall notify the consumer that there has been a data br&er

cCur V _Oredcr JILLOWILITY U overy oOr rio ULLOT U e _udltd Uroner_ o e




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 174 of 330

poMgble and without unreasonable delay, but not later than 45 davs after the

discov® or notification, consistent with the legitimate needs of the law

enforcemeryagency, as provided in subdivisions (3) and (4) of this subsection,

or with any m&sures necessary to determine the scope of the security breach

and restore the re®onable integrity, security, and confidentiality of the data

system.

(2) A data broker$hall provide notice of a breach to the Attorney

General as follows:

(A)(i) The data broker sh&l notifv the Attorney General of the date of

the security breach and the date of dis@&very of the breach and shall provide a

preliminary description of the breach with¥g 14 business davs, consistent with

the legitimate needs of the law enforcement ag®gcv, as provided in subdivisions

(3) and (4) of this subsection (b), after the datMbroker’s discovery of the

security breach or when the data broker provides notic&o consumers pursuant

to this section, whichever is sooner.

(ii) If the date of the breach is unknown at the tiMg notice is sent

to the Attorney General, the data broker shall send the Attorney Seneral the

date of the breach as soon as it is known.

(iii) Unless otherwise ordered by a court of this State for Mgod
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Ati&ney General, a State’s Attorney, or another law enforcement officer

engagoM in legitimate law enforcement activities without the consent of the

data broke

(B) (i) hen the data broker provides notice of the breach pursuant to

subdivision (1) of Mgs subsection (b), the data broker shall notify the Attorney

General of the numbeXof Vermont consumers_affected, if known to the data

broker,_and shall provide W& copy of the notice provided to consumers under

subdivision (1) of this subsecti® (b).

(ii) The data broker Mgy send to the Attorney General a second

copy _of the consumer notice, from Vich is redacted the tvpe of brokered

personal information that was subject to 1/ breach, that the Attorney General

shall use for any public disclosure of the breac

(3) The notice to a consumer required My this subsection shall be

delayved upon request of a law enforcement agency. A Wgw enforcement agency

may _request_the delay if it believes that notification May impede a law

enforcement investigation or a national or Homeland SecuritySvestigation or

jeopardize public safety or national or Homeland Security inter®ts. In the

event law enforcement makes the request for a delay in a manner otheMghan in

writing, the data broker shall document the request contemporaneous/W in
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enf&cement agency shall promptly notify the data broker in writing when the

law enj8&cement agency no longer believes that notification may impede a law

enforcemen®nvestigation or a national or Homeland Security investigation, or

jeopardize publ® safety or national or Homeland Security interests. The data

broker shall providMgotice required by this section without unreasonable delay

upon_receipt _of a wMgten communication, which includes facsimile or

electronic communication, Mgm_the law enforcement agency withdrawing its

request for delay.

(4) _The notice to _a consuMgr required in _subdivision (1) of this

subsection _shall be clear and conspiciMus. A notice to a consumer of a

security breach involving brokered persorMg information shall include a

description of each of the following, if known to tMg data broker:

(A) the incident in general terms;

(B) the tvpe of brokered personal information /Mg was subject to the

security breach;

(C) the general acts of the data broker to protect Wge brokered

personal information from further security breach;

(D) a telephone number, toll-free if available, that the consumer¥ga
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acOqunt statements and monitoring free credit reports; and

F) the approximate date of the data broker security breach.

(5) Mydata broker may provide notice of a security breach involving

brokered persoMgl information to a consumer by two or more of the following

methods:

(A) written noMge mailed to the consumer’s residence;

(B) electronic noti®%, for those consumers for whom the data broker

has a valid e-mail address, if-

(i) the data broker’s prgary method of communication with the

consumer_is by electronic means, the Xectronic notice does not request or

contain_a_hypertext link to a request thaitNghe consumer provide personal

information, and the electronic notice conspicuo¥sly warns consumers not to

provide personal information in response to el®ronic communications

regarding security breaches; or

(ii) _ the notice is comsistent with the provMgons regarding

electronic records and signatures for notices in 15 U.S.C. § 7001;

(C) _telephonic _notice, provided that telephonic contact made

directly with each affected consumer and not through a prerecorded messqge;
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theNgvent the data broker cannot effectuate notice by any other means.

c) Mgception.

(1) Mice of a security breach pursuant to subsection (b) of this section

is not required Mthe data broker establishes that misuse of brokered personal

information is not r&gsonably possible and the data broker provides notice of

the determination that e misuse of the brokered personal information is not

reasonably possible pursuanWo the requirements of this subsection. If the data

broker establishes that misuse W the brokered personal information is not

reasonably possible, the data brokeMghall provide notice of its determination

that misuse of the brokered personal irMgrmation is not reasonably possible

and _a detailed explanation for said detern®gation to the Vermont Attorney

General. The data broker may designate its notiod&and detailed explanation to

the Vermont Attorney General as a trade secret ij%he notice and detailed

explanation _meet the definition of trade secret comMgined in 1 V.S.A.

9 317(c)(9).

(2) _If a data broker established that misuse of brokeMgd personal

information _was _not_reasonably possible under subdivision (1)%of this

subsection and subsequently obtains facts indicating that misuse ofWhe
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SecRon.

(d) Waiver. Any waiver of the provisions of this subchapter is contrary to

public policand is void and unenforceable.

e) Enforcergnt.

(1) With resp&¢t to a controller or processor other than a controller or

processor licensed or ro%gstered with the Department of Financial Regulation

under title 8 or this title, thttorney General and State’s Attorney shall have

sole and full authority to investi®gte potential violations of this chapter and to

enforce, prosecute, obtain, and impoXg remedies for a violation of this chapter

or any rules or regulations adopted purant to this chapter as the Attorney

General and State’s Attorney have under chdWer 63 of this title. The Attorney

General may refer the matter to the State’s AttOWey in_an appropriate case.

The Superior Courts shall have jurisdiction over Wgny enforcement matter

brought by the Attorney General or a State’s Attorney undg this subsection.

(2)  With respect to a controller or processor thaMis licensed or

registered with the Department of Financial Regulation under tMe 8 or this

title, the Department of Financial Regulation shall have the full autMgrity to

investicate potential violations of this chapter and to enforce, prose®te
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8 ONthis title or any other applicable law or regulation.

% sk ok

Subchapter 5. Data Brokers

$ 2446. DATARQROKERS; ANNUAL REGISTRATION

(a) Annually, oRor before January 31 following a year in which a person
meets the definition of¥ata broker as provided in section 2430 of this title, a
data broker shall:

(1) register with the SecMgary of State;
(2) pay a registration fee of ¥ 00.00; and
(3) provide the following inform®&gon:

(A) the name and primary phySgcal, e-mail, and Internet internet
addresses of the data broker;

(B) if the data broker permits a consulger to opt out of the data
broker’s collection of brokered personal information, 8t out of its databases,
or opt out of certain sales of data:

(i) the method for requesting an opt-out;

(ii) if the opt-out applies to only certain activities or Wgles, which
ones, and

(iii) whether the data broker permits a consumer to authoridg a
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actWgties from which a consumer may not opt out;
D) a statement whether the data broker implements a purchaser
credentialilgprocess,

(E) th&qumber of data broker security breaches that the data broker
has experienced diMgng the prior year, and if known, the total number of
consumers affected by t/gbreaches;

(F) where the datdroker has actual knowledge that it possesses the
brokered personal information & minors, a separate statement detailing the
data collection practices, databases¥gales activities, and opt-out policies that
are applicable to the brokered personal iMprmation of minors, and

(G) any additional information W explanation the data broker
chooses to provide concerning its data collection Wactices.

(b) A data broker that fails to register pursuant¥p subsection (a) of this
section is liable to the State for:
(1) a civil penalty of $50-00 3125.00 for each day—not¥g-exceed-atota
of 340-000-00-Ffor-eachyear it fails to register pursuant to this secgn;
(2) an amount equal to the fees due under this section during t/Mgperiod

it failed to register pursuant to this section, and
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fileNgn amendment to include the omitted information within 30 business days

followiMg notification of the omission and is liable to the State for a civil

penalty of X% 000.00 per day for each day thereafter.

(d) A dat® broker that files materially incorrect information in its

registration:

(1) is liable to thA&State for a civil penalty of $25,000.00; and

(2) if it fails to corr®t the false information within 30 business days

after discovery or notification oMghe incorrect information, an additional civil

penalty of $1,000.00 per day for eaday thereafter that it fails to correct the

information.

(e) The Attorney General may maintain 8 action in the Civil Division of
the Superior Court to collect the penalties imposNg in this section and to seek

appropriate injunctive relief.

¢ 2448. DATA BROKERS; CREDENTIALING

(a) Credentialing.

(1) A data broker shall maintain reasonable procedures des¥Wgned to

ensure_that the brokered personal information it discloses is used (M a
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infOgmation identify themselves, certify the purposes for which the information

is sougM and certify that the information shall be used for no other purpose.

(3) Mgata broker shall make a reasonable effort to verify the identity of

a new prospectMe user and the uses certified by the prospective user prior to

furnishing the user Mgkered personal information.

(4) A data brokerWhall not furnish brokered personal information to any

person if it has reasonable Mounds for believing that the consumer report will

not be used for a legitimate and Wgal purpose.

(b) Exemption. Nothing in this s&tion applies to:

(1) brokered personal information¥at is:

(A) regulated as a consumer repWt pursuant to the Fair Credit

Reporting Act, 15 U.S.C. § 1681—1681x, if the Mga broker is fully complying

with the Act; or

(B) regulated pursuant to the Driver’s Priva8 Protection Act of

1994, 18 U.S.C. § 2721-2725, if the data broker is fully coMplyving with the

Act;

(2) _a public service company subject to the rules and ordeMg of the

Vermont Public Utility Commission regarding data sharing and seMgce

quariry
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raMgulent acts in connection with insurance; or

(M. a nonprofit organization that is established to provide enrollment

data reporMgg services on behalf of postsecondary schools as that term is

defined in 16 VRA. § 176.

Sec. 4. 9 V.S.A. chaler 62, subchapter 6 is added to read:

Subcha¥er 6. Age-Appropriate Design Code

¢ 2449a. DEFINITIONS

As used in this subchapter:

(1)(A) “Affiliate” means a [&gal entity that shares common branding

with another legal entity or controls, 1Mcontrolled by, or is under common

control with another legal entity.

(B) As used in subdivision (A) of this Wbdivision (1), “control” or

“controlled” means.

(i) _ownership of. or the power to vote, more Mgn 50 percent of the

outstanding shares of any class of voting security of a compan¥

(ii) _control in any manner over the election of a mM¥ority of the

directors or of individuals exercising similar functions; or

(iii) __the power to exercise controlling influence over%ghe
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div®gsities of minor consumers at different age ranges. In order to help

supporiNghe design of online services, products, and features, covered

businesses Mgould take into account the unique needs and diversities of

different age raMges, including the following developmental stages: zero to

five vears of age or "Weliterate and early literacy”; six to nine vears of age or

“core primary school ved¥”: 10 to 12 vears of age or ‘‘transition vears’; 13

to 15 vears of age or “eMly teens’; and 16 to 17 vears or age or

“approaching adulthood.”

(3) “Age estimation’’ means a pRgcess that estimates that a user is likely

to be of a certain age, fall within an age M™gge, or is over or under a certain

age.

(A) Age estimation methods include.

(i) _analysis of behavioral and environmeMal data the covered

business already collects about its users;

(ii) comparing the way a user interacts with a deviceSgr with users

of the same age;

(iii) _metrics derived from motion analysis; and
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buMgess estimates a user’s age for the purpose of advertising or marketing,

that esiMgation may also be used to comply with this act.

(4) ge verification” means a system that relies on hard identifiers or

verified sourcesWf identification to confirm a user has reached a certain age,

including governmeMg-issued identification or a credit card.

(5) “Business ass&iate”’ has the same meaning as in HIPAA.

(6) “Collect” means Byving, renting, gathering, obtaining, receiving, or

accessing any personal data by &y means. This includes receiving data from

the consumer, either actively or pMgsively, or by observing the consumer’s

behavior.

(7)(4) “Consumer”’ means an individi®% who is a Vermont resident.

(B)  “Consumer” does not include gn individual acting in _a

commercial or employment context or as an employe®& owner, director, officer,

or contractor of a company, partnership, sole proprict®&ship, nonprofit, or

government_agency whose communications or transactions With the covered

business occur solely within the context of that individual’s r&e with the

company, partnership, sole proprietorship, nonprofit, or government a®ncy.

(8) “Consumer health data’ means any personal data that a contr&ler
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heX¢h data.

b “Covered business” means a sole proprietorship, partnership,

limited lia®/ity company, corporation, association, other legal entity, or an

affiliate thereo that conducts business in this State or that produces online

products, services, Wr _features that are targeted to residents of this State and

that:

(A) collects con ers’ personal data or has consumers’ personal

data collected on its behalf by 8&third party;

(B) alone or jointly with®gthers determines the purposes and means

of the processing of consumers personddata; and

(C) alone or in combination anrMally buys, receives for commercial

purposes, sells, or shares for commercial purMgses, alone or in combination,

the personal data of at least 50 percent of its consumgers.

(10) “Covered entity” has the same meaning as ¥ HIPAA.

(11) “Dark pattern’ means a user interface desioRed or manipulated

with the effect of subverting or impairing user autonomy, decMon making, or

choice, and includes any practice the Federal Trade Commission¥gategorizes

’

as a “dark pattern.’

(12)  “Default” means a preselected option adopted by the coV&ed
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infgnation _about, or otherwise be linked to, an identified or identifiable

consu or_a device linked to such consumer, provided that the covered

business thi&possesses the data:

(A) tXes reasonable measures to ensure that the data cannot be

associated with a cOsumer;

(B) publicly pmmits to maintain _and use the data only in a

deidentified fashion and notWtempt to reidentify the data; and

(C) contractually obliMges any recipients of the data to comply with

all provisions of this subchapter.

(14) “Derived data” means datMghat is created by the derivation of

information, data, assumptions, correlatidgs, inferences, predictions, or

conclusions from facts, evidence, or another sOgce of information or data

about a minor consumer or a minor consumer’s devicy

(15) “Gender-affirming health care services’ has ¥Wge same meaning as

inl VS.A. §150.

(16) “Gender-affirming _health data’ means any pgonal data

concerning a past, present, or future effort made by a minor consumeMgo seek,

or_a _minor consumer’s receipt of, gender-affirming health care serVges
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coumer’s _attempt to acquire or receive gender-affirming health care

services

B\ efforts to research or obtain gender-affirming health care

services, and

(C) any c8&der-affirming health data that is derived from nonhealth

information.

(17)  “Geofence’ m®ns anv technologv that uses global positioning

coordinates, cell tower corectivity, cellular data, radio frequency

identification, wireless fidelity techrilogy data, or any other form of location

detection, or any combination of sMgh coordinates, connectivity, data,

identification, or other form of location Wetection, to establish a virtual

boundary.

(18) “Health care facility” has the same Meaning as in 18 V.S.A.

9§ 9432

(19)(4) “Low-friction variable reward’ means a dé¥en feature or

virtual item that intermittently rewards consumers for scrollin% tapping,

opening, or continuing to engage in an online service, product, or feat¥ge.

(B) Examples of low-friction variable reward designs include
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led% 70 percent of the health care services provided in the facility are mental

health grvices.

21) “Minor consumer’’ means an individual under 18 vears of age

who is a VermOW resident.

(B) “MiMgr consumer’’ does not include an individual acting in a

commercial or emplovMent context or as an employee, owner, director, officer,

or_contractor of a compdWy, partnership, sole proprietorship, nonprofit, or

government agency whose con®gunications or transactions with the controller

occur _solely within the context othat individual’s role with the company,

partnership, sole proprietorship, nonpr&it, or government agency.

(22) “Online service, product, or fo&ure’ means a digital product that

is accessible to the public via the internet, incding a website or application,

and does not mean any of the following:

(A) telecommunications service, as defined ir¥7 U.S.C. § 153;

(B) a broadband internet access service as d&ned in 47 C.F.R.

$ 54.400; or

(C) the sale, delivery, or use of a physical product.

(23) “Personal data’ means any information, including derid data

and unique identifiers, that is linked or reasonably linkable, alone oW in
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momg identified or identifiable individuals in a household. ‘“Personal data’

does nOWnclude deidentified data or publicly available information.

(24) N “Process” or “processing” means any operation or set of

operations peri®&med, whether by manual or automated means, on personal

data or on sets OWpersonal data, such as the collection, use, storage,

disclosure, analysis, del&ion, modification, or otherwise handling of personal

data.

(25)  “Processor’ meana person who processes personal data on

behalf of a covered business.

(26) “Profile” or “profiling” meMgs any form of automated processing

of personal data to evaluate, analvze, or pr&ict personal aspects concerning

an _identified or identifiable consumer’s econom® situation, health, personal

preferences, interests, reliability, behavior, location, oMgnovements.

(27) “Publicly available information” means inforMgtion that:

(A4) _is lawfully made available through federal¥state, or local

government records; or

(B) a covered business has a reasonable basis to believe™hat the

consumer_has lawfully made available to the general public through wlel

U rtouled reditld.
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pro¥uct, or feature that is likely to be accessed by minor consumers based on

any of ®e following indicators.

M the online service, product, or feature is directed to children, as

defined by the¥hildren’s Online Privacy Protection Act, 15 U.S.C. §§ 6501—

6506 and the FedeMgl Trade Commission rules implementing that act;

(B) the onlitR service, product, or feature is determined, based on

competent and reliable &idence regarding audience composition, to be

routinely accessed by an audMgce that is composed of at least two percent

minor consumers two through und® 18 vears of age;

(C) the online service, prod&t, or feature contains advertisements

marketed to minor consumers.;

(D) _the audience of the online Mgvice, product, or feature is

determined, based on internal company research,¥p be composed of at least

two percent minor consumers two through under 18 yeXs of age; or

(E) the covered business knew or should have knOn that at least two

percent of the audience of the online service, product, or Rature includes

minor consumers two through under 18 vears of age, provided tha% in making

this assessment, the business shall not collect or process any personal &gta that

is not reasonably necessary to provide an online service, product, or fedure
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“ro&oductive health care services” in 1 V.S.A. § 150(c)(1).

(X)) “Reproductive or sexual health data’ means any personal data

concerning¥yg past, present, or future effort made by a minor consumer to seek,

or a consumer Wreceipt of, reproductive or sexual health care.

(31)  “ReprOuctive or sexual health facility” means any health care

facility in which at [Xgst 70 percent of the health care-related services or

products rendered or provi¥ed in the facility are reproductive or sexual health

care.

(32) “Sale,” “sell,” or “sol®&’ means the exchange of personal data for

monetary or other valuable considerai®gn by a covered entity to a third party.

It does not include the following:

(A) the disclosure of personal data tog third party who processes the

personal data on behalf of the covered entity;

(B) the disclosure of personal data to a thiN party with whom the

consumer _has a direct relationship for purposes of prowling a product or

service requested by the consumer;

(C) the disclosure or transfer of personal data to an afjiate of the

covered entity;

(D) _the disclosure of data that the consumer intentionally n¥gde
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(E) the disclosure or transfer of personal data to a third party as an

asset t/Ng is part of a completed or proposed merger, acquisition, bankruptcy,

or other tridgsaction in which the third party assumes control of all or part of

the covered enti®’s assets.

(33)(4)  “Sgal media platform” means a public or semi-public

internet-based service oMapplication that is primarily intended to connect and

allow a user to socially inteMyt within such service or application and enables

a user to.

(i) construct a public M semi-public profile for the purposes of

signing into and using such service or apMlication;

(ii) populate a public list of otheMsers with whom the user shares

a social connection within such service or applic®on; or

(iii) __create or post content that is v&wable by other users,

including content on message boards and in chat rooms, Wd that presents the

user with content generated by other users.

(B) “Social media platform” does not mean a public oMgemi-public

internet-based service or application that:

(i) exclusively provides electronic mail or direct messaggng
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vid& games, electronic _commerce, or content that is preselected by the

providWJfor which any interactive functionality is incidental to, directly related

to, or deper¥ent on the provision of such content; or

(iii)8s used by and under the direction of an educational entity,

including a learninMgpanagement system or a student engagement program.

(34) “Third part& means a natural or legal person, public authority,

agency, or body other than iMg consumer or the covered business.

§ 2449b. EXCLUSIONS

This subchapter does not apply t0"

(1) a federal, state, tribal, or loM government entity in the ordinary

course of its operation;

(2) _protected health information that Mcovered entity or business

associate processes in_accordance with, or documeni&that a covered entity or

business associate creates for the purpose of complying wg, HIPAA;

(3) _information used only for public health activiti®% and purposes

described in 45 C.FR. § 164.512;

(4) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Prote®on




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 196 of 330

clifcal practice guidelines _issued by the International Council for

HarmoNgsation of Technical Requirements for Pharmaceuticals for Human

Use;

(C) a&ivities that are subject to the protections provided in 21 C.F.R.

Part 50 and 21 C.R. Part 56, or

(D) research Qnducted in accordance with the requirements set forth

in subdivisions (4)—(C) of Ris subdivision (4) or otherwise in accordance with

State or federal law; and

(5) an entity whose prinMgy purpose is journalism as defined in

12 V.S A. §1615(a)(2) and that has aNajority of its workforce consisting of

individuals engaging in journalism.

¢ 2449c. MINIMUM DUTY OF CARE

(a) A covered business that processes a min%g consumer’s data in_any

capacity owes a minimum duty of care to the minor corgumer.

(b) As used in this subchapter, “‘a minimum duty of ca™’ means the use of

the personal data of a minor consumer and the design of aMonline service,

product, or feature will not benefit the covered business to the diment of a

minor consumer and will not result in:

(1) reasonably foreseeable and material physical or financial injury% a
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S IO 1(2) to a minor consumer;

(W a highly offensive intrusion on the reasonable privacy expectations

of a minor Ypnsumer;

(4) theSRuncouragement of excessive or compulsive use of the online

service, product, oM{eature by a minor consumer; or

(5)  discrimina®on against the minor consumer based upon race,

ethnicity, sex, disability, seMyal orientation, gender identity, gender expression,

or national origin.

Q 2449d. COVERED BUSINESS OQLIGATIONS

(a) A covered business subject to th¥ subchapter shall:

(1) configure all default privacy setRugs provided to a minor consumer

through the online service, product, or feature M a high level of privacy;

(2)  provide privacy information, termsXof service, policies, and

community standards concisely and prominently;

(3) provide prominent, accessible, and responsive t®gls to help a minor

consumer or, if applicable, their parents or cuardians to exerc®e their privacy

rights and report concerns to the covered business;

(4) _honor the request of a minor consumer to unpublish th%& minor

consumer’s _social media platform account not later than 15 business &vs
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coumer to limit the ability of users or covered entities to send unsolicited

commiMgcations.

(b) A v/ation of this section constitutes a violation of the minimum duty of

care as providWin section 2449c of this subchapter.

¢ 2449e. COVERMY BUSINESS PROHIBITIONS

(a) A covered busimgss that is reasonably likely to be accessed and subject

to this subchapter shall no

(1) use low-friction viable reward design features that encourage

excessive and compulsive use by a Wgnor consumer:;

(2) permit, by default, an unkn®n adult to contact a minor consumer

on its platform without the minor consumeMirst initiating that contact;

(3) permit a minor consumer to be explMed by a contract on the online

service, product, or feature;

(4) process personal data of a minor consumeMnless it is reasonably

necessary in providing an online service, product, or fedre requested by a

minor _consumer with which _a _minor consumer is _actively¥gnd knowingly

engaged;

(5) profile a minor consumer, unless:

(A)  the covered business can demonstrate it _has appropMite
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(B) profiling is necessary to provide the online service, product, or

featureXgequested and only with respect to the aspects of the online service,

product, oMyfeature with which a minor consumer is _actively and knowingly

engaged; or

(C) the Wered business can demonstrate a compelling reason that

profiling will benefit a Winor consumer;

(6) sell the personal¥ata of a minor consumer;

(7) process any precise Zgolocation information of a minor consumer by

default, unless the collection of théprecise geolocation information is strictly

necessary for the covered business to Wovide the service, product, or feature

requested by a minor consumer and is th® only collected for the amount of

time necessary to provide the service, product, & feature;

(8) process any precise geolocation infornMgion of a minor consumer

without providing a conspicuous signal to the minor cOsumer for the duration

of that collection that precise geolocation information is b g collected;

(9) use dark patterns;

(10) permit a parent or guardian of a minor consumer. M any other

consumer, to monitor the online activity of a minor consumer or to iMgck the

location of the minor consumer without providing a conspicuous signal t%ghe
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fecqof any health care facility, including any mental health facility or

reprod®gtive or sexual health facility, for the purpose of identifying, tracking,

collecting Mata from, or sending any notification to a minor consumer

regarding the Mgnor consumer’s consumer health data.

(b) A violation W this section constitutes a violation of the minimum duty of

care as provided in seCon 2449c of this chapter.

Q 2449f. ATTORNEY GEM(RAL ENFORCEMENT

(a) A covered business t/iMg violates this subchapter or rules adopted

pursuant to this subchapter coMynits an unfair and deceptive act in

commerce in violation of section 2453 & this title.

(b) The Attornev General shall hav@the same authority under this

subchapter to make rules, conduct civil inves®eations, bring civil actions,

and enter into assurances of discontinuance as proXded under chapter 63 of

this title.

¢ 2449g. LIMITATIONS

Nothing in this subchapter shall be interpreted or construed%Q:

(1) impose liability in a manner that is inconsistent withg47 U.S.C.

230:

(2) prevent or preclude any minor consumer from deliberate/Wy or
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requgment, such as age gating.

Q 2449h. MGHTS AND FREEDOMS OF CHILDREN

It is the interMQf the General Assembly that nothing in this act shall be

construed to infringe Mg the existing rights and freedoms of children or be

construed to discriminate d¥ginst the child based on race, ethnicity, sex,

disability, sexual orientation, gend®& identity, gender expression, or national

origin.
Sec. 5. EFFECTIVE DATES

(a) This section and Sec. 2 (Al and Data Privacddvisory Council) shall

take effect on July 1, 2024.

(b) Sec. 1 (Vermont Data Privacy Act), Sec. 3 (Protection of POWonal

Information), and Sec. 4 (Age-Appropriate Design Code) shall take effeCgn

ULy U

Sec. 1. 9 V.S.A. chapter 614 is added to read:

CHAPTER 614. VERMONT DATA PRIVACY ACT

As used in ¢

(1)(4) “‘Affiliate” means a tity that shares common branding

with _another legal entity or controls, is controlled by,
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“cOgtrolled” means.

(i) ownership of, or the power to vote, more than 50 percent of the

outstandin®shares of any class of voting security of a company;

iiMycontrol in any manner over the election of a majority of the

directors or of indi¥duals exercising similar functions; or

(iii) __ theWpower to exercise controlling influence over the

management of a company,

(2) “Age estimation’’ m8ns a process that estimates that a consumer is

likely to be of a certain age, fall Wgthin an age range, or is over or under a

certain age.

(A) Age estimation methods inclu%e.

(i) _analysis of behavioral and erM§ronmental data the controller

already collects about its consumers;

(ii) comparing the way a consumer intera®s with a device or with

consumers of the same age;

(iii) _metrics derived from motion analysis; and

(iv) testing a consumer’s capacity or knowledge.

(B) Age estimation does not require certainty, and if a cOgtroller

estimates a _consumer’s age for the purpose of advertising or marketing, ¥at

C TLALLOrE Tridy o U UC Uusecd LU JrripLry Wilr d "TUpLer.




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 203 of 330

I

daoo Q1. o Q Qoo o oot oz o O oc a0 o g doza Q10 s

verMed sources of identification to confirm a consumer has reached a certain

age, inMding government-issued identification or a credit card.

(4) uthenticate” means to use reasonable means to determine that a

request to exerCdge any of the rights afforded under subdivisions 2418(a)(1)—

(5) of this title is beWgg made by, or on behalf of, the consumer who is entitled

to exercise the consumer¥ichts with respect to the personal data at issue.

(5)(4) “Biometric da%g’ means data generated from the technological

processing of an_individual’s ™Mgique biological, phvsical, or physiological

characteristics _that is linked or easonably linkable to an individual,

including:

(i) _iris or retina scans;

(ii) fingerprints;

(iii) facial or hand mapping, geometry, oNgemplates;

(iv) vein patterns;

(v) voice prints; and

(vi) gait or personally identifving physical movement & patterns.

(B) “Biometric data’ does not include.

(i) a digital or physical photograph;
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an¥gudio or video recording, unless such data is generated to identify a

specifi®qndividual.

(6) SBroker-dealer’ has the same meaning as in 9 V.S.A. § 5102.

(7) “BuSgess associate” has the same meaning as in HIPAA.

(8) “Child Ras the same meaning as in COPPA.

(9)(4) “Consen™ means a clear affirmative act signifying a consumer’s

freely given, specific, infned, and unambiguous agreement to allow the

processing of personal data rel&ing to the consumer.

(B)  “Consent” may iglude a written statement, including by

electronic means, or any other unambi®ous affirmative action.

(C) “Consent’ does not include:

(i) _acceptance of a general or Woad terms of use or similar

document that contains descriptions of personal ¥ata processing along with

other, unrelated information;

(ii) _hovering over, muting, pausing, or closig a given piece of

content; or

(iii) agreement obtained through the use of dark patte

(10)(4) “Consumer” means an individual who is a resident of t/RState.

(B)  “Consumer” does not include an individual acting M a
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goWgnment agency whose communications or transactions with the controller

occur Mlely within the context of that individual’s role with the company,

partnership®ole proprietorship, nonprofit, or government agency.

(11) “CoMgumer health data” means any personal data that a controller

uses to identify a codsumer’s physical or mental health condition or diagnosis,

including gender-affirm®g health data and reproductive or sexual health data.

(12) “Consumer heMgh data controller” means any controller that,

alone or jointly with others, dei®&mines the purpose and means of processing

consumer health data.

(13) “Consumer reporting agencyWhas the same meaning as in the Fair

Credit Reporting Act, 15 U.S.C. § 1681a(});

(14) “Controller” means a person who, Wone or jointly with others,

determines the purpose and means of processing pers®gal data.

(15) “COPPA’ means the Children’s Online Priv®&y Protection Act of

1998, 15 US.C. §6501-6506, and any regulations, rulesW guidance, and

exemptions promulgated pursuant to the act, as the act and recul®ions, rules,

guidance, and exemptions may be amended.

(16) “Covered entity” has the same meaning as in HIPAA.
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witlthe substantial effect of subverting or impairing user autonomy, decision-

making®or choice and includes any practice the Federal Trade Commission

’

refers to as W& ‘‘dark pattern.’

(19) “DXa broker” has the same meaning as in section 2430 of this

title.

(20) _ “Decisionshat produce legal or similarly significant effects

concerning the consumer’ Means decisions made by the controller that result

in_the provision or denial by 1/ controller of financial or lending services,

housing, insurance, education enrOWment or opportunity, criminal justice,

employment opportunities, health care soWices, or access to essential goods or

services.

(21) “De-identified data’” means data thaMgoes not identify and cannot

reasonably be used to infer information about, or oMerwise be linked to, an

identified or identifiable individual, or a device linked toNhe individual, if the

controller that possesses the data:

(A)(i) takes reasonable measures to ensure that the da¥ cannot be

used to re-identify an identified or identifiable individual or be associ¥ed with

an individual or device that identifies or is linked or reasonably linkable &an
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shM include the de-identification requirements set forth under 45 C.FR.

§ 164.84 (other requirements relating to uses and disclosures of protected

health infoXgation);

(B) Mblicly commits to process the data only in a de-identified

fashion and not ati®pt to re-identify the data; and

(C) contractglly obligates any recipients of the data to satisfv the

criteria set forth in subdividons (A) and (B) of this subdivision (21).

(22) “Financial instituti®g ”:

(A) as used in subdivis 2417(a)(12) of this title, has the same

meaning as in 15 U.S.C. § 6809; and

(B) as used in subdivision 241%a)(14) of this title, has the same

meaning as in 8 V.S.A. § 11101.

(23) “Gender-affirming health care serviceM has the same meaning as

inl VS.A. §150.

(24) “Gender-affirming health data” means ®&v personal data

concerning a past, present, or future effort made by a consun® to seek, or a

consumer’s receipt of, gender-affirming health care services, incluMg:

(A)  precise geolocation data that is used for deternWging a

consumer’s _attempt to acquire or receive gender-affirming health &re
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ser¥ces; and

C) any gender-affirming health data that is derived from nonhealth

information

(25) “GWetic data” means any data, regardless of its format, that

results from the amMysis of a biological sample of an individual, or from

another source enablinMgquivalent information to be obtained, and concerns

genetic material, including Yeoxyvribonucleic acids (DNA), ribonucleic acids

(RNA), genes, chromosomes, all8es, genomes, alterations or modifications to

DNA or RNA, single nucleotide poRgmorphisms (SNPs), epigenetic markers,

uninterpreted data that results from anaMgis of the biological sample or other

source, and any information extrapolated, deMyed, or inferred therefrom.

(26) “Geofence” means any technology¥at uses global positioning

coordinates, cell tower connectivity, cellular ata, radio frequency

identification, wireless fidelity technology data, or any o%er form of location

detection, or any combination of such coordinates, coMgectivity, data,

identification, or other form of location detection, to establiM a virtual

boundary.

(27)  “Health care facility” has the same meaning as in 18 VR A.
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per¥nal data of a minor in a manner that presents a reasonably foreseeable

risk of:

IMyunfair or deceptive treatment of, or unlawful disparate impact on,

a minor;

(B) financN, physical, or reputational injury to a minor;

(C) unintendeXglisclosure of the personal data of a minor; or

(D) any physical oMpther intrusion upon the solitude or seclusion, or

the private affairs or concerns, O&a minor if the intrusion would be offensive to

a reasonable person.

(29) “HIPAA>” means the ealth  Insurance Portability _and

Accountability Act of 1996, Pub. L. NoX104-191, and any regulations

promulgated pursuant to the act, as may be amen®ed.

(30) “Identified or identifiable individual” Mgans an individual who

can _be readily identified, directly or indirectly, includin® by reference to an

identifier such as a name, an identification number, specific Mgolocation data,

or an online identifier.

(31) “Independent trust company” has the same meaning as in® V.S.A.

¢ 2401.
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calpdar vear processed the personal data of not fewer than 100,000

CONSUNSgrs.

(34) X Mental health facility” means any health care facility in which at

least 70 perceyof the health care services provided in the facility are mental

health services.

(35) “Nonpubli®personal information’ has the same meaning as in 15

US.C. § 6809.

(36)(4) _ “Online servid, product, or feature’ means any _service,

product, or feature that is providé% online, except as provided in subdivision

(B) of this subdivision (36).

(B) “Online service, product, or gture’’ does not include:

(i) _telecommunications service, & that term is defined in the

Communications Act of 1934, 47 U.S.C. § 153;

(ii) broadband internet access service, aMghat term is defined in

47 C.FR. § 54.400 (universal service support); or

(iii) the delivery or use of a physical product.

(37)  “Patient identifving information” has the same me¥ging as in

42 C.FR. § 2.11 (confidentiality of substance use disorder patient recod

(38) “Patient safety work product” has the same meaning as 42
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andRunique identifiers, that is linked or reasonably linkable to an identified or

identifi&ple individual or to a device that identifies, is linked to, or is

reasonabhinkable to one or more identified or identifiable individuals in a

household.

(B) “PerSgnal data’ does not include de-identified data or publicly

available information.

(40)(4) “Precise o8location data’ means information derived from

technology that can precisely Md accurately identify the specific location of a

consumer within a radius of 1,850 Wet.

(B) “‘Precise geolocation dat® does not include:

(i) the content of communicati®gs.

(ii) __data generated by or conMected to an advanced utility

metering infrastructure system, or

(iii) data generated by equipment used by &utility company.

(41)  “Process” or “processing” means any oXgration or set of

operations performed, whether by manual or automated medWs, on personal

data _or on_sets of personal data, such as the collection, e storage,

disclosure, analysis, deletion, or modification of personal data.

(42)  “Processor’ means a _person who processes personal datMon
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per¥onal data to evaluate, analyze, or predict personal aspects related to an

identifi& or identifiable individual’s economic situation, health, personal

preferencesinterests, reliability, behavior, location, or movements.

(44)  “Mgotected health information” has the same meaning as in

HIPAA.

(45)  “Pseudo ous data’ means personal data that cannot be

attributed to a specific in®yidual without the use of additional information,

provided the additional infoMgation is kept separately and is subject to

appropriate technical and organizional measures to ensure that the personal

data is not attributed to an identified oMgdentifiable individual.

(46)(4) “Publicly available informa¥on’’ means information that:

(i) _is lawfully made available Mgough federal, state, or local

government records; or

(ii) _a controller _has a reasonable ba¥s to believe that the

consumer_has lawfully made available to the general piMlic through widely

distributed media.

(B) “Publicly available information” does not include bidgetric data

collected by a business about a consumer without the consumer’s knowkgdge.

(47) _ “Qualified service organization” has the same meaning d% in

“ AN, . 7! Uucr U V U uo Urice use u Oracr _puller recoru
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“roWgoductive health care services” in 1 V.S.A. § 150(c)(1).

(M) “Reproductive or sexual health data’” means any personal data

concerning % past, present, or future effort made by a consumer to seek, or a

consumer’s rect of, reproductive or sexual health care.

(50) “Repro®ctive or sexual health facility” means any health care

facility in which at leyg¢ 70 percent of the health care-related services or

products rendered or provid®g in the facility are reproductive or sexual health

care.

(51)(4) “Sale of personal da¥y’ means the exchange of a consumer’s

personal data by the controller to a thirdarty for monetary or other valuable

consideration or otherwise for a commercial Myrpose.

(B) As used in this subdivision (51), “cOumercial purpose’ means to

advance a person’s commercial or economic interéXs, such as by inducing

another person to buy, rent, lease, join, subscribe to, Mgpvide, or exchange

products, goods, property, information, or services, or enab®gg or effecting,

directly or indirectly, a commercial transaction.

(C) “Sale of personal data’ does not include.

(i) _the disclosure of personal data to a processor that procXgses

e peryoridl ddild orl oerid U e Jritrolticr,
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proXding a product or service requested by the consumer;

(iii) the disclosure or transfer of personal data to an affiliate of

the controll X

(iv) ‘We disclosure of personal data where the consumer directs the

controller to disclosMhe personal data or intentionally uses the controller to

interact with a third par

(v) the disclosure®f personal data that the consumer:

(1) _intentionally mMgde available to the general public via a

channel of mass media; and

(11) did not restrict to a speX{ic audience; or

(vi) the disclosure or transter of p&sonal data to a third party as

an asset that is part of a merger, acquisition, bankr¥tcy or other transaction,

or a proposed merger, acquisition, bankruptcy, or other®ansaction, in which

the third party assumes control of all or part of the controller®g assets.

(52) “Sensitive data’ means personal data that:

(A) reveals a consumer’s government-issued identifier, s® as_a

Social Security number, passport number. state identification card, or driwgr’s

CriSc riurrivcy, 417 {19, reyulred Uy tawvw iU U JUuu V U iUy EU,
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citi¥enship or immigration status, religious or philosophical beliefs, or union

membeMghip;

W reveals a consumer’s sexual orientation, sex life, sexuality, or

status as transc®&der or nonbinary;

(D) revealMa consumer’s status as a victim of a crime;

(E) is financidkinformation, including a consumer’s tax return and

account _number, financial Ngccount log-in, financial account, debit card

number, or credit card number W _combination with any required security or

access code, password, or credentialRallowing access to an account;

(F) is consumer health data;

(G) is personal data collected an® analvzed concerning consumer

health data or personal data that describes or reals a past, present, or future

mental or physical health condition, treatment, Wsability, or diagnosis,

including pregnancy, to the extent the personal data%s not used by the

controller to identifv a specific consumer’s physical or mentaMgealth condition

or diagnosis;

(H) is biometric or genetic data;

(1) is personal data collected from a known minor; or

pore C ZecUlOCUllor ddld.
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to Mconsumer based on the consumer’s activity with one or more businesses,

distinc® branded websites, applications, or services, other than the controller,

distinctly Mgnded website, application, or service with which the consumer is

intentionally irgracting.

(B) “TardMged advertising” does not include:

(i) _an adWgrtisement based on activities within the controller’s

own commonly branded wRsite or online application;

(ii) an advertisem®gt based on the context of a consumer’s current

search query, visit to a website, or e of an online application;

(iii) _an advertisement dir8ted to a consumer in response to the

consumer’s request for information or feed®gck; or

(iv) __ processing personal data ¥olely to measure or report

advertising frequency, performance, or reach.

(54) “Third party” means a natural or legal Mgson, public authority,

agency, or _body, other than the consumer. controller, ®& processor or an

affiliate of the processor or the controller:

(55) “Trade secret” has the same meaning as in section %01 of this

title.

(56) “Victim services organization” means a nonprofit organization ¥at
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¢ 2415. DEFINITIONS

As used in this chapter:

(1)(4) “Affiliate” means a legal entity that shares common branding

with another legal entity or controls, is controlled by, or is under common

control with another legal entity.

(B) As used in subdivision (A) of this subdivision (1), “control” or

“controlled” means.

(i) _ownership of. or the power to vote, more than 50 percent of the

outstanding shares of any class of voting security of a company;

(ii) _control in any manner over the election of a majority of the

directors or of individuals exercising similar functions; or

(iii) __the power to exercise controlling influence over the

management of a company.

(2) “Age estimation’’ means a process that estimates that a consumer is

likely to be of a certain age, fall within an age range, or is over or under a

certain age.

(A) Age estimation methods include.

(i) _analysis of behavioral and environmental data the controller

already collects about its consumers;




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 218 of 330

(ii) comparing the way a consumer interacts with a device or with

consumers of the same age;

(iii) metrics derived from motion analysis; and

(iv) testing a consumer’s capacity or knowledge.

(B) Age estimation does not require certainty, and if a controller

estimates a _consumer’s age for the purpose of advertising or marketing, that

estimation may also be used to comply with this chapter.

(3) “Age verification” means a system that relies on hard identifiers or

verified sources of identification to confirm a consumer has reached a certain

age, including government-issued identification or a credit card.

(4) “Authenticate” means to use reasonable means to determine that a

request to exercise any of the rights afforded under subdivisions 2418(a)(1)—

(5) of this title is being made by, or on behalf of, the consumer who is entitled

to exercise the consumer rights with respect to the personal data at issue.

(5)(4) “Biometric data’ means data generated from the technological

processing of an_individual’s unique biological, physical, or physiological

characteristics _that is linked or reasonably linkable to an individual,

including:

(i) _iris or retina scans;

(ii) fingerprints;

(iii) facial or hand mapping, geometry, or templates;
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(iv) vein patterns;

(v) voice prints; and

(vi) gait or personally identifying physical movement or patterns.

(B) “Biometric data’ does not include.

(i) a digital or physical photograph,

(ii) an audio or video recording; or

(iii) _any data generated from a digital or physical photograph, or

an_audio or video recording, unless such data is generated to identify a

specific individual.

(6) “Broker-dealer’ has the same meaning as in 9 V.S.A. § 5102.

(7) _“Business associate”’ has the same meaning as in HIPAA.

(8) “Child” has the same meaning as in COPPA.

(9)(4) “Consent’ means a clear affirmative act signifying a consumer’s

freely given, specific, informed, and unambiguous agreement to allow the

processing of personal data relating to the consumer.

(B)  “Consent” may include a written statement, including by

electronic means, or any other unambiguous affirmative action.

(C) “Consent’ does not include:

(i) _acceptance of a general or broad terms of use or similar

document that contains descriptions of personal data processing along with

other, unrelated information;
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(ii) _hovering over, muting, pausing, or closing a given piece of

content; or

(iii) agreement obtained through the use of dark patterns.

(10)(4) “Consumer” means an individual who is a resident of the State.

(B)  “Consumer” does not include an individual acting in a

commercial or employment context or as an employee, owner, director, officer,

or contractor of a company, partnership, sole proprietorship, nonprofit, or

government agency whose communications or transactions with the controller

occur _solely within the context of that individual’s role with the company,

partnership, sole proprietorship, nonprofit, or government agency.

(11) “Consumer health data” means any personal data that a controller

uses to identify a consumer’s physical or mental health condition or diagnosis,

including gender-affirming health data and reproductive or sexual health data.

(12) “Consumer health data controller” means any controller that,

alone or jointly with others, determines the purpose and means of processing

consumer health data.

(13) “Consumer reporting agency’’ has the same meaning as in the Fair

Credit Reporting Act, 15 U.S.C. § 1681a(});

(14) “Controller” means a person who, alone or jointly with others,

determines the purpose and means of processing personal data.
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(15) “COPPA’ means the Children’s Online Privacy Protection Act of

1998, 15 US.C. §6501-6506, and any regulations, rules, guidance, and

exemptions promulgated pursuant to the act, as the act and regulations, rules,

guidance, and exemptions may be amended.

(16) “Covered entity” has the same meaning as in HIPAA.

(17) “Credit union” has the same meaning as in 8 V.S.A. § 30101.

(18) “Dark pattern”’ means a user interface designed or manipulated

with the substantial effect of subverting or impairing user autonomy, decision-

making, or choice and includes any practice the Federal Trade Commission

’

refers to as a ‘‘dark pattern.’

(19) “Data broker” has the same meaning as in section 2430 of this

title.

(20) _ “Decisions that produce legal or similarly significant effects

concerning the consumer’ means decisions made by the controller that result

in_the provision or denial by the controller of financial or lending services,

housing, insurance, education enrollment or opportunity, criminal justice,

employment opportunities, health care services, or access to essential goods or

services.

(21) “De-identified data’” means data that does not identify and cannot

reasonably be used to infer information about, or otherwise be linked to, an
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identified or identifiable individual, or a device linked to the individual, if the

controller that possesses the data:

(A)(i) takes reasonable measures to ensure that the data cannot be

used to re-identify an identified or identifiable individual or be associated with

an individual or device that identifies or is linked or reasonably linkable to an

individual or household;

(ii) _for purposes of this subdivision (A), ‘reasonable measures”

shall include the de-identification requirements set forth under 45 C.F.R.

§ 164.514 (other requirements relating to uses and disclosures of protected

health information);

(B) publicly commits to process the data only in a de-identified

fashion and not attempt to re-identify the data; and

(C) contractually obligates any recipients of the data to satisfv the

criteria set forth in subdivisions (A) and (B) of this subdivision (21).

(22) “Financial institution”:

(A) as used in subdivision 2417(a)(12) of this title, has the same

meaning as in 15 U.S.C. § 6809; and

(B) as used in subdivision 2417(a)(14) of this title, has the same

meaning as in 8 V.S.A. § 11101.

(23) “Gender-affirming health care services’ has the same meaning as

inl VS.A. §150.
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(24) “Gender-affirming health data” means any personal data

concerning a past, present, or future effort made by a consumer to seek, or a

consumer’s receipt of, gender-affirming health care services, including:

(A)  precise geolocation data that is used for determining a

consumer’s _attempt to acquire or receive gender-affirming health care

services;

(B) _efforts to research or obtain gender-affirming health care

services, and

(C) _any gender-affirming health data that is derived from nonhealth

information.

(25)  “Genetic data” means any data, regardless of its format, that

results from the analysis of a biological sample of an individual, or from

another source enabling equivalent information to be obtained, and concerns

genetic material, including deoxyribonucleic acids (DNA), ribonucleic acids

(RNA), genes, chromosomes, alleles, genomes, alterations or modifications to

DNA or RNA, single nucleotide polvmorphisms (SNPs), epigenetic markers,

uninterpreted data that results from analysis of the biological sample or other

source, and any information extrapolated, derived, or inferred therefrom.

(26) “Geofence’ means any technologyv that uses global positioning

coordinates, cell tower connectivity, cellular data, radio frequency

identification, wireless fidelity technology data, or any other form of location




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 224 of 330

detection, or any combination of such coordinates, connectivity, data,

identification, or other form of location detection, to establish a virtual

boundary.

(27) “Health care component’ has the same meaning as in HIPAA.

(28)  “Health care facility” has the same meaning as in 18 V.S.A.

9§ 9432

(29) “Heightened risk of harm to a minor’ means processing the

personal data of a minor in a manner that presents a reasonably foreseeable

risk of:

(A) unfair or deceptive treatment of. or unlawful disparate impact on,

a minor;

(B) financial, physical, or reputational injury to a minor;

(C) unintended disclosure of the personal data of a minor; or

(D) any physical or other intrusion upon the solitude or seclusion, or

the private affairs or concerns, of a minor if the intrusion would be offensive to

a reasonable person.

(30) “HIPAA>” means the Health Insurance Portability and

Accountability Act of 1996, Pub. L. No. 104-191, and any regulations

promulgated pursuant to the act, as may be amended.

(31) “Hybrid entity” has the same meaning as in HIPAA.
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(32) “Identified or identifiable individual” means an individual who

can _be readily identified, directly or indirectly, including by reference to an

identifier such as a name, an identification number, specific geolocation data,

or an online identifier.

(33) “Independent trust company” has the same meaning as in 8 V.S.A.

¢ 2401.

(34) “Investment adviser’’ has the same meaning as in 9 V.S.A. § 5102.

(35) “Large data holder” means a person that during the preceding

calendar vear processed the personal data of not fewer than 100,000

consumers.

(36) “Mental health facility” means any health care facility in which at

least 70 percent of the health care services provided in the facility are mental

health services.

(37) “Nonpublic personal information’’ has the same meaning as in 15

US.C. § 6809.

(38)(4)  “Online service, product, or feature”’ means any service,

product, or feature that is provided online, except as provided in subdivision

(B) of this subdivision (38).

(B) “Online service, product, or feature’ does not include:

(i) _telecommunications service, as that term is defined in the

Communications Act of 1934, 47 U.S.C. § 153;
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(ii) broadband internet access service, as that term is defined in

47 C.FR. § 54.400 (universal service support); or

(iii) the delivery or use of a physical product.

(39) “Patient identifving information” has the same meaning as in

42 C.FR. § 2.11 (confidentiality of substance use disorder patient records).

(40) “Patient safety work product” has the same meaning as in 42

C.ER. § 3.20 (patient safety organizations and patient safety work product).

(41)(A) “Personal data’ means any information, including derived data

and unique identifiers, that is linked or reasonably linkable to an identified or

identifiable individual or to a device that identifies, is linked to, or is

reasonably linkable to one or more identified or identifiable individuals in a

household.

(B) “Personal data’ does not include de-identified data or publicly

available information.

(42)(4) “Precise geolocation data’ means information derived from

technology that can precisely and accurately identify the specific location of a

consumer within a radius of 1,850 feet.

(B) “Precise geolocation data’ does not include:

(i) the content of communications;

(ii) __data generated by or connected to an advanced utility

metering infrastructure system, or
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(iii) data generated by equipment used by a utility company.

(43)  “Process” or “processing” means any operation or set of

operations performed, whether by manual or automated means, on personal

data or on_sets of personal data, such as the collection, use, storage,

disclosure, analysis, deletion, or modification of personal data.

(44) _ “Processor’ means a person who processes personal data on

behalf of a controller.

(45) “Profiling” means any form of automated processing performed on

personal data to evaluate, analyze, or predict personal aspects related to an

identified or _identifiable individual’s economic situation, health, personal

preferences, interests, reliability, behavior, location, or movements.

(46)  “Protected health information” has the same meaning as in

HIPAA.

(47) _ “Pseudonymous data’ means personal data that cannot be

attributed to a specific_individual without the use of additional information,

provided the additional information is kept separately and is subject to

appropriate technical and organizational measures to ensure that the personal

data is not attributed to an identified or identifiable individual.

(48)(4) “Publicly available information’’ means information that:

(i) _is lawfully made available through federal, state, or local

government records; or
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(ii) a controller has a reasonable basis to believe that the

consumer_has lawfully made available to the general public through widely

distributed media.

(B) “Publicly available information”’ does not include biometric data

collected by a business about a consumer without the consumer’s knowledge.

(49)  “Qualified service organization” has the same meaning as in

42 C.ER. § 2.11 (confidentiality of substance use disorder patient records).

(50) “Reproductive or sexual health care” has the same meaning as

“reproductive health care services” in 1 V.S.A. § 150(c)(1).

(51) “Reproductive or sexual health data’ means any personal data

concerning a past, present, or future effort made by a consumer to seek, or a

consumer’s receipt of. reproductive or sexual health care.

(52)  “Reproductive or sexual health facility” means any health care

facility in which at least 70 percent of the health care-related services or

products rendered or provided in the facility are reproductive or sexual health

care.

(53)(4) “Sale of personal data’ means the exchange of a consumer’s

personal data by the controller to a third party for monetary or other valuable

consideration or otherwise for a commercial purpose.

(B) As used in this subdivision (53), “‘commercial purpose’ means to

advance a person’s commercial or economic interests, such as by inducing
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another person to buy, rent, lease, join, subscribe to, provide, or exchange

products, goods, property, information, or services, or enabling or effecting,

directly or indirectly, a commercial transaction.

(C) “Sale of personal data’ does not include.

(i) the disclosure of personal data to a processor that processes

the personal data on behalf of the controller;

(ii) the disclosure of personal data to a third party for purposes of

providing a product or service requested by the consumer;

(iii) the disclosure or transfer of personal data to an affiliate of

the controller;

(iv) the disclosure of personal data where the consumer directs the

controller to disclose the personal data or intentionally uses the controller to

interact with a third party;

(v) the disclosure of personal data that the consumer:

(1) _intentionally made available to the general public via a

channel of mass media; and

(1l) did not restrict to a specific audience; or

(vi) the disclosure or transter of personal data to a third party as

an asset that is part of a merger, acquisition, bankruptcy or other transaction,

or a proposed merger, acquisition, bankruptcy, or other transaction, in which

the third party assumes control of all or part of the controller’s assets.
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(54) “Sensitive data’” means personal data that:

(A) reveals a consumer’s government-issued identifier. such as a

Social Security number, passport number, state identification card, or driver’s

license number, that is not required by law to be publicly displayed;

(B) reveals a consumer’s racial or ethnic origin, national origin,

citizenship or immigration status, religious or philosophical beliefs, or union

membership;

(C) reveals a consumer’s sexual orientation, sex life, sexuality, or

status as transgender or nonbinary;

(D) reveals a consumer’s status as a victim of a crime;

(E) is financial information, including a consumer’s tax return and

account number._financial account log-in, financial account, debit card

number, or credit card number in combination with any required security or

access code, password, or credentials allowing access to an account;

(F) is consumer health data;

(G) is personal data collected and analvzed concerning consumer

health data or personal data that describes or reveals a past, present, or future

mental or physical health condition, treatment, disability, or diagnosis,

including pregnancy, to the extent the personal data is not used by the

controller to identifv a specific consumer’s physical or mental health condition

or diagnosis;
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(H) is biometric or genetic data;

(1) is personal data collected from a known minor; or

(J) is precise geolocation data.

(55)(4) “Targeted advertising”’ means the targeting of an advertisement

to a consumer based on the consumer’s activity with one or more businesses,

distinctly branded websites, applications, or services, other than the controller,

distinctly branded website, application, or service with which the consumer is

intentionally interacting.

(B) “Targeted advertising” does not include:

(i) _an advertisement based on activities within the controller’s

own commonly branded website or online application;

(ii) an advertisement based on the context of a consumer’s current

search query, visit to a website, or use of an online application;

(iii) _an advertisement directed to a consumer in response to the

consumer’s request for information or feedback; or

(iv) __ processing personal data solely to measure or report

advertising frequency, performance, or reach.

(56) “Third party” means a natural or legal person, public authority,

agency, or_body, other than the consumer. controller, or processor or an

affiliate of the processor or the controller:
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(57) “Trade secret” has the same meaning as in section 4601 of this

title.

(58) “Victim services organization” means a nonprofit organization that

is_established to provide services to victims or witnesses of child abuse,

domestic violence, human trafficking, sexual assault, violent felonv, or

stalking.

¢ 2416. APPLICABILITY

(a) Except as provided in subsection (b) of this section, this chapter applies

to a person that conducts business in this State or a person that produces

products or services that are targeted to residents of this State and that during

the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 25,000

consumers, excluding personal data controlled or processed solely for the

purpose of completing a payvment transaction; or

(2) controlled or processed the personal data of not fewer than 12,500

consumers _and _derived more than 25 percent of the person’s gross revenue

from the sale of personal data.

(b) Sections 2420, 2424, and 2428 of this title and the provisions of this

chapter concerning consumer _health data and consumer health data

controllers apply to a person that conducts business in this State or a person

that produces products or services that are targeted to residents of this State.
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¢ 2417. EXEMPTIONS

(1) a federal, State, tribal, or local government entity in the ordinary

course & its operation,

(2) Wyotected health information that a covered entity or business

associate proceMes in accordance with, or documents that a covered entity or

business associate c®ates for the purpose of complying with HIPAA:

(3) information Wsed only for public health activities and purposes

described in 45 C.FR. § 108512 (disclosure of protected health information

without authorization);

(4) information that identifies Wconsumer in connection with:

(A) activities that are subject ihe Federal Policy for the Protection

of Human Subjects, codified as 45 C.F.R. PX&t 46 (HHS protection of human

subjects) and in various other federal regulations"

(B) research on human subjects undertaken® accordance with good

clinical practice guidelines _issued by the InterndMonal Council for

Harmonisation of Technical Requirements for Pharmaceut®als for Human

Use;

(C) activities that are subject to the protections provided in 2% C.F.R.

Parts 50 (FDA clinical investications protection of human subjects) Wgnd
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in Nubdivisions (A) through (C) of this subdivision (a)(4) or otherwise in

accord®ce with applicable law;

(5) Matient identifving information that is collected and processed in

accordance witg 42 C.FR. Part 2 (confidentiality of substance use disorder

patient records);

(6) patient safetMgvork product that is created for purposes of improving

patient safety under 42 C.R. Part 3 (patient safety organizations and patient

safety work product);

(7)_information or documen®created for the purposes of the Healthcare

Quality Improvement Act of 1986, 42%/J.S.C. § 11101-11152, and regulations

adopted to implement that act;

(8) information that originates from, & is intermingled so as to be

indistinguishable from, or that is treated in the s®e manner as information

described in subdivisions (2)—(7) of this subsectionWghat a covered entity,

business associate, or a qualified service organizatioMy program creates,

collects, processes, uses, or maintains in the same manner as iWequired under

the laws, regulations, and guidelines described in subdivisions (. 7) of this

subsection;

(9) information processed or maintained solely in connection with, Snd

Jr _rie purposc U, cridollirie.
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(B) an individual’s ownership of. or function as a director or officer

of. a biXgness entity;

A\ an individual’s contractual relationship with a business entity;

(D) Mg individual’s receipt of benefits from an employer, including

benefits for the ind&gdual’s dependents or beneficiaries; or

(E) notice of ®& emergency to persons that an individual specifies;

(10) _any activity ¥at involves collecting, maintaining, disclosing,

selling, communicating, or usg information for the purpose of evaluating a

consumer’s _creditworthiness, cro¥gt standing, credit capacity, character,

general reputation, personal characteMgtics, or mode of living if done strictly

in_accordance with the provisions of the F&r Credit Reporting Act, 15 U.S.C.

§ 1681-1681x, as may be amended, by:

(A) a consumer reporting agency;

(B) a person who furnishes information tOa consumer reporting

agency under 15 U.S.C. § 1681s-2 (responsibilities of furniégers of information

to consumer reporting agencies); or

(C) a person who uses a consumer report as provided M 15 U.S.C.

§ 1681b(a)(3) (permissible purposes of consumer reports);

(11) information collected, processed, sold, or disclosed under an% in
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B) the Family Educational Rights and Privacy Act, 20 U.S.C.

§ 12329, aMg regulations adopted to implement that act;

(C) e Airline Deregulation Act, Pub. L. No. 95-504, only to the

extent that an _air¥garrier collects information related to prices, routes, or

services, and only to t"Mg extent that the provisions of the Airline Deregulation

Act preempt this chapter;

(D) the Farm Credit X¢t, Pub. L. No. 92-181, as mayv be amended;

(E) federal policy und& 21 U.S.C. § 830 (regulation of listed

chemicals and certain machines);

(12) nonpublic personal informati®g that is processed by a financial

institution subject to the Gramm-Leach-Bliley¥ct, Pub. L. No. 106-102, and

regulations adopted to implement that act;

(13) information that originates from, or is itkermingled so as to be

indistinguishable from, information described in subdi¥sion (12) of this

subsection _and that a controller or processor collects, pro®gsses, uses, or

maintains in_the same manner as _is required under the law and¥egulations

specified in subdivision (12) of this subsection;

(14) a financial institution, credit union, independent trust comp®

Oroncr-dceadiler, or 've rer Uav cr Jr u 11014 U d ULLor. N rcu urtlor
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or Wubsidiary that is only and directly engaged in financial activities, as

descriond in 12 U.S.C. § 1843(k);

(15) W person regulated pursuant to 8 V.S.A. part 3 (chapters 101—1635)

other than a Werson that, alone or in combination with another person,

establishes and Mgintains a _self-insurance program and that does not

otherwise engage in th@&business of entering into policies of insurance;

(16) a third-party Mdministrator, as that term is defined in the Third

Party Administrator Rule adop®d pursuant to 18 V.S.A. § 9417

(17) personal data of a Mgtim or witness of child abuse, domestic

violence, human trafficking, sexual asMgult, violent felony, or stalking that a

victim services organization collects, proc&&ses, or maintains in the course of

its operation;

(18) a nonprofit organization that is estabMghed to detect and prevent

fraudulent acts in connection with insurance;

(19)  information that is processed for purpodgs of compliance,

enrollment or degree verification, or research services Wy a nonprofit

organization that is established to provide enrollment data reporMgg services

on_behalf of postsecondary schools as that term is defined in 16 V.S./MS 176;

or
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Federal Communications Commissio

(C) a nonprofit organization that provsgs programming to radio or

television networks; or

(D) an entity that provides an information service, includ

(a) This chapter does not apply to:

(1) a federal, State, tribal, or local government entity in the ordinary

course of its operation;

(2) _a covered entity that is not a hybrid entity, any health care

component of a hybrid entity, or a business associate;

(3) _information used only for public health activities and purposes

described in 45 C.FER. § 164.512 (disclosure of protected health information

without authorization);

(4) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Protection

of Human Subjects, codified as 45 C.F.R. Part 46 (HHS protection of human

subjects) and in various other federal regulations;
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(B) research on human subjects undertaken in accordance with good

clinical practice guidelines _issued by the International Council for

Harmonisation of Technical Requirements for Pharmaceuticals for Human

Use;

(C) activities that are subject to the protections provided in 21 C.F.R.

Parts 50 (FDA clinical investications protection of human subjects) and

56 (FDA clinical investigations institutional review boards); or

(D) research conducted in accordance with the requirements set forth

in_subdivisions (A) through (C) of this subdivision (a)(4) or otherwise in

accordance with applicable law;

(5) patient identifving information that is collected and processed in

accordance with 42 C.FER. Part 2 (confidentiality of substance use disorder

patient records);

(6) patient safety work product that is created for purposes of improving

patient safety under 42 C.F.R. Part 3 (patient safety organizations and patient

safety work product);

(7)_information or documents created for the purposes of the Healthcare

Quality Improvement Act of 1986, 42 U.S.C. § 11101-11152, and regulations

adopted to implement that act;

(8) information that originates from, or is intermingled so as to be

indistinguishable from, or that is treated in the same manner as information
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described in subdivisions (2)—(7) of this subsection that a covered entity,

business associate, or a qualified service organization program creates,

collects, processes, uses, or maintains in the same manner as is required under

the laws, regulations, and guidelines described in subdivisions (2)—(7) of this

subsection;

(9) information processed or maintained solely in connection with, and

for the purpose of. enabling:

(A) an individual’s employment or application for employment;

(B) an individual’s ownership of. or function as a director or officer

of. a business entity;

(C) an individual’s contractual relationship with a business entity;

(D) an individual’s receipt of benefits from an employer, including

benefits for the individual’s dependents or beneficiaries; or

(E) notice of an emergency to persons that an individual specifies;

(10) _any activity that involves collecting, maintaining, disclosing,

selling, communicating, or using information for the purpose of evaluating a

consumer’s _creditworthiness, credit _standing, credit capacity, character,

general reputation, personal characteristics, or mode of living if done strictly

in_accordance with the provisions of the Fair Credit Reporting Act, 15 U.S.C.

§ 1681-1681x, as may be amended, by:

(A) a consumer reporting agency;
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(B) a person who furnishes information to a consumer reporting

agency under 15 U.S.C. § 1681s-2 (responsibilities of furnishers of information

to consumer reporting agencies), or

(C) a person who uses a consumer report as provided in 15 U.S.C.

§ 1681b(a)(3) (permissible purposes of consumer reports),

(11) information collected, processed, sold, or disclosed under and in

accordance with the following laws and regulations.

(A) the Driver’s Privacy Protection Act of 1994, 18 U.S.C. § 2721—

(B) the Family Educational Rights and Privacy Act, 20 U.S.C.

§ 12329, and regulations adopted to implement that act;

(C) the Airline Deregulation Act, Pub. L. No. 95-504, only to the

extent that an air carrier collects information related to prices, routes, or

services, and only to the extent that the provisions of the Airline Deregulation

Act preempt this chapter;

(D) the Farm Credit Act, Pub. L. No. 92-181, as mayv be amended.;

(E) federal policy under 21 U.S.C. § 830 (regulation of listed

chemicals and certain machines);

(12) nonpublic personal information that is processed by a financial

institution subject to the Gramm-Leach-Bliley Act, Pub. L. No. 106-102, and

regulations adopted to implement that act;
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(13) information that originates from, or is intermingled so as to be

indistinguishable from, information described in subdivision (12) of this

subsection and that a controller or processor collects, processes, uses, or

maintains in_the same manner as _is required under the law and regulations

specified in subdivision (12) of this subsection,

(14) a financial institution, credit union, independent trust company,

broker-dealer. or investment adviser or a financial institution’s, credit union’s,

independent trust company’s, broker-dealer’s, or investment adviser’s affiliate

or_subsidiary that is only and directly engaged in financial activities, as

described in 12 U.S.C. § 1843(k);

(15) a person regulated pursuant to 8 V.S.A. part 3 (chapters 101—163)

other than a person that, alone or in combination with another person,

establishes and maintains _a _self-insurance program and that does not

otherwise engage in the business of entering into policies of insurance;

(16) a third-party administrator, as that term is defined in the Third

Party Administrator Rule adopted pursuant to 18 V.S.A. § 9417

(17) personal data of a victim or witness of child abuse, domestic

violence, human trafficking, sexual assault, violent felony, or stalking that a

victim services organization collects, processes, or maintains in the course of

its operation;
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(18) a nonprofit organization that is established to detect and prevent

fraudulent acts in connection with insurance;

(19)  information that is processed for purposes of compliance,

enrollment or degree verification, or research services by a nonprofit

organization that is established to provide enrollment data reporting services

on behalf of postsecondary schools as that term is defined in 16 V.S.A. § 176;

(20) noncommercial activity of:

(A) a publisher, editor, reporter, or other person who is connected

with or employved by a newspaper, magazine, periodical, newsletter, pamphlet,

report, or other publication in general circulation;

(B) a radio or television station that holds a license issued by the

Federal Communications Commission;

(C) a nonprofit organization that provides programming to radio or

television networks; or

(D) an entity that provides an information service, including a press

association or wire service; or

(21) a public utility subject to the jurisdiction of the Public Utility

Commission under 30 V.S.A. § 203, but only until July 1, 2026.

(b) _Controllers, processors, and consumer health data controllers that

comply with the verifiable parental consent requirements of COPPA shall be
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deemed compliant with any obligation to obtain parental consent pursuant to

this chapter, including pursuant to section 2420 of this title.

¢ 2418. CONSUMER PERSONAL DATA RIGHTS

(a) A consumer shall have the right to.

(1) confirm whether a controller is processing the consumer’s personal

data and, if a controller is processing the consumer’s personal data, access the

personal data;

(2) obtain from a controller a list of third parties to which the controller

has disclosed the consumer’s personal data or. if the controller does not

maintain this information in a format specific to the consumer, a list of third

parties to which the controller has disclosed personal data;

(3) correct inaccuracies in _the consumer’s personal data, taking into

account the nature of the personal data and the purposes of the processing of

the consumer’s personal data;

(4) delete personal data provided by, or obtained about, the consumer

unless retention of the personal data is required by law;

(5) _if the processing of personal data is done by automatic means,

obtain a copy of the consumer’s personal data processed by the controller in a

portable and, to the extent technically feasible, readily usable format that

allows the consumer to transmit the data to another controller without

hindrance; and
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(6) opt out of the processing of personal data for purposes of-

(A) targeted advertising;

(B) the sale of personal data; or

(C) profiling in furtherance of solely automated decisions that

produce legal or similarly significant effects concerning the consumer:

(b)(1) A consumer may exercise rights under this section by submitting a

request to _a controller using the method that the controller specifies in the

privacy notice under section 2419 of this title.

(2) A controller shall not require a consumer to create an _account for

the purpose described in subdivision (1) of this subsection, but the controller

may require the consumer to use an account the consumer previously created.

(3) A parent or legal guardian may exercise rights under this section on

behalf of the parent’s child or on behalf of a child for whom the guardian has

legal responsibility. A guardian or conservator may exercise the rights under

this _section _on_behalf of a consumer that is subject to a guardianship,

conservatorship, or other protective arrangement.

(4)(4) A consumer may designate another person to act on the

consumer’s _behalf as the consumer’s authorized agent for the purpose of

exercising the consumer’s rights under subdivision (a)(4) or (a)(6) of this

section.
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(B) The consumer may designate an authorized agent by means of an

internet link, browser setting, browser extension, global device setting, or other

technology that enables the consumer to exercise the consumer’s rights under

subdivision (a)(4) or (a)(6) of this section.

(c) Except as otherwise provided in this chapter, a controller shall comply

with a request by _a consumer to exercise the consumer rights authorized

pursuant to this chapter as follows.

(1)(4) A controller shall respond to the consumer without undue delay,

but not later than 45 days after receipt of the request.

(B) The controller may extend the response period by 45 additional

days when reasonably necessary, considering the complexity and number of the

consumer’s_requests, provided the controller informs the consumer of the

extension within the initial 45-day response period and of the reason for the

extension.

(2) _If a controller declines to take action regarding the consumer’s

request, the controller shall inform the consumer without undue delay, but not

later than 45 davs after receipt of the request, of the justification for declining

to take action and instructions for how to appeal the decision.

(3)(4) Information provided in response to a consumer request shall be

provided by a controller. free of charge, once per consumer during any 12-

month period.
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(B) If requests from a consumer are manifestly unfounded, excessive,

or repetitive, the controller may charge the consumer a reasonable fee to cover

the administrative costs of complying with the request or decline to act on the

request.

(C) The controller bears the burden of demonstrating the manifestly

unfounded, excessive, or repetitive nature of the request.

(4)(4) If a controller is unable to authenticate a request to exercise any

of the rights afforded under subdivisions (a)(1)—(5) of this section using

commercially reasonable efforts, the controller shall not be required to comply

with a request to initiate an_action pursuant to this section and shall provide

notice to the consumer that the controller is unable to authenticate the request

to exercise the right or rights until the consumer provides additional

information reasonably necessary to authenticate the consumer and the

consumer’s request to exercise the right or rights.

(B) A controller shall not be required to authenticate an opt-out

request, but a controller may deny an opt-out request if the controller has a

good faith, reasonable, and documented belief that the request is fraudulent.

(C) If a controller denies an opt-out request because the controller

believes the request is fraudulent, the controller shall send a notice to the

person who made the request disclosing that the controller believes the request
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is fraudulent, why the controller believes the request is fraudulent, and that the

controller shall not comply with the request.

(5) A controller that has obtained personal data about a consumer from

a_source other than the consumer shall be deemed in compliance with a

consumer’s request to delete the data pursuant to subdivision (a)(4) of this

section by:

(A) retaining a record of the deletion request and the minimum data

necessary for the purpose of ensuring the consumer’s personal data remains

deleted from the controller’s records and not using the retained data for any

other purpose pursuant to the provisions of this chapter; or

(B) opting the consumer out of the processing of the personal data

for any purpose except for those exempted pursuant to the provisions of this

chapter.

(6) A controller may not condition the exercise of a right under this

section through:

(A)  the use of anv false, fictitious, fraudulent, or materially

misleading statement or representation; or

(B) the employment of any dark pattern.

(d) A controller shall establish a process by means of which a consumer

may_appeal the controller’s refusal to take action on a request under

subsection (b) of this section. The controller’s process must:
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(1) Allow a reasonable period of time after the consumer receives the

controller’s refusal within which to appeal.

(2) Be conspicuously available to the consumer:

(3) Be similar to the manner in which a consumer must submit a request

under subsection (b) of this section.

(4) Require the controller to approve or deny the appeal within 45 days

after the date on which the controller received the appeal and to notify the

consumer_in_writing of the controller’s decision and the reasons for the

decision. If the controller denies the appeal, the notice must provide or specify

information that enables the consumer to contact the Attorney General to

submit a complaint.

(e) Nothing in this section shall be construed to require a controller to

reveal a trade secret.

¢ 2419. DUTIES OF CONTROLLERS

(a) A controller shall:

(1) [limit the collection of personal data to what is reasonably necessary

and_proportionate to provide or maintain _a_specific _product or service

requested by the consumer to whom the data pertains;

(2) establish, implement, and maintain reasonable administrative,

technical, and physical data security practices to protect the confidentiality,
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integrity, and accessibility of personal data appropriate to the volume and

nature of the personal data at issue;

(3) provide an effective mechanism for a consumer to revoke consent to

the controller’s processing of the consumer’s personal data that is at least as

easy as the mechanism by which the consumer provided the consumer’s

consent; and

(4) _upon a consumer’s revocation of consent to processing, cease to

process the consumer’s personal data as soon _as practicable, but not later

than 15 days after receiving the request.

(b) A controller shall not:

(1) process personal data for a purpose not disclosed in the privacy

notice required under subsection (d) of this section unless:

(A) the controller obtains the consumer’s consent; or

(B) the purpose is reasonably necessary to and compatible with a

disclosed purpose;

(2) process sensitive data about a consumer without first obtaining the

consumer’s consent or,_if the controller knows the consumer is a child, without

processing the sensitive data in accordance with COPPA;

(3) sell sensitive data;
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(4) discriminate or retaliate against a consumer who exercises a right

provided to the consumer under this chapter or refuses to consent to the

processing of personal data for a separate product or service, including by:

(4) denying goods or services;

(B) charging different prices or rates for goods or services; or

(C) providing a different level of quality or selection of goods or

services to the consumer;

(5) process personal data in violation of State or federal laws that

prohibit unlawful discrimination; or

(6)(A) except as provided in subdivision (B) of this subdivision (6),

process a_consumer’s personal data in a manner that discriminates against

individuals or otherwise makes unavailable the equal enjoyment of goods or

services on the basis of an individual’s actual or perceived race, color. sex,

sexual orientation or gender identity, physical or mental disability, religion,

ancestry, or national origin;

(B) subdivision (A) of this subdivision (6) shall not apply to:

(i) _a private establishment, as that term is used in 42 U.S.C.

§ 2000a(e) (prohibition against discrimination or segregation in_places of

public accommodation);

(ii) _processing for the purpose of a controller’s or processor’s

self-testing to prevent or mitigate unlawful discrimination; or
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(iii) _ processing for the purpose of diversifying an applicant,

participant, or consumer pool.

(c) Subsections (a) and (b) of this section shall not be construed to:

(1) require a controller to provide a good or service that requires

personal data from a consumer that the controller does not collect or

maintain; or

(2) prohibit a controller from offering a different price, rate, level of

quality, or selection of goods or services to a consumer, including an offer for

no fee or charge, in connection with a consumer’s voluntary participation in a

financial incentive program, such as a bona fide lovalty, rewards, premium

features, discount, or club card program, provided that the controller may not

transfer personal data to a third party as part of the program unless:

(A) the transfer is necessary to enable the third party to provide a

benefit to which the consumer is entitled; or

(B)(i) the terms of the program clearly disclose that personal data

will be transferred to the third party or to a category of third parties of which

the third party belongs; and

(ii) the consumer consents to the transfer.

(d)(1) A controller shall provide to consumers a reasonably accessible,

clear, and meaningful privacy notice that:
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(A) lists the categories of personal data, including the categories of

sensitive data, that the controller processes;

(B) describes the controller’s purposes for processing the personal

(C) describes how a consumer may exercise the consumer’s rights

under this chapter. including how a consumer may appeal a controller’s denial

of a consumer’s request under section 2418 of this title;

(D) lists all categories of personal data, including the categories of

sensitive data, that the controller shares with third parties;

(E) describes all categories of third parties with which the controller

shares personal data at a level of detail that enables the consumer to

understand what type of entity each third party is and, to the extent possible,

how each third party may process personal data;

(F) specifies an _e-mail address or other online method by which a

consumer can_contact the controller that the controller actively monitors;

(G) identifies the controller. including any business name under

which the controller registered with the Secretary of State and any assumed

business name that the controller uses in this State;

(H) provides a clear and conspicuous description of any processing

of personal data in which the controller engages for the purposes of targeted

advertising, sale of personal data to third parties, or profiling the consumer in
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furtherance of decisions that produce legal or similarly significant effects

concerning the consumer, and a procedure by which the consumer may opt out

of this type of processing; and

(1) describes the method or methods the controller has established for

a consumer to submit a request under subdivision 2418(b)(1) of this title.

(2) The privacy notice shall adhere to the accessibility and usability

guidelines recommended under 42 U.S.C. chapter 126 (the Americans with

Disabilities Act) and 29 U.S.C. 794d (section 508 of the Rehabilitation Act of

1973), including ensuring readability for individuals with disabilities across

various screen_resolutions and devices and employing design practices that

facilitate easy comprehension and navigation for all users.

(e) The method or methods under subdivision (d)(1)(l) of this section for

submitting a consumer’s request to a controller must:

(1) take into account the ways in which consumers normally interact

with the controller, the need for security and reliability in communications

related to the request, and the controller’s ability to authenticate the identity of

the consumer that makes the request;

(2) provide a clear and conspicuous link to a website where the

consumer or an_authorized agent may opt out from a controller’s processing of

the consumer’s personal data pursuant to subdivision 2418(a)(6) of this title
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or, solely if the controller does not have a capacity needed for linking to a

webpage, provide another method the consumer can use to opt out; and

(3) allow a consumer or authorized agent to send a signal to the

controller that indicates the consumer’s preference to opt out of the sale of

personal data or targeted advertising pursuant to subdivision 2418(a)(6) of

this title by means of a platform, technology, or mechanism that:

(A) does not unfairly disadvantage another controller;

(B) does not use a default setting but instead requires the consumer

or_authorized agent to make an_affirmative, voluntarv, and unambiguous

choice to opt out;

(C) is consumer friendly and easy for an average consumer to use;

(D) is as consistent as possible with similar platforms, technologies,

or mechanisms required under federal or state laws or regulations,; and

(E)(i) _enables the controller to reasonably determine whether the

consumer _has made a legitimate request pursuant to subsection 2418(b) of this

title to opt out pursuant to subdivision 2418(a)(6) of this title; and

(ii) _for purposes of subdivision (i) of this subdivision (C), use of

an_internet protocol address to estimate the consumer’s location shall be

considered sufficient to accurately determine residency.

(1) _If a consumer or authorized agent uses a method under subdivision

(d)(1)() of this section to opt out of a controller’s processing of the
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consumer’s personal data pursuant to subdivision 2418(a)(6) of this title and

the decision conflicts with a consumer’s voluntary participation in a bona fide

reward, club card, or lovalty program or a program that provides premium

features or discounts in return for the consumer’s consent to the controller’s

processing of the consumer’s personal data, the controller may either comply

with the request to opt out or notify the consumer of the conflict and ask the

consumer to affirm that the consumer intends to withdraw from the bona fide

reward, club card, or lovalty program or the program that provides premium

features or discounts. If the consumer affirms that the consumer intends to

withdraw, the controller shall comply with the request to opt out.

¢ 2420. DUTIES OF CONTROLLERS TO MINORS

(a)(1) A controller that offers anyv online service, product, or feature to a

consumer whom the controller knows or consciously avoids knowing is a minor

shall use reasonable care to avoid any heightened risk of harm to minors

caused by the online service, product, or feature.

(2) In any action brought pursuant to section 2427 of this title, there is a

rebuttable presumption that a controller used reasonable care as required

under this section if the controller complied with this section.

(b) A controller that offers anyv online service, product, or feature to a

consumer whom the controller knows or consciously avoids knowing is a minor
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shall not process the minor’s personal data for longer than is reasonably

necessary to provide the online service, product, or feature.

(c) A controller that offers any online service, product, or feature to a

consumer whom the controller knows or consciously avoids knowing is a minor

and who has consented under subdivision 2419(b)(2) of this title to the

processing of precise geolocation data shall:

(1) collect the minor’s precise geolocation data only as reasonably

necessary for the controller to provide the online service, product, or feature;

and

(2) provide to the minor a conspicuous signal indicating that the

controller is collecting the minor’s precise geolocation data and make the

signal available to the minor for the entire duration of the collection of the

minor’s precise geolocation data.

¢ 2421. DUTIES OF PROCESSORS

(a) A processor shall adhere to a controller’s instructions and shall assist

the controller in meeting the controller’s oblications under this chapter. In

assisting the controller. the processor must:

(1) enable the controller to respond to requests from consumers

pursuant to subsection 2418(b) of this title by means that:

(A) take into account how the processor processes personal data and

the information available to the processor; and
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(B) use appropriate technical and organizational measures to the

extent reasonably practicable;

(2) adopt administrative, technical, and physical safecuards that are

reasonably designed to protect the security and confidentiality of the personal

data the processor processes, taking into account how the processor processes

the personal data and the information available to the processor; and

(3) _provide information reasonably necessary for the controller to

conduct and document data protection assessments.

(b) Processing by a processor must be governed by a contract between the

controller and the processor. The contract must:

(1) be valid and binding on both parties;

(2) set forth clear instructions for processing data, the nature and

purpose of the processing, the tvpe of data that is subject to processing, and

the duration of the processing;

(3) specify the rights and obligations of both parties with respect to the

subject matter of the contract;

(4) ensure that each person that processes personal data is subject to a

duty of confidentiality with respect to the personal data;

(5) require the processor to delete the personal data or return the

personal data to the controller at the controller’s direction or at the end of the
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provision of services, unless a law requires the processor to retain the personal

data;

(6) require the processor to make available to the controller, at the

controller’s request, all information the controller needs to verify that the

processor _has complied with all obligations the processor has under this

chapter;

(7) require the processor to enter into a subcontract with a person the

processor engages to_assist with processing personal data on the controller’s

behalf and in the subcontract require the subcontractor to meet the processor’s

obligations concerning personal data;

(8)(A) allow the controller, the controller’s designee, or a qualified and

independent person the processor engages, in accordance with an appropriate

and _accepted control standard, framework, or procedure, to assess the

processor’s policies and technical and organizational measures for complying

with the processor’s obligations under this chapter;

(B) require the processor to cooperate with the assessment; and

(C) at the controller’s request, report the results of the assessment to

the controller; and

(9) prohibit the processor from combining personal data obtained from

the controller with personal data that the processor:

(A) receives from or on behalf of another controller or person; or
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(B) collects from an individual.

(c) This section does not relieve a controller or processor from any liability

that accrues under this chapter as a result of the controller’s or processor’s

actions in processing personal data.

(d)(1) For purposes of determining obligations under this chapter, a person

is a controller with respect to processing a set of personal data and is subject

to_an_action under section 2427 of this title to punish a violation of this

chapter, if the person:

(A) does not adhere to a controller’s instructions to process the

personal data; or

(B) begins at any point to determine the purposes and means for

processing the personal data, alone or in concert with another person.

(2) A determination under this subsection is a fact-based determination

that must take account of the context in which a set of personal data is

processed.

(3) A processor that adheres to a controller’s instructions with respect to

a specific processing of personal data remains a processor.

¢ 2422. DUTIES OF PROCESSORS TO MINORS

(a) A processor shall adhere to the instructions of a controller and shall:

(1) assist the controller in meeting the controller’s obligations under

sections 2420 and 2424 of this title, taking into account:
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(A) the nature of the processing;

(B) the information available to the processor by appropriate

technical and organizational measures; and

(C) whether the assistance is reasonably practicable and necessary to

assist the controller in meeting its obligations; and

(2) provide any information that is necessary to enable the controller to

conduct and document data protection assessments pursuant to section 2424 of

this title.

(b) A contract between a controller and a processor must satisfy the

requirements in subsection 2421(b) of this title.

(c) Nothing in this section shall be construed to relieve a controller or

processor from the liabilities imposed on the controller or processor by virtue

of the controller’s or processor’s role in the processing relationship as

described in sections 2420 and 2424 of this title.

(d) Determining whether a person is acting as a controller or processor

with respect to a specific processing of data is a fact-based determination that

depends upon the context in which personal data is to be processed. A person

that is not limited in the person’s processing of personal data pursuant to a

controller’s instructions, or that fails to adhere to the instructions, is a

controller and not a processor with respect to a specific processing of data. A

processor that continues to adhere to a controller’s instructions with respect to
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a specific processing of personal data remains a processor. If a processor

begins, alone or jointly with others, determining the purposes and means of the

processing of personal data, the processor is a controller with respect to the

processing and may be subject to an enforcement action under section 2427 of

this title.

¢ 2423. DATA PROTECTION ASSESSMENTS FOR PROCESSING

ACTIVITIES THAT PRESENT A HEIGHTENED RISK OF HARM

10 A CONSUMER

(a) A controller shall conduct and document a data protection assessment

for each of the controller’s processing activities that presents a heightened risk

of harm to a consumer, which, for the purposes of this section, includes:

(1) the processing of personal data for the purposes of targeted

advertising;

(2) the sale of personal data;

(3) the processing of personal data for the purposes of profiling, where

the profiling presents a reasonably foreseeable risk of:

(A) unfair or deceptive treatment of. or unlawful disparate impact on,

consumers,

(B) financial, physical, or reputational injury to consumers;
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(C) a physical or other intrusion upon the solitude or seclusion, or

the private affairs or concerns, of consumers, where the intrusion would be

offensive to a reasonable person; or

(D) other substantial injury to consumers. and

(4) the processing of sensitive data.

(b)(1) Data protection assessments conducted pursuant to subsection (a) of

this section shall:

(A) identifv the categories of personal data processed, the purposes

for processing the personal data, and whether the personal data is being

transferred to third parties; and

(B) identify and weigh the benefits that may flow, directly and

indirectly, from the processing to the controller, the consumer, other

stakeholders, and the public against the potential risks to the consumer

associated with the processing, as miticated by safecuards that can be

employed by the controller to reduce the risks.

(2) The controller shall factor into any data protection assessment the

use of de-identified data and the reasonable expectations of consumers, as well

as the context of the processing and the relationship between the controller and

the consumer whose personal data will be processed.

(c)(1) The Attorney General may require that a controller disclose any data

protection assessment that is relevant to an _investigation conducted by the
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Attorney General pursuant to section 2427 of this title, and the controller shall

make the data protection assessment available to the Attorney General.

(2) The Attorney General may evaluate the data protection assessment

for compliance with the responsibilities set forth in this chapter.

(3) Data protection assessments shall be confidential and shall be

exempt from disclosure and copving under the Public Records Act.

(4)  To the extent any information contained in a data protection

assessment disclosed to the Attornev General includes information subject to

attorney-client privilege or work product protection, the disclosure shall not

constitute a waiver of the privilege or protection.

(d) A single data protection assessment may address a comparable set of

processing operations that present a similar heightened risk of harm.

(e) If a controller conducts a data protection assessment for the purpose of

complying with _another applicable law or regulation, the data protection

assessment shall be deemed to satisfy the requirements established in this

section_if the data protection assessment is reasonably similar in scope and

effect to the data protection assessment that would otherwise be conducted

pursuant to this section.

(f) _Data protection assessment requirements shall apply to processing

activities created or generated after July 1, 2025 and are not retroactive.
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(g) A controller shall retain for at least five vears all data protection

assessments the controller conducts under this section.

¢ 2424. DATA PROTECTION ASSESSMENTS FOR ONLINE SERVICES,

PRODUCTS, OR FEATURES OFFERED TO MINORS

(a) A controller that offers any online service, product, or feature to a

consumer who the controller knows or consciously avoids knowing is a minor

shall conduct a data protection assessment for the online service product or

feature:

(1) in a manner that is consistent with the requirements established in

section 2423 of this title; and

(2) that addresses.:

(A) the purpose of the online service, product, or feature;

(B) the categories of a minor’s personal data that the online service,

product, or feature processes;

(C) the purposes for which the controller processes a minor’s

personal data with respect to the online service, product, or feature; and

(D) any heightened risk of harm to a minor that is a reasonably

foreseeable result of offering the online service, product, or feature to a minor:

(b) A controller that conducts a data protection assessment pursuant to

subsection (a) of this section shall review the data protection assessment as

necessary to account for any material change to the processing operations of
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the online service, product, or feature that is the subject of the data protection

assessment.

(c) If a controller conducts a data protection assessment pursuant to

subsection (a) of this section or a data protection assessment review pursuant

to subsection (b) of this section and determines that the online service,

product, or feature that is the subject of the assessment poses a heightened risk

of harm to a minor, the controller shall establish and implement a plan to

mitigate or eliminate the heightened risk.

(d)(1) The Attorney General may require that a controller disclose any data

protection assessment pursuant to subsection (a) of this section that is relevant

to_an_investigation conducted by the Attorney General pursuant to section

2427 of this title, and the controller shall make the data protection assessment

available to the Attorney General.

(2) The Attorney General may evaluate the data protection assessment

for compliance with the responsibilities set forth in this chapter.

(3) _Data protection assessments shall be confidential and shall be

exempt from disclosure and copving under the Public Records Act.

(4)  To the extent any information contained in a data protection

assessment disclosed to the Attornev General includes information subject to

attorney-client privilege or work product protection, the disclosure shall not

constitute a waiver of the privilege or protection.
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(e) A single data protection assessment may address a comparable set of

processing operations that include similar activities.

(1) _1If a controller conducts a data protection assessment for the purpose of

complying with _another applicable law or regulation, the data protection

assessment shall be deemed to satisfy the requirements established in this

section_if the data protection assessment is reasonably similar in scope and

effect to the data protection assessment that would otherwise be conducted

pursuant to this section.

(¢) Data protection assessment requirements shall apply to processing

activities created or generated after July 1, 2025 and are not retroactive.

(h) A controller that conducts a data protection assessment pursuant to

subsection (a) of this section shall maintain documentation concerning the

data protection assessment for the longer of:

(1) three vears after the date on which the processing operations cease;

(2) the date the controller ceases offering the online service, product, or

feature.

¢ 2425. DE-IDENTIFIED OR PSEUDONYMOUS DATA

(a) A controller in possession of de-identified data shall:

(1) take reasonable measures to ensure that the data cannot be used to

re-identify _an identified or identifiable individual or be associated with an
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individual or device that identifies or is linked or reasonably linkable to an

individual or household;

(2) publicly commit to maintaining and using de-identified data without

attempting to re-identify the data; and

(3) contractually obligate any recipients of the de-identified data to

comply with the provisions of this chapter.

(b) This section does not prohibit a controller from attempting to re-identify

de-identified data solely for the purpose of testing the controller’s methods for

de-identifying data.

(c) This chapter shall not be construed to require a controller or processor

(1) re-identifv de-identified data; or

(2) maintain data in _identifiable form, or collect, obtain, retain, or

access any data or technology, in order to associate a consumer with personal

data in order to authenticate the consumer’s request under subsection 2418(b)

of this title; or

(3) _comply with an authenticated consumer rights request if the

controller:

(4) is not reasonably capable of associating the request with the

personal data or it would be unreasonably burdensome for the controller to

associate the request with the personal data;
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(B) does not use the personal data to recognize or respond to the

specific consumer who is the subject of the personal data or associate the

personal data with other personal data about the same specific consumer; and

(C) does not sell or otherwise voluntarily disclose the personal data

to any third party, except as otherwise permitted in this section.

(d) The rights afforded under subdivisions 2418(a)(1)—(5) of this title shall

not_apply to pseudonvmous data in cases where the controller is able to

demonstrate that any information necessary to identifv the consumer is kept

separately and is subject to effective technical and organizational controls that

prevent the controller from accessing the information.

(e) A controller that discloses or transfers pseudonymous data or de-

identified data shall exercise reasonable oversight to monitor compliance with

any contractual commitments to which the pseudonymous data or de-identified

data is subject and shall take appropriate steps to address any breaches of

those contractual commitments.

¢ 2426. CONSTRUCTION OF DUTIES OF CONTROLLERS AND

PROCESSORS

(a) _This chapter shall not be construed to restrict a controller’s,

processor’s, or consumer health data controller’s ability to.

(1) comply with federal, state, or municipal laws, ordinances, or

regulations;
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(2) comply with a civil, criminal, or regulatory inquiry, investigation,

subpoena, or summons by federal, state, municipal, or other governmental

authorities;

(3) _cooperate with law enforcement agencies concerning conduct or

activity that the controller, processor, or consumer health data controller

reasonably and in good faith believes may violate federal, state, or municipal

laws, ordinances, or regulations;

(4) carry out obligations under a contract under subsection 2421(b) of

this title for a federal or State agency or local unit of government;

(5) investigate, establish, exercise, prepare for. or defend legal claims;

(6) provide a product or service specifically requested by the consumer

to whom the personal data pertains consistent with subdivision 2419(a)(1) of

this title;

(7) _perform under a contract to which a consumer is a party, including

fulfilling the terms of a written warranty;

(8) take steps at the request of a consumer prior to entering into a

contract;

(9) take immediate steps to protect an interest that is essential for the

life or physical safety of the consumer or another individual, and where the

processing cannot be manifestly based on another legal basis;
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(10) prevent, detect, protect against, or respond to a network security or

physical security incident, including an intrusion or trespass, medical alert, or

fire alarm;

(11) prevent, detect, protect against, or respond to identity theft, fraud,

harassment, malicious or deceptive activity, or any criminal activity targeted at

or involving the controller or processor or its services, preserve the integrity or

security of systems, or investigate, report, or prosecute those responsible for

the action;

(12)  assist _another controller, processor. consumer health data

controller, or third party with any of the obligations under this chapter; or

(13) process personal data for reasons of public interest in the area of

public health, community health, or population health, but solely to the extent

that the processing is.

(A) subject to suitable and specific measures to safeguard the rights

of the consumer whose personal data is being processed; and

(B) under _the responsibility of a professional subject to

confidentiality obligations under federal, state, or local law.

(b) The obligations imposed on controllers, processors, or consumer health

data controllers under this chapter shall not restrict a controller’s, processor’s,

or consumer _health data controller’s ability to collect, use, or retain data for

internal use to:
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(1) conduct internal research to develop, improve, or repair products,

services, or technology;

(2) effectuate a product recall; or

(3) identifv and repair technical errors that impair existing or intended

functionality.

(c)(1) The obligations imposed on controllers, processors, or consumer

health data controllers under this chapter shall not apply where compliance by

the controller, processor. or consumer health data controller with this chapter

would violate an evidentiary privilege under the laws of this State.

(2)  This chapter shall not be construed to prevent a controller

processor,_or _consumer_health data controller from providing personal data

concerning a consumer to a person covered by an evidentiary privilege under

the laws of the State as part of a privileged communication.

(3) Nothing in this chapter modifies 2020 Acts and Resolves No. 166,

Sec. 14 or authorizes the use of facial recognition technology by law

enforcement.

(d)(1) A controller, processor, or consumer health data controller that

discloses personal data to a processor or third-party controller pursuant to this

chapter shall not be deemed to have violated this chapter if the processor or

third-party controller that receives and processes the personal data violates

this chapter, provided, at the time the disclosing controller, processor, or
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consumer _health data controller disclosed the personal data, the disclosing

controller, processor, or consumer health data controller did not have actual

knowledge that the receiving processor or third-party controller would violate

this chapter.

(2) A third-party controller or processor receiving personal data from a

controller, processor, or consumer health data controller in compliance with

this chapter is not in violation of this chapter for the transgressions of the

controller, processor. or consumer health data controller from which the third-

party controller or processor receives the personal data.

(e) This chapter shall not be construed to:

(1) impose any obligation on a controller. processor. or consumer health

data controller that adversely affects the rights or freedoms of any person,

including the rights of any person:

(A) to freedom of speech or freedom of the press guaranteed in the

First Amendment to the U.S. Constitution; or

(B) under 12 V.S.A. S 1615; or

(2) apply to any person’s processing of personal data in the course of

the person’s purely personal or household activities.

(f)(1) Personal data processed by a controller or consumer health data

controller pursuant to this section may be processed to the extent that the

processing is:
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(A)(i) reasonably necessary and proportionate to the purposes listed

in this section; or

(ii) in the case of sensitive data, strictly necessary to the purposes

listed in this section; and

(B) adequate, relevant, and limited to what is necessary in relation to

the specific purposes listed in this section.

(2)(A) Personal data collected, used, or retained pursuant to subsection

(b) of this section shall, where applicable, take into account the nature and

purpose or purposes of the collection, use, or retention.

(B) Personal data collected, used, or retained pursuant to subsection

(b) of this section shall be subject to reasonable administrative, technical, and

physical measures to protect the confidentiality, integrity, and accessibility of

the personal data and to reduce reasonably foreseeable risks of harm to

consumers relating to the collection, use, or retention of personal data.

(¢) If a controller or consumer health data controller processes personal

data pursuant to _an exemption in_this section, the controller or consumer

health data controller bears the burden of demonstrating that the processing

qualifies for the exemption and complies with the requirements in subsection

(f) of this section.
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(h) Processing personal data for the purposes expressly identified in this

section shall not solely make a legal entity a controller or consumer health

data controller with respect to the processing.

(i) _This chapter shall not be construed to require a controller, processor, or

consumer health data controller to implement an age-verification or age-

gating system_or_otherwise affirmatively collect the age of consumers. A

controller, processor, or consumer health data controller that chooses to

conduct commercially reasonable age estimation to determine which

consumers are minors is not liable for an erroneous age estimation.

(a)% person who violates this chapter or rules adopted pursuant to this

chapter comMgs an _unfair and deceptive act in _commerce in violation of

section 2453 of t itle, and the Attorney General shall have exclusive

authority to enforce such vidgtions except as provided in subsection (d) of this

section.

(b) The Attornev General has thegme authority to adopt rules to

implement the provisions of this section and to%gonduct civil investigations,

enter _into assurances of discontinuance, bring civil a®§ons, and take other

enforcement actions as provided under chapter 63, subchapter Mg{ this title.

(c)(1) If the Attorney General determines that a violation of this c/Mgter or
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exi&ding a 60-dav cure period to the controller. processor, or consumer health

data coggroller alleged to have violated this chapter or rules adopted pursuant

to this chaer.

(2) ThMAttorney General may, in determining whether to grant a

controller, process®& or consumer _health data controller the opportunity to

cure_an_alleged violdon described in subdivision (1) of this subsection,

consider:

(A) the number of viogtions;

(B) the size and complex¥ of the controller. processor, or consumer

health data controller;

(C) the nature and extent oMthe controller’s, processor’s, or

consumer health data controller’s processing divities;

(D) the substantial likelihood of injury to%e public;

(E) the safety of persons or property;

(F) _whether the alleged violation was likely c®sed by human or

technical error; and

(G) the sensitivity of the data.

(d)(1) The private right of action available to a consumer for viol®&ions of

this chapter or rules adopted pursuant to this chapter shall be exclusive®M as
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¥, Urrie WritQ Urrricd UV d adltid UrUunc o, UrZec udliu ULUC

viol&gon of subdivision 2419(b)(2) of this title, subdivision 2419(b)(3) of this

title, or Mgction 2428 of this title may bring an action under subsection 2461(b)

of this title /% the violation, but the right available under subsection 2461(b)

of this title shall Wpt be available for a violation of any other provision of this

chapter or rules adop®gd pursuant to this chapter:

(e) Annually, on or beWre February 1, the Attorney General shall submit a

report to the General AssembWdisclosing:

(1) the number of notices of Wolation the Attorney General has issued;

(2) the nature of each violation;

(3) the number of violations that wie cured during the available cure

period;

(4) the number of actions brought under subs®tion (c) of this section;

(5) the proportion of actions brought under subse®gon (c) of this section

that proceed to trial;

(6) the data brokers or large data holders most frequeni® sued under

subsection (c) of this section; and

(7) _any other matter the Attorney General deems relevant foMgthe
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¢ 2427. ENFORCEMENT: ATTORNEY GENERAL'S POWERS

(a) A person who violates this chapter or rules adopted pursuant to this

chapter commits an unfair and deceptive act in commerce in violation of

section 2453 of this_title, provided that a private right of action under

subsection 2461(b) of this title shall not apply to the violation, and the

Attorney General shall have exclusive authority to enforce such violations.

(b) The Attorney General has the same authority to adopt rules to

implement the provisions of this section and to conduct civil investigations,

enter _into assurances of discontinuance, bring civil actions, and take other

enforcement actions as provided under chapter 63, subchapter 1 of this title.

(c)(1) If the Attorney General determines that a violation of this chapter or

rules _adopted pursuant to this chapter mayv be cured, the Attorney General

may, prior to initiating any action for the violation, issue a notice of violation

extending a 60-day cure period to the controller. processor, or consumer health

data controller alleged to have violated this chapter or rules adopted pursuant

to this chapter.

(2) The Attornev General may, in determining whether to grant a

controller, processor, or consumer health data controller the opportunity to

cure_an_alleged violation described in subdivision (1) of this subsection,

consider:

(A) the number of violations,
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(B) the size and complexity of the controller. processor, or consumer

health data controller;

(C)  the nature and extent of the controller’s, processor’s, or

consumer health data controller’s processing activities;

(D) the substantial likelihood of injury to the public,

(E) the safety of persons or property;

(F) _whether the alleged violation was likely caused by human or

technical error; and

(G) the sensitivity of the data.

(d) _Annually, on or before February 1, the Attorney General shall submit a

report to the General Assembly disclosing:

(1) the number of notices of violation the Attorney General has issued;

(2) the nature of each violation;

(3) the number of violations that were cured during the available cure

period; and

(4) any other matter the Attorney General deems relevant for the

purposes of the report.

¢ 2428. CONFIDENTIALITY OF CONSUMER HEALTH DATA

Except as provided in subsections 2417(a) and (b) of this title and section

2426 of this title, no person shall:
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(1) provide any employee or contractor with access to consumer health

data unless the employvee or contractor is subject to a contractual or statutory

duty of confidentiality,

(2) provide any processor with access to consumer health data unless

the person and processor comply with section 2421 of this title; or

(3) use a geofence to establish a virtual boundary that is within 1,850

feet of any health care facility, including any mental health facility or

reproductive or sexual health facility, for the purpose of identifying, tracking,

collecting data from, or sending any notification to a consumer regarding the

consumer’s consumer health data.

Sec. 2. PUBLIC EDUCATION AND OUTREACH; ATTORNEY GENERAL
STUDY

(a) The Attorney General shall implement a comprehensive public

education, outreach, and assistance program for controllers and processors as

those terms are defined in 9 V.S.A. § 2415. The program shall focus on:

(1) the requirements and obligations of controllers and processors under

the Vermont Data Privacy Act;

(2) data protection assessments under 9 V.S.A. § 2421;

(3) enhanced protections that apply to children, minors, sensitive data,

or consumer health data as those terms are defined in 9 V.S.A. § 2415;
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(4) a controller’s obligations to law enforcement agencies and the

Attorney General’s office;

(5) methods for conducting data inventories; and

(6) anvy other matters the Attorney General deems appropriate.

(b) The Attorney General shall provide guidance to controllers for

establishing data privacy notices and opt-out mechanisms, which may be in the

form of templates.

(c) The Attornev General shall implement a comprehensive public

education, outreach, and assistance program for consumers as that term is

defined in 9 V.S.A. § 2415. The program shall focus on:

(1) the rights afforded consumers under the Vermont Data Privacy Act,

including:

(A) the methods available for exercising data privacy rights; and

(B) the opt-out mechanism available to consumers;

(2) the obligations controllers have to consumers;

(3) different treatment of children, minors, and other consumers under

the act, including the different consent mechanisms in place for children and

other consumers;

(4) understanding a privacy notice provided under the Act;

(5) the different enforcement mechanisms available under the Act,

including the consumer’s private right of action; and
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(6) any other matters the Attorney General deems appropriate.

(d) The Attorney General shall cooperate with states with comparable data

privacy regimes to develop any outreach, assistance, and education programs,

where appropriate.

(e) The Attorney General may have the assistance of the Vermont Law and

Graduate School in developing education, outreach, and assistance programs

under this section.

(f)_On or before December 15, 2026, the Attorney General shall assess the

effectiveness of the implementation of the Act and submit a report to the House

Committee _on _Commerce and Economic Development and the Senate

Committee on Economic Development, Housing and General Affairs with its

findings and recommendations, including any proposed draft legislation to

address issues that have arisen since implementation.

Sec. 3. 9 V.S.A. chapter 62 is amended to read:
CHAPTER 62. PROTECTION OF PERSONAL INFORMATION
Subchapter 1. General Provisions
§ 2430. DEFINITIONS
As used in this chapter:

(1) “‘Biometric data’ shall have the same meaning as in section 2415 of

this title.
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(2)(A) “Brokered personal information” means one or more of the

following computerized data elements about a consumer, if categorized or
organized for dissemination to third parties:

(i) name;

(ii) address;

(iii) date of birth;

(iv) place of birth;

(v) mother’s maiden name;

(vi)

representationof biometric data;

(vii) name or address of a member of the consumer’s immediate
family or household;

(viii)  Social Security number or other government-issued
identification number, or

(ix) other information that, alone or in combination with the other
information sold or licensed, would allow a reasonable person to identify the

consumer with reasonable certainty.
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(B)  “Brokered personal information” does not include publicly
available information to the extent that it is related to a consumer’s business
or profession.

2}(3) “Business” means a controller, a consumer health data controller,

a_processor, _or a commercial entity, including a sole proprietorship,

partnership, corporation, association, limited liability company, or other
group, however organized and whether or not organized to operate at a profit,
including a financial institution organized, chartered, or holding a license or
authorization certificate under the laws of this State, any other state, the
United States, or any other country, or the parent, affiliate, or subsidiary of a
financial institution, but does not include the State, a State agency, any
political subdivision of the State, or a vendor acting solely on behalf of, and at
the direction of, the State.
3)(4) “Consumer” means an individual residing in this State.

(5)  “Consumer health data controller” has the same meaning as in

section 2415 of this title.

(6) “Controller” has the same meaning as in section 2415 of this title.

“4H7)(A) “Data broker” means a business, or unit or units of a
business, separately or together, that knowingly collects and sells or licenses to
third parties the brokered personal information of a consumer with whom the

business does not have a direct relationship.
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(B) Examples of a direct relationship with a business include if the

consumer is a past or present:

(i) customer, client, subscriber, user, or registered user of the
business’s goods or services;

(ii) employee, contractor, or agent of the business;

(iii) investor in the business, or

(iv) donor to the business.

(C) The following activities conducted by a business, and the
collection and sale or licensing of brokered personal information incidental to
conducting these activities, do not qualify the business as a data broker:

(i)  developing or maintaining third-party e-commerce or
application platforms;

(ii) providing 411 directory assistance or directory information
services, including name, address, and telephone number, on behalf of or as a
function of a telecommunications carrier;

(iii)  providing publicly available information related to a
consumer’s business or profession, or

(iv)  providing publicly available information via real-time or
near-real-time alert services for health or safety purposes.

(D) The phrase “sells or licenses” does not include:
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(i) a one-time or occasional sale of assets of a business as part of
a transfer of control of those assets that is not part of the ordinary conduct of
the business, or
(ii) a sale or license of data that is merely incidental to the
business.

)8)(4)  “Data broker security breach” means an unauthorized
acquisition or a reasonable belief of an unauthorized acquisition of more than
one element of brokered personal information maintained by a data broker
when the brokered personal information is not encrypted, redacted, or
protected by another method that renders the information unreadable or
unusable by an unauthorized person.

(B) “Data broker security breach” does not include good faith but
unauthorized acquisition of brokered personal information by an employee or
agent of the data broker for a legitimate purpose of the data broker, provided
that the brokered personal information is not used for a purpose unrelated to
the data broker’s business or subject to further unauthorized disclosure.

(C) In determining whether brokered personal information has been
acquired or is reasonably believed to have been acquired by a person without
valid authorization, a data broker may consider the following factors, among

others:
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(i) indications that the brokered personal information is in the
physical possession and control of a person without valid authorization, such
as a lost or stolen computer or other device containing brokered personal
information;

(ii) indications that the brokered personal information has been
downloaded or copied;

(iii) indications that the brokered personal information was used
by an unauthorized person, such as fraudulent accounts opened or instances of
identity theft reported; or

(iv) that the brokered personal information has been made public.

6)(9) “Data collector” means a person who, for any purpose, whether
by automated collection or otherwise, handles, collects, disseminates, or
otherwise deals with personally identifiable information, and includes the
State, State agencies, political subdivisions of the State, public and private
universities, privately and publicly held corporations, limited liability
companies, financial institutions, and retail operators.

A(10) “Encryption” means use of an algorithmic process to transform
data into a form in which the data is rendered unreadable or unusable without
use of a confidential process or key.

8)}(11) “License” means a grant of access to, or distribution of, data by

one person to another in exchange for consideration. A use of data for the
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sole benefit of the data provider, where the data provider maintains control
over the use of the data, is not a license.

Y(12) “Login credentials” means a consumer’s user name or e-mail
address, in combination with a password or an answer to a security question,
that together permit access to an online account.

HO(13)(A) “Personally identifiable information” means a consumer’s
first name or first initial and last name in combination with one or more of the
following digital data elements, when the data elements are not encrypted,
redacted, or protected by another method that renders them unreadable or
unusable by unauthorized persons:

(i) a Social Security number;

(ii) a driver license or nondriver State identification card number,
individual taxpayer identification number, passport number, military
identification card number, or other identification number that originates from
a government identification document that is commonly used to verify identity
for a commercial transaction,

(iii) a financial account number or credit or debit card number, if
the number could be used without additional identifying information, access

codes, or passwords;

(iv) a password, personal identification number, or other access

code for a financial account;
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representationof biometric data,

(vi) genetic information, and
(vii)(I) health records or records of a wellness program or similar
program of health promotion or disease prevention;
(11) a health care professional’s medical diagnosis or treatment
of the consumer, or
(I11) a health insurance policy number.
(B) “Personally identifiable information” does not mean publicly
available information that is lawfully made available to the general public
from federal, State, or local government records.

(14) “Processor’ has the same meaning as in section 2415 of this title.

HH(15) “Record” means any material on which written, drawn,
spoken, visual, or electromagnetic information is recorded or preserved,
regardless of physical form or characteristics.

“2)(16) “Redaction” means the rendering of data so that the data are
unreadable or are truncated so that #e not more than the last four digits of the

identification number are accessible as part of the data.
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H3H(17)(A)  “Security breach” means unauthorized acquisition of
electronic data, or a reasonable belief of an unauthorized acquisition of
electronic data, that compromises the security, confidentiality, or integrity of a
consumer’s personally identifiable information or login credentials maintained
by a data collector.

(B) “Security breach” does not include good faith but unauthorized
acquisition of personally identifiable information or login credentials by an
employee or agent of the data collector for a legitimate purpose of the data
collector, provided that the personally identifiable information or login
credentials are not used for a purpose unrelated to the data collector’s
business or subject to further unauthorized disclosure.

(C) In determining whether personally identifiable information or
login credentials have been acquired or is reasonably believed to have been
acquired by a person without valid authorization, a data collector may
consider the following factors, among others:

(i) indications that the information is in the physical possession
and control of a person without valid authorization, such as a lost or stolen
computer or other device containing information,

(ii) indications that the information has been downloaded or

copied;
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(iii) indications that the information was used by an unauthorized
person, such as fraudulent accounts opened or instances of identity theft
reported, or

(iv) that the information has been made public.

& sk ok

Subchapter 2. Seeuwrity-Breach-NoticeAet Data Security Breaches
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¢ 2436. NOTICE OF DATA BROKER SECURITY BREACH

(a) Short title. This section shall be known as the Data Broker Security

Breach Notice Act.

(b) Notice of breach.

(1) Except as otherwise provided in subsection (c) of this section, any

data broker shall notifv the consumer that there has been a data broker

security breach following discovery or notification to the data broker of the

breach. Notice of the security breach shall be made in the most expedient time

possible and without unreasonable delay, but not later than 45 days after the

discovery or notification, consistent with the legitimate needs of the law

enforcement agency, as provided in subdivisions (3) and (4) of this subsection,

or with any measures necessary to determine the scope of the security breach

and restore the reasonable integrity, security, and confidentiality of the data

system.
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(2) A data broker shall provide notice of a breach to the Attorney

General as follows:

(A)(i) The data broker shall notify the Attorney General of the date of

the security breach and the date of discovery of the breach and shall provide a

preliminary description of the breach within 14 business days, consistent with

the legitimate needs of the law enforcement agency, as provided in subdivisions

(3) and (4) of this subsection (b), after the data broker’s discovery of the

security breach or when the data broker provides notice to consumers pursuant

to this section, whichever is sooner.

(ii) If the date of the breach is unknown at the time notice is sent

to the Attorney General, the data broker shall send the Attorney General the

date of the breach as soon as it is known.

(iii) Unless otherwise ordered by a court of this State for good

cause _shown, a notice provided under this subdivision (2)(A) shall not be

disclosed to any person other than the authorized agent or representative of the

Attorney General, a State’s Attorney, or another law enforcement officer

engaged in legitimate law enforcement activities without the consent of the

data broker:

(B)(i) When the data broker provides notice of the breach pursuant to

subdivision (1) of this subsection (b), the data broker shall notify the Attorney

General of the number of Vermont consumers_affected, if known to the data
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broker, and shall provide a copy of the notice provided to consumers under

subdivision (1) of this subsection (b).

(ii) The data broker may send to the Attorney General a second

copy _of the consumer notice, from which is redacted the tvpe of brokered

personal information that was subject to the breach, that the Attorney General

shall use for any public disclosure of the breach.

(3)  The notice to a consumer required by this subsection shall be

delayved upon request of a law enforcement agency. A law enforcement agency

may_request the delay if it believes that notification may impede a law

enforcement investigation or a national or Homeland Security investigation or

jeopardize public safety or national or Homeland Security interests. In the

event law enforcement makes the request for a delay in a manner other than in

writing, the data broker shall document the request contemporaneously in

writing and include the name of the law enforcement officer making the request

and the officer’s law enforcement agency engaged in the investication. A law

enforcement agency shall promptly notify the data broker in writing when the

law enforcement agency no longer believes that notification may impede a law

enforcement investigation or a national or Homeland Security investigation or

jeopardize public safety or national or Homeland Security interests. The data

broker shall provide notice required by this section without unreasonable delay

upon_receipt _of a_ written communication, which includes facsimile or
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electronic communication, from the law enforcement agency withdrawing its

request for delay.

(4) The notice to a consumer required in subdivision (1) of this

subsection _shall be clear and conspicuous. A notice to a consumer of a

security breach involving brokered personal information shall include a

description of each of the following, if known to the data broker:

(A) the incident in general terms;

(B) the tvpe of brokered personal information that was subject to the

security breach;

(C) the general acts of the data broker to protect the brokered

personal information from further security breach;

(D) a telephone number, toll-free if available, that the consumer may

call for further information and assistance;

(E) advice that directs the consumer to remain vigilant by reviewing

account statements and monitoring free credit reports; and

(F) the approximate date of the data broker security breach.

(5) A data broker may provide notice of a security breach involving

brokered personal information to a consumer by two or more of the following

methods:

(A) written notice mailed to the consumer’s residence;
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(B) electronic notice, for those consumers for whom the data broker

has a valid e-mail address, if:

(i) the data broker’s primary method of communication with the

consumer _is by electronic means, the electronic notice does not request or

contain _a hypertext link to a request that the consumer provide personal

information, and the electronic notice conspicuously warns consumers not to

provide personal information in response to electronic communications

regarding security breaches; or

(ii) _ the notice is comnsistent with the provisions regarding

electronic records and signatures for notices in 15 U.S.C. § 7001;

(C) _telephonic_notice, provided that telephonic contact is made

directly with each affected consumer and not through a prerecorded message;

or

(D) notice by publication in a newspaper of statewide circulation in

the event the data broker cannot effectuate notice by any other means.

(c) Exception.

(1) Notice of a security breach pursuant to subsection (b) of this section

is not required if the data broker establishes that misuse of brokered personal

information is not reasonably possible and the data broker provides notice of

the determination that the misuse of the brokered personal information is not

reasonably possible pursuant to the requirements of this subsection. If the data
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broker establishes that misuse of the brokered personal information is not

reasonably possible, the data broker shall provide notice of its determination

that misuse of the brokered personal information is not reasonably possible

and _a detailed explanation for said determination to the Vermont Attorney

General. The data broker may designate its notice and detailed explanation to

the Vermont Attorney General as a trade secret if the notice and detailed

explanation _meet the definition of trade secret contained in 1 V.S.A.

9 317(c)(9).

(2) _If a data broker established that misuse of brokered personal

information _was _not_reasonably possible under subdivision (1) of this

subsection and subsequently obtains facts indicating that misuse of the

brokered personal information has occurred or is occurring, the data broker

shall provide notice of the security breach pursuant to subsection (b) of this

section.

(d) Waiver. Any waiver of the provisions of this subchapter is contrary to

public policy and is void and unenforceable.

(e) Enforcement.

(1) With respect to a controller or processor other than a controller or

processor licensed or registered with the Department of Financial Regulation

under Title 8 or this title, the Attorney General and State’s Attorney shall have

sole and full authority to investigate potential violations of this chapter and to
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enforce, prosecute, obtain, and impose remedies for a violation of this chapter

or_any rules or regulations adopted pursuant to this chapter as the Attorney

General and State’s Attorney have under chapter 63 of this title. The Attorney

General may refer the matter to the State’s Attorney in_an appropriate case.

The Superior Courts shall have jurisdiction over any enforcement matter

brought by the Attorney General or a State’s Attorney under this subsection.

(2)  With respect to a controller or processor that is licensed or

registered with the Department of Financial Regulation under Title 8 or this

title, the Department of Financial Regulation shall have the full authority to

investicgate potential violations of this chapter and to enforce, prosecute,

obtain, and impose remedies for a violation of this chapter or any rules or

regulations adopted pursuant to this chapter. as the Department has under

Title 8 or this title or any other applicable law or regulation.

& sk ok

Subchapter 5. Data Brokers

$ 2446. DATA BROKERS; ANNUAL REGISTRATION

(a) Annually, on or before January 31 following a year in which a person
meets the definition of data broker as provided in section 2430 of this title, a
data broker shall:

(1) register with the Secretary of State;

(2) pay a registration fee of $100.00; and
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(3) provide the following information:

(A) the name and primary physical, e-mail, and Internet internet
addresses of the data broker;

(B) if the data broker permits a consumer to opt out of the data
broker’s collection of brokered personal information, opt out of its databases,
or opt out of certain sales of data:

(i) the method for requesting an opt-out;

(ii) if the opt-out applies to only certain activities or sales, which
ones, and

(iii) whether the data broker permits a consumer to authorize a
third party to perform the opt-out on the consumer’s behalf;

(C) a statement specifying the data collection, databases, or sales
activities from which a consumer may not opt out;

(D) a statement whether the data broker implements a purchaser
credentialing process,

(E) the number of data broker security breaches that the data broker
has experienced during the prior year, and if known, the total number of
consumers affected by the breaches;

(F) where the data broker has actual knowledge that it possesses the

brokered personal information of minors, a separate statement detailing the



BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 299 of 330
data collection practices, databases, sales activities, and opt-out policies that
are applicable to the brokered personal information of minors, and
(G) any additional information or explanation the data broker
chooses to provide concerning its data collection practices.
(b) A data broker that fails to register pursuant to subsection (a) of this
section is liable to the State for:
(1) a civil penalty of $30-60 $125.00 for each day—wotto-exceed-atotal
of 340-000-00-Ffor-eachyear it fails to register pursuant to this section;
(2) an amount equal to the fees due under this section during the period
it failed to register pursuant to this section, and
(3) other penalties imposed by law.

(c) A data broker that omits required information from its registration shall

file an amendment to include the omitted information within 30 business days

following notification of the omission and is liable to the State for a civil

penalty of $1,000.00 per day for each day thereafter.

(d) A data broker that files materially incorrect information in_its

registration:

(1) is liable to the State for a civil penalty of $25,000.00; and

(2) _if it fails to correct the false information within 30 business days

after discovery or notification of the incorrect information, an additional civil
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penalty of $1,000.00 per day for each day thereafter that it fails to correct the

information.

(e) The Attorney General may maintain an action in the Civil Division of
the Superior Court to collect the penalties imposed in this section and to seek

appropriate injunctive relief.

¢ 2448. DATA BROKERS; CREDENTIALING

Credentialing.

(1) A data broker shall maintain reasonable procedures designed to

ensure that the brokered personal information it discloses is used for a

legitimate and legal purpose.

(2) These procedures shall require that prospective users of the

information identify themselves, certify the purposes for which the information

is sought, and certify that the information shall be used for no other purpose.

(3) A data broker shall make a reasonable effort to verify the identity of

a new prospective user and the uses certified by the prospective user prior to

furnishing the user brokered personal information.

(4) A data broker shall not furnish brokered personal information to any

person_if it has reasonable grounds for believing that the brokered personal

information will not be used for a legitimate and legal purpose.
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Sec. 4. STUDY; DATA BROKERS,; OPT OUT

On or before January 1, 2025, the Secretary of State, in collaboration with

the Agency of Digital Services, the Attorney General, and interested parties,

shall review and report their findings and recommendations to the House

Committee on Commerce and Economic Development and the Senate

Committee on Economic Development, Housing and General Affairs

concerning one or more mechanisms for Vermont consumers to opt out of the

collection, retention, and sale of brokered personal information, including:

(1) an individual opt-out that requires a data broker to allow a consumer

to opt out of its data collection, retention, and sales practices through a

request made directly to the data broker; and

(2) specifically considering the rules, procedures, and framework for

implementing the “‘accessible deletion mechanism’ by the California Privacy

Protection Agency that takes effect on January 1, 2026, and approaches in

other jurisdictions if applicable:

(A) how to design and implement a State-facilitated general opt-out

mechanism;

(B) the associated implementation and operational costs;

(C) mitigation of security risks; and

(D) other relevant considerations.
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Sec. 5. 9V.S.A. § 2416(a) is amended to read:

(a) Except as provided in subsection (b) of this section, this chapter applies
to a person that conducts business in this State or a person that produces
products or services that are targeted to residents of this State and that during
the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 25060

12,500 consumers, excluding personal data controlled or processed solely for
the purpose of completing a payment transaction, or

(2) controlled or processed the personal data of not fewer than 42560
0,250 consumers and derived more than 25 20 percent of the person’s gross
revenue from the sale of personal data.
Sec. 6. 9V.S.A. § 2416(a) is amended to read:

(a) Except as provided in subsection (b) of this section, this chapter applies
to a person that conducts business in this State or a person that produces
products or services that are targeted to residents of this State and that during
the preceding calendar year:

(1) controlled or processed the personal data of not fewer than 42560
0,250 consumers, excluding personal data controlled or processed solely for

the purpose of completing a payment transaction, or
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(2) controlled or processed the personal data of not fewer than 6,250

3.125 consumers and derived more than 20 percent of the person’s gross

revenue from the sale of personal data.

Sec. 7. 9 V.S.A. chapter 62, subchapter 6 is added to read:

Subchapter 6. Age-Appropriate Design Code

¢ 2449a. DEFINITIONS

As used in this subchapter:

(1)(4) “Affiliate” means a legal entity that shares common branding

with another legal entity or controls, is controlled by, or is under common

control with another legal entity.

(B) As used in subdivision (A) of this subdivision (1), “control” or

“controlled” means.

(i) _ownership of. or the power to vote, more than 50 percent of the

outstanding shares of any class of voting security of a company;

(ii) _control in any manner over the election of a majority of the

directors or of individuals exercising similar functions; or

(iii) __the power to exercise controlling influence over the

management of a company.

(2) “Age-appropriate’ means a recognition of the distinct needs and

diversities of minor consumers at different age ranges. In order to help

support _the design of online services, products, and features, covered
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businesses should take into account the unique needs and diversities of

different age ranges, including the following developmental stages: zero to

five vears of age or ‘“preliterate and early literacy”; six to nine years of age or

“core primary school vears”; 10 to 12 vears of age or ‘‘transition vears’; 13

to 15 vears of age or ‘“early teens”’; and 16 to 17 years or age or

“approaching adulthood.”

(3) “Age estimation’’ means a process that estimates that a user is likely

to be of a certain age, fall within an age range, or is over or under a certain

age.

(A) Age estimation methods include.

(i) _analysis of behavioral and environmental data the covered

business already collects about its users;

(ii) comparing the way a user interacts with a device or with users

of the same age;

(iii) _metrics derived from motion analysis; and

(iv) testing a user’s capacity or knowledge.

(B) Age estimation does not require certainty, and if a covered

business estimates a user’s age for the purpose of advertising or marketing,

that estimation may also be used to comply with this act.
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(4) “Age verification” means a system that relies on hard identifiers or

verified sources of identification to confirm a user has reached a certain age,

including government-issued identification or a credit card.

(5) “Business associate” has the same meaning as in HIPAA.

(6) “Collect” means buying, renting, gathering, obtaining, receiving, or

accessing any personal data by any means. This includes receiving data from

the consumer, either actively or passively, or by observing the consumer’s

behavior.

(7)(4) “Consumer” means an individual who is a resident of the State.

(B)  “Consumer” does not include an individual acting in a

commercial or emplovment context or as an _employee, owner, director, officer,

or contractor of a company, partnership, sole proprietorship, nonprofit, or

government_agency whose communications or transactions with the covered

business occur solely within the context of that individual’s role with the

company, partnership, sole proprietorship, nonprofit, or government agency.

(8)  “Covered business’ means a sole proprietorship, partnership,

limited liability company, corporation, association, other legal entity, or an

affiliate thereof, that conducts business in this State or that produces online

products, services, or features that are targeted to residents of this State and

that:
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(A) collects consumers’ personal data or has consumers’ personal

data collected on its behalf by a third party;

(B) alone or jointly with others determines the purposes and means

of the processing of consumers personal data; and

(C) alone or in combination annually buys, receives for commercial

purposes, sells, or shares for commercial purposes, alone or in combination,

the personal data of at least 50 percent of its consumers.

(9) “Covered entity” has the same meaning as in HIPAA.

(10) “Dark pattern”’ means a user interface designed or manipulated

with the weisesmsim cffcct of subverting or impairing user autonomy, decision

making, or choice, and includes any practice the Federal Trade Commission

refers to as a ‘‘dark pattern.”

(11)  “Default” means a preselected option adopted by the covered

business for the online service, product, or feature.

(12) “De-identified data’” means data that does not identify and cannot

reasonably be used to infer information about, or otherwise be linked to, an

identified or identifiable individual, or a device linked to the individual, if the

covered business that possesses the data:

(A)(i) takes reasonable measures to ensure that the data cannot be

used to re-identify an identified or identifiable individual or be associated with
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an individual or device that identifies or is linked or reasonably linkable to an

individual or household;

(ii) for purposes of this subdivision (A), ‘“reasonable measures”

shall include the de-identification requirements set forth under 45 C.F.R.

§ 164.514 (other requirements relating to uses and disclosures of protected

health information);

(B) publicly commits to process the data only in a deidentified

fashion and not attempt to re-identify the data; and

(C) contractually obligates any recipients of the data to comply with

all provisions of this subchapter.

(13) “Derived data” means data that is created by the derivation of

information, data, assumptions, correlations, inferences, predictions, or

conclusions from facts, evidence, or another source of information or data

about a minor consumer or a minor consumer’s device.

(14) “Identified or identifiable individual” means an individual who

can _be readily identified, directly or indirectly, including by reference to an

identifier such as a name, an identification number, specific geolocation data,

or an online identifier.

(15)(4) “Low-friction variable reward’ means a design feature or

virtual item that intermittently rewards consumers for scrolling, tapping,

opening, or continuing to engage in an online service, product, or feature.
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(B) Examples of low-friction variable reward designs include

endless scroll, auto play, and nudges meant to encourage reengagement.

(16)(4) “Minor consumer” means an individual under 18 vears of age

who is a resident of the State.

(B) “Minor consumer’ does not include an individual acting in a

commercial or employment context or as an employee, owner, director, officer,

or contractor of a company, partnership, sole proprietorship, nonprofit, or

government agency whose communications or transactions with the controller

occur _solely within the context of that individual’s role with the company,

partnership, sole proprietorship, nonprofit, or government agency.

(17) “Online service, product, or feature’ means a digital product that

is accessible to the public via the internet, including a website or application,

and does not mean any of the following:

(A) telecommunications service, as defined in 47 U.S.C. § 153;

(B) a broadband internet access service as defined in 47 C.F.R.

54.400; or

(C) the sale, delivery, or use of a physical product.

(18)(A) “Personal data’ means any information, including derived data

and unique identifiers, that is linked or reasonably linkable to an identified or

identifiable individual or to a device that identifies, is linked to, or is
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reasonably linkable to one or more identified or identifiable individuals in a

household.

(B) Personal data does not include de-identified data or publicly

available information.

(19)  “Process” or ‘processing”’ means any operation or set of

operations performed, whether by manual or automated means, on personal

data or on_sets of personal data, such as the collection, use, storage,

disclosure, analysis, deletion, modification, or otherwise handling of personal

data.

(20)  “Processor’ means a _person who processes personal data on

behalf of a covered business.

(21) “Profiling” means any form of automated processing performed on

personal data to evaluate, analyze, or predict personal aspects related to an

identified or _identifiable individual’s economic situation, health, personal

preferences, interests, reliability, behavior, location, or movements.

(22) “Publicly available information” means information that:

(A4) _is lawfully made available through federal, state, or local

government records; or

(B) a covered business has a reasonable basis to believe that the

minor _consumer_has lawfully made available to the general public through

widely distributed media.
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(23)  “Reasonably likely to be accessed” means an online service,

product, or feature that is likely to be accessed by minor consumers based on

any of the following indicators.

(A) the online service, product, or feature is directed to children, as

defined by the Children’s Online Privacy Protection Act, 15 U.S.C. §§ 6501—

6506 and the Federal Trade Commission rules implementing that Act;

(B) the online service, product, or feature is determined, based on

competent and reliable evidence regarding audience composition, to be

routinely accessed by an audience that is composed of at least two percent

minor consumers two through under 18 vears of age;

(C) the online service, product, or feature contains advertisements

marketed to minor consumers.;

(D) _the audience of the online service, product, or feature is

determined, based on internal company research, to be composed of at least

two percent minor consumers two through under 18 years of age; or

(E) the covered business knew or should have known that at least two

percent of the audience of the online service, product, or feature includes

minor consumers two through under 18 vears of age, provided that, in making

this assessment, the business shall not collect or process any personal data that

is not reasonably necessary to provide an online service, product, or feature

with which a minor consumer is actively and knowingly engaged.




BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 311 of 330

(24)(4)  “Social media platform” means a public or semi-public

internet-based service or application that is primarily intended to connect and

allow a user to socially interact within such service or application and enables

a user to.

(i) construct a public or semi-public profile for the purposes of

signing into and using such service or application;

(ii) populate a public list of other users with whom the user shares

a social connection within such service or application; or

(iii) __create or post content that is viewable by other users,

including content on message boards and in chat rooms, and that presents the

user with content generated by other users.

(B) “Social media platform” does not mean a public or semi-public

internet-based service or application that:

(i) __exclusively provides electronic _mail or direct messaging

services;

(ii) primarily consists of news, sports, entertainment, interactive

video games, electronic _commerce, or content that is preselected by the

provider for which any interactive functionality is incidental to, directly related

to, or dependent on the provision of such content; or

(iii) _is used by and under the direction of an educational entity,

including a learning management system or a student engagement program.
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(25) “Third party” means a natural or legal person, public authority,

agency, or body other than the minor consumer or the covered business.

Q 2449b. EXCLUSIONS

This subchapter does not apply to:

(1) a federal, state, tribal, or local government entity in the ordinary

course of its operation;

(2) protected health information that a covered entity or business

associate processes in_accordance with, or documents that a covered entity or

business associate creates for the purpose of complying with, HIPAA;

(3) _information used only for public health activities and purposes

described in 45 C.FR. § 164.512;

(4) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Protection

of Human Subjects as set forth in 45 C.F.R. Part 46;

(B) research on human subjects undertaken in accordance with good

clinical practice guidelines _issued by the International Council for

Harmonisation of Technical Requirements for Pharmaceuticals for Human

Use;

(C) activities that are subject to the protections provided in 21 C.F.R.

Part 50 and 21 C.F.R. Part 56; or
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(D) research conducted in accordance with the requirements set forth

in subdivisions (4)—(C) of this subdivision (4) or otherwise in accordance with

State or federal law,; and

(5) _an entity whose primary purpose is journalism as defined in

12 V.S.A. §1615(a)(2) and that has a majority of its workforce consisting of

individuals engaging in journalism.

¢ 2449c. MINIMUM DUTY OF CARE

(a) A covered business that processes a minor consumer’s data in_any

capacity owes a minimum duty of care to the minor consumer.

(b) As used in this subchapter, “‘a minimum duty of care”’ means the use of

the personal data of a minor consumer and the design of an online service,

product, or feature will not benefit the covered business to the detriment of a

minor consumer and will not result in:

(1) reasonably foreseeable emotional distress as defined in 13 V.S.A.

§ 1061(2) to a minor consumer;

(2) the encouragement of excessive or compulsive use of the online

service, product, or feature by a minor consumer; or

(3) discrimination _against the minor consumer based upon race,

ethnicity, sex, disability, sexual orientation, gender identity, gender expression,

or national origin.

¢ 2449d. COVERED BUSINESS OBLIGATIONS
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(a) A covered business that is reasonably likely to be accessed and subject

to this subchapter shall:

(1) configure all default privacy settings provided to a minor consumer

through the online service, product, or feature to a high level of privacy;

(2)  provide privacy information, terms of service, policies, and

community standards concisely and prominently;

(3) provide prominent, accessible, and responsive tools to help a minor

consumer or, if applicable, their parents or guardians to exercise their privacy

rights and report concerns to the covered business;

(4) _honor the request of a minor consumer to unpublish the minor

consumer’s _social media platform account not later than 15 business days

after a covered business receives such a request from a minor consumer, and

(5) provide easily accessible and age-appropriate tools for a minor

consumer to limit the ability of users or covered businesses to send unsolicited

communications.

(b) A violation of this section constitutes a violation of the minimum duty of

care as provided in section 2449c of this subchapter.

¢ 2449e. COVERED BUSINESS PROHIBITIONS

(a) A covered business that is reasonably likely to be accessed and subject

to this subchapter shall not:
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(1) use low-friction variable reward design features that encourage

excessive and compulsive use by a minor consumer:;

(2) permit, by default, an unknown adult to contact a minor consumer

on its platform without the minor consumer first initiating that contact;

(3) permit a minor consumer to be exploited by a contract on the online

service, product, or feature;

(4) use dark patterns; or

(5) permit a parent or gcuardian of a minor consumer, or_any other

consumer,_to monitor the online activity of a minor consumer or to track the

location of the minor consumer without providing a conspicuous signal to the

minor consumer when the minor consumer is being monitored or tracked.

(b) A violation of this section constitutes a violation of the minimum duty of

care as provided in section 2449c of this subchapter.

¢ 2449f. ATTORNEY GENERAL ENFORCEMENT

(a) A covered business that violates this subchapter or rules adopted

pursuant to this subchapter commits an unfair and deceptive act in

commerce in violation of section 2453 of this title.

(b) The Attornev General shall have the same authority under this

subchapter to make rules, conduct civil investications, bring civil actions,

and enter into assurances of discontinuance as provided under chapter 63 of

this title.
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Q 2449g. LIMITATIONS

Nothing in this subchapter shall be interpreted or construed to:

(1) Impose liability in a manner that is inconsistent with 47 U.S.C.

¢ 230.

(2) Prevent or preclude any minor consumer from deliberately or

independently searching for. or specifically requesting, content.

(3)  Require a covered business to implement an age verification

requirement. The obligations imposed under this act should be done with age

estimation techniques and do not require age verification.

Q 2449h. RIGHTS AND FREEDOMS OF MINOR CONSUMERS

It is the intent of the General Assembly that nothing in this act may be

construed to infringe on the existing rights and freedoms of minor consumers

or _be construed to discriminate against the minor consumer based on race,

ethnicity, sex, disability, sexual orientation, gender identity, gender expression,

or national origin.

(a) This s and Secs. 2 (public education and outreach), 3 (protection

of personal information), an ta broker opt-out study) shall take effect on

July 1, 2024.

(b) Secs. 1 (Vermont Data Privacy Act) and 7 (Age-
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Wy threshold) shall

Sec. 8. STUDY; VERMONT DATA PRIVACY ACT

On_or before January 15, 2026, the Attorney General shall review and

report their findings and recommendations to the House Committees on

Commerce and Economic Development, on Health Care, and on Judiciary and

the Senate Committees on Economic Development, Housing and General

Affairs, on Health and Welfare, and on Judiciary concerning policy

recommendations for improving data privacy in Vermont through.

(1) development of legislative language for implementing a private right

of action in 9 V.S.A. chapter 61A , giving consideration to other state

approaches and including through structuring:

(A) violations giving rise to a private right of action in a manner that

addresses the gravest harms to consumers;

(B) applicability thresholds to ensure that the private right of action

does not harm _good-faith actors or small Vermont businesses;

(C) damages that balance the consumer interest in_enforcing the

consumer’s personal data rights against the incentives a private right of action

may provide to litigcants with frivolous claims; and
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(D) other mechanisms to ensure the private right of action is targeted

to address persons engaging in unfair or deceptive acts;

(2) addressing the scope of health care exemptions under 9 V.S.A.

$§ 2417(a)(2)=(8), including based on:

(A) research on the effects on the health care industry of the health-

related data-level exemptions under the Oregon Consumer Privacy Act;

(B) _economic analysis of compliance costs for the health care

industry; and

(C) _an analysis of health-related entities excluded from the health

care exemptions under 9 V.S.A. § 2417(a)(2)—(8); and

(3) analysis of the data security implications of implementation of the

Vermont Data Privacy Act.

Sec. 9. 9V.S.A. § 2427 is amended to read:
§2427. ENFORCEMENT: ATTORNEY GENERAL’S POWERS

(a) A person who violates this chapter or rules adopted pursuant to this
chapter commits an unfair and deceptive act in commerce in violation of

section 2453 of this title, provided—that-a—conswmer—private—right—of-action

ation; and the

Attorney General shall have exclusive authority to enforce such violations

except as provided in subsection (d) of this section.
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(b) The Attorney General has the same authority to adopt rules to
implement the provisions of this section and to conduct civil investigations,
enter into assurances of discontinuance, bring civil actions, and take other
enforcement actions as provided under chapter 63, subchapter 1 of this title.

(c)(1) If the Attorney General determines that a violation of this chapter or
rules adopted pursuant to this chapter may be cured, the Attorney General
may, prior to initiating any action for the violation, issue a notice of violation
extending a 60-day cure period to the controller, processor, or consumer health
data controller alleged to have violated this chapter or rules adopted pursuant
to this chapter.

(2) The Attorney General may, in determining whether to grant a
controller, processor, or consumer health data controller the opportunity to
cure an alleged violation described in subdivision (1) of this subsection,
consider:

(A) the number of violations;

(B) the size and complexity of the controller, processor, or consumer
health data controller,

(C) the nature and extent of the controller’s, processor’s, or
consumer health data controller’s processing activities;

(D) the substantial likelihood of injury to the public;

(E) the safety of persons or property;
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(F) whether the alleged violation was likely caused by human or
technical error; and

(G) the sensitivity of the data.

(d)(1) The private right of action available to a consumer for violations of

this chapter or rules adopted pursuant to this chapter shall be exclusively as

provided under this subsection.

(2) A consumer who is harmed by a data broker’s or large data holder’s

violation of subdivision 2419(b)(2) of this title, subdivision 2419(b)(3) of this

title, or section 2428 of this title may bring an action under subsection 2461(b)

of this title for the violation, but the right available under subsection 2461(b)

of this title shall not be available for a violation of any other provision of this

chapter or rules adopted pursuant to this chapter.

(e) Annually, on or before February 1, the Attorney General shall submit a
report to the General Assembly disclosing:
(1) the number of notices of violation the Attorney General has issued;
(2) the nature of each violation;
(3) the number of violations that were cured during the available cure
period; and

(4) the number of actions brought under subsection (d) of this section;

(5) the proportion of actions brought under subsection (d) of this section

that proceed to trial;
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(6) the data brokers or large data holders most frequently sued under

subsection (d) of this section; and

4(7) any other matter the Attorney General deems relevant for the
purposes of the report.
Sec. 10. 9 V.S.A. § 2427 is amended to read.:
§2427. ENFORCEMENT: ATTORNEY GENERAL’S POWERS
(a) A person who violates this chapter or rules adopted pursuant to this
chapter commits an unfair and deceptive act in commerce in violation of

section 2453 of this title, provided that a consumer private right of action

under subsection 2461(b) of this title shall not apply to the violation, and the

Attorney General shall have exclusive authority to enforce such violations
decin-sil on-{d)-of thi on.

(b) The Attorney General has the same authority to adopt rules to
implement the provisions of this section and to conduct civil investigations,
enter into assurances of discontinuance, bring civil actions, and take other
enforcement actions as provided under chapter 63, subchapter 1 of this title.

(c)(1) If the Attorney General determines that a violation of this chapter or
rules adopted pursuant to this chapter may be cured, the Attorney General
may, prior to initiating any action for the violation, issue a notice of violation

extending a 60-day cure period to the controller, processor, or consumer health
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data controller alleged to have violated this chapter or rules adopted pursuant
to this chapter.

(2) The Attorney General may, in determining whether to grant a
controller, processor, or consumer health data controller the opportunity to
cure an alleged violation described in subdivision (1) of this subsection,
consider:

(A) the number of violations;

(B) the size and complexity of the controller, processor, or consumer
health data controller,

(C) the nature and extent of the controller’s, processor’s, or
consumer health data controller’s processing activities;

(D) the substantial likelihood of injury to the public;

(E) the safety of persons or property;

(F) whether the alleged violation was likely caused by human or

technical error; and

(G) the sensitivity of the data.
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te) Annually, on or before February 1, the Attorney General shall submit a

report to the General Assembly disclosing:
(1) the number of notices of violation the Attorney General has issued;
(2) the nature of each violation;
(3) the number of violations that were cured during the available cure
period; and

(4)

% any other matter the Attorney General deems relevant for the

purposes of the report.
Sec. 11. 9 V.S.A. § 2417(a) is amended to read:
(a) This chapter does not apply to:
(1) a federal, State, tribal, or local government entity in the ordinary

course of its operation;
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(2) a covered entity that is not a hybrid entity, any health care
component of a hybrid entity, or a business associate;

(3) information used only for public health activities and purposes
described in 45 C.F.R. § 164.512 (disclosure of protected health information
without authorization),

(4) information that identifies a consumer in connection with:

(A) activities that are subject to the Federal Policy for the Protection
of Human Subjects, codified as 45 C.F.R. Part 46 (HHS protection of human
subjects) and in various other federal regulations;

(B) research on human subjects undertaken in accordance with good
clinical practice guidelines issued by the International Council for
Harmonisation of Technical Requirements for Pharmaceuticals for Human
Use;

(C) activities that are subject to the protections provided in 21 C.F.R.
Parts 50 (FDA clinical investigations protection of human subjects) and
56 (FDA clinical investigations institutional review boards); or

(D) research conducted in accordance with the requirements set forth
in subdivisions (A) through (C) of this subdivision (a)(4) or otherwise in

accordance with applicable law;



BILL AS PASSED BY THE HOUSE AND SENATE H.121
2023 Page 325 of 330

(5) patient identifying information that is collected and processed in
accordance with 42 C.F.R. Part 2 (confidentiality of substance use disorder
patient records);

(6) patient safety work product that is created for purposes of improving
patient safety under 42 C.F.R. Part 3 (patient safety organizations and patient
safety work product);

(7) information or documents created for the purposes of the Healthcare
Quality Improvement Act of 1986, 42 U.S.C. § 11101-11152, and regulations
adopted to implement that act;

(8) information that originates from, or is intermingled so as to be
indistinguishable from, or that is treated in the same manner as information
described in subdivisions (2)—(7) of this subsection that a covered entity,
business associate, or a qualified service organization program creates,
collects, processes, uses, or maintains in the same manner as is required under
the laws, regulations, and guidelines described in subdivisions (2)—(7) of this
subsection;

(9) information processed or maintained solely in connection with, and
for the purpose of, enabling:

(A) an individual’s employment or application for employment;
(B) an individual’s ownership of, or function as a director or officer

of, a business entity;
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(C) an individual’s contractual relationship with a business entity,

(D) an individual’s receipt of benefits from an employer, including
benefits for the individual’s dependents or beneficiaries; or

(E) notice of an emergency to persons that an individual specifies;,

(10) any activity that involves collecting, maintaining, disclosing,
selling, communicating, or using information for the purpose of evaluating a
consumer’s creditworthiness, credit standing, credit capacity, character
general reputation, personal characteristics, or mode of living if done strictly
in accordance with the provisions of the Fair Credit Reporting Act, 15 U.S.C.
§ 1681-1681x, as may be amended, by:

(A) a consumer reporting agency,

(B) a person who furnishes information to a consumer reporting
agency under 15 U.S.C. § 1681s-2 (responsibilities of furnishers of information
to consumer reporting agencies), or

(C) a person who uses a consumer report as provided in 15 U.S.C.
§ 1681b(a)(3) (permissible purposes of consumer reports);

(11) information collected, processed, sold, or disclosed under and in
accordance with the following laws and regulations:

(A) the Driver’s Privacy Protection Act of 1994, 18 U.S.C. § 2721—

2725;
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(B) the Family Educational Rights and Privacy Act, 20 U.S.C.
§ 1232g, and regulations adopted to implement that act;

(C) the Airline Deregulation Act, Pub. L. No. 95-504, only to the
extent that an air carrier collects information related to prices, routes, or
services, and only to the extent that the provisions of the Airline Deregulation
Act preempt this chapter;

(D) the Farm Credit Act, Pub. L. No. 92-181, as may be amended;

(E) federal policy under 21 U.S.C. § 830 (regulation of listed
chemicals and certain machines);

(12) nompublic personal information that is processed by a financial
institution subject to the Gramm-Leach-Bliley Act, Pub. L. No. 106-102, and
regulations adopted to implement that act;

(13) information that originates from, or is intermingled so as to be
indistinguishable from, information described in subdivision (12) of this
subsection and that a controller or processor collects, processes, uses, or
maintains in the same manner as is required under the law and regulations
specified in subdivision (12) of this subsection;

(14) a financial institution, credit union, independent trust company,
broker-dealer, or investment adviser or a financial institution’s, credit union’s,

independent trust company’s, broker-dealer’s, or investment adviser’s affiliate
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or subsidiary that is only and directly engaged in financial activities, as
described in 12 U.S.C. § 1843(k);

(15) a person regulated pursuant to 8 V.S.A. part 3 (chapters 101-165)
other than a person that, alone or in combination with another person,
establishes and maintains a self-insurance program and that does not
otherwise engage in the business of entering into policies of insurance;

(16) a third-party administrator, as that term is defined in the Third
Party Administrator Rule adopted pursuant to 18 V.S.A. § 9417,

(17) personal data of a victim or witness of child abuse, domestic
violence, human trafficking, sexual assault, violent felony, or stalking that a
victim services organization collects, processes, or maintains in the course of
its operation;

(18) a nonprofit organization that is established to detect and prevent
fraudulent acts in connection with insurance;

(19)  information that is processed for purposes of compliance,
enrollment or degree verification, or research services by a nonprofit
organization that is established to provide enrollment data reporting services
on behalf of postsecondary schools as that term is defined in 16 V.S.A. § 176;
or

(20) noncommercial activity of:
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(A) a publisher, editor, reporter, or other person who is connected
with or employed by a newspaper, magazine, periodical, newsletter, pamphlet,
report, or other publication in general circulation;

(B) a radio or television station that holds a license issued by the
Federal Communications Commission;

(C) a nonprofit organization that provides programming to radio or
television networks, or

(D) an entity that provides an information service, including a press

association or wire service;—o¥

oy bl ” » b i i  ihe Publie_Utili

Sec. 12. EFFECTIVE DATES

(a) This section and Secs. 2 (public education and outreach), 3 (protection

of personal information), 4 (data broker opt-out study), and 8 (study,; Vermont

Data Privacy Act) shall take effect on July 1, 2024.

(b) Secs. 1 (Vermont Data Privacy Act) and 7 (Age-Appropriate Design

Code) shall take effect on July 1, 2025.

(c) Secs. 5 (Vermont Data Privacy Act middle applicability threshold) and

11 (utilities exemption repeal) shall take effect on July 1, 2026.

(d) Sec. 9 (private right of action) shall take effect on January 1, 2027.
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(e) Sec. 6 (Vermont Data Privacy Act low applicability threshold) shall

take effect on July 1, 2027.

(f) Sec. 10 (private right of action repeal) shall take effect on January 1,

2029.



